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Abstract

In the manufacturing-related industrial environment, various loT and Al support technologies are applied to industrial
sites with the aim of reducing costs and improving productivity. However, there is a situation where heterogeneous
resources produced in industrial sites cannot be processed computer-intensively, so a plan is needed to lower the defect
rate of industrial IoT resources. In this paper, we propose an intelligent production site optimization model that can
reduce the product defect rate by utilizing industrial IoT integrated in the manufacturing environment. The proposed
model optimizes resources by allocating virtualized resources according to Lyapunov optimization theory to lower the
defect rate of industrial IoT resources. In addition, the proposed model performs a predictive analysis on whether
defective products have occurred using hash chains and artificial intelligence technology. As a result of the performance
evaluation, the proposed model showed that the accuracy of industrial IoT resources increased by 14.21% on average
and the product defect rate decreased by 6.21% on average compared to the existing industrial IoT environment.
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Table 1. Industrial 10T resource processing algorithm using
hash

Input : Intelligence lloT resource

Qutput : Production forecasting lloT resource
1: for every information in possible lloT

2 The intelligence lloT generates 0T Information i
€ [1,n
3

4

if k < minimal information number of lloT
Recalcuate lloT information

6: else if k = minimal information number of lloT
7 check and reconfirm its 10T Information

8 else

9 store the lloT Information

10: generate hash values of lloT Information
11: end if

11: end for
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Table 2. Experimental parameter setup

Parameter Value
The transmit/receive power 0.05W / 0.1W
The network coverage radius 25m
The available bandwidth 5MHz / 2.5MHz
The power of noise -174dBm/Hz
Input data size 4 Kbits/s
Delay threshold 5s
Link capacity 10 Gbps
Data generation span 5 min

2 2
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X3 ds =3

Table 3. Performance metrics

Accuracy (TP+TN) / (TP+TN+FP+FN)
F-Score (2<TP) | (2*TP+FP+FN)
Precision TP / (TP+FP)
Sensitivity TP / (TP+FN)
Specificity TN / (TN+FP)

True Negative rage TN / (TN+FP)

True Positive rate TP / (TP+FN)

False Positive rate FP / (TN+FP)

-TP: Short for True Positive, it is the number of Yes
correctly predicted by artificial intelligence.

-TN: stands for True Negative, which is the number of
Nos correctly predicted by artificial intelligence.

-FP: Short for False Positive, it is the number of Yes
that artificial intelligence is incorrect.

‘FN: Short for False Negative, it is the number of times
Al is wrong.
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Table 4. Performance results based on anomaly detection
in the data set

Ist | 2st | 3st | 4st | Avg.
Accuracy 097410969 | 0.95 | 0.961 | 0.965
F-Score 0.695 | 0679 | 0.678 | 0.684 | 0.68
Precision 0.738 | 0.777 | 0.703 | 0.723 | 0.74
Sensitivity 0.662 | 0.686 | 0.644 | 0.633 | 0.66
Specificity 0.917 1 0939 | 0.941 | 0.925 | 0.93

True Negative rage | 0917 | 0.940 | 0932 | 0932 | 0.93

True Positive rate | 061 | 064 | 067 | 063 | 0.64

False Positive rate | 0.032 | 0.027 | 0.028 | 0.031 | 0.03
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Fig. 4. Performance results based on anomaly detection
in the data set
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Table 5. Defect rate
unitys : (%)

Not Using lloT

using Number of lloT

lloT 1 3 6 9 Avg.
1st | 0.165] 0.039 | 0.029 | 0.023 | 0.015 | 0.0265
2st | 01740042 | 0.033 | 0.021 | 0.016 | 0.0280
3st | 0.166 | 0.038 | 0.027 | 0.024 | 0.018 | 0.0267
4st 1 0.168 | 0.041 | 0.031 | 0.022 | 0.014 | 0.0270
5st 10.227]0.039 | 0.028 | 0.021 | 0.018 | 0.0265
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Fig. 5. Performance results based on defectrate
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Table 6. Accuracy

unitys : (%)
Nurmber Npt Using lloT
of times using Number of lloT
lloT 1 3 6 9 Avg.

st | 80.14 | 87.665 | 88.245 | 90.214 | 92.3%4 | 89.62
2st | 832488015 | 88.828 | 89.321 | 93.937 | 90.03
3st | 81.28| 88.324 | 89.321 | 91.311 | 93.310 | 90.57
4st | 8269 | 87.898 | 88.799 | 92.367 | 93.028 | 90.51
5st | 8307 | 88481 | 89.114 | 90.365 | 92.896 | 90.21

T8 6 g ds 24

Fig. 6. Performance results based on accuracy
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