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Abstract

The effective monitoring is needed as recent advances in ICT technology are complicating systems connected to
networks and networks. One of the effective monitoring methods for network situations is the emergence of
visualization technology. However, in order to express the situation of a large, high-speed network, it is very
important to collect and extract data in real time to express it. In this paper, we propose a collection system that
can efficiently collect and extract network traffic from high-speed and high-capacity networks to effectively generate
nodes and relations for visualization. The proposed system uses asynchronous parallel processing to handle all packets
in the entire network without loss, and tests confirm that it is superior to the technology of collecting existing
packets. Experimental results show that the CPU utilization is relatively higher than that of Tcpdump, but the packet
loss rate is about 0.5%.
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Table 1. Traffic collection technology analysis
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vast storage collection
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method required
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Table 2. Characteristics for visualization

Label Object Attribute
Object D,
IP address P address
Note Port number Object 1D,
Port number
Group Name

Included object 1D

bps, pps, cps for each

between IP and Protocol,

Start object,

Relation End object

(Edge) bps, pps, cps for each
between IP and protocol,

Outbound Start object,

Inbound

End object
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{"timestamp”:"2019-83-13714:27:38.610767+0908", "flow_1d":992625272967631,"1n_iface”: "enp3s8”, "event_type":"alert","src_ip":"192.168.06.196","src_port"
162701, "dest_1p":"239.255.255.250", "dest_port":1968,"proto”™: "UDP","alert" :{"action”: "allowed","qld":1, signature_ id leeﬂﬂﬂﬂ, rev":@, stgnature"'"tes
t1",”category " "severity":3],"app_proto":"failed”,"flow":{"pkts_toserver":1,"pkts_toclient":8,"bytes_toserver":216,"bytes_toclient”:8,"start":"201
9-83-13714:27:38. 615?6?+B§ﬂa },"payload": TS1TRUFSQngK1BlvFRQL:EuHQBkSEQTUDngM]MSL]r1NS4yNTUuH]UuO]EEHDANCk1ET]ogInNzEHhﬁZGleEQ22x11DQpNHDogHQ0KU1Q
6IHVyb jpkaWFsLW11bHRpC2ZNy ZWVULWIYZ Zpz ZX J23WN1OMRpYHWEMQBKVVNFUL1BREVOVDOGRZIVEZXLIENOCItZSBIMTAWL JM2ZMIYuMTIXIFdpbmRvd3MNCgeK" , "payload printable”: "W
-SEARCH * HTTP\/1.1\r\nHOST: 239.255.255.250:1968\r\nMAN: \"ssdp:discover\"\r\nMX: 1\r\n5T: urn:dial-multiscreen-org:service:dial:1\r\nUSER-AGENT: Go
ogle Chrome)/72.6.3626.121 Windows\rin\r\n","strean”:8,"packet": "AQBef) /\ /6ANRhMTPOCABFAADKOSMARAERZPNAGADET /1 /\ /+vT tB2WAt LYOTS1TRUFSQBggK1BIVFRQLZE
UMQBKSEITVDOGM JMSLTINS4yNTUUM URDFESHDANCK BT jogInNzZHAGZG1ZY2922X 1 LDOpNHDOgHQBKU1Q6THVYDjpkakFsLW11bHRpc 2Ny ZWVULHIY ZZpz 2K J2aHN 1 OMRpYHWEMQBKVVNFUL1E
REVOVDogR29vZ2x11ENOCMItZSBIM LWL JM2MjYuMT IXIFdpbmRvd3MNCGBK" , "packet_info": {"1inktype":1}}
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t":443,"dest_ip":"192.168.6.179","dest_port":52849, "proto”:"UDP", "alert":{"action":"allowed", "gid":1, "signature_id":1600060,"rev":6,"signature": "test
1", "category™:"", "severity”:3}, "app_ prnto“"falled "flow™:{"pkts_toserver":1,"pkts_toclient":8, bytes_toserver”:85,"bytes | tocltent" 8,"start":"2019-
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":50934, "dest _ip":"184.25.17.222", "dest_port”:443,"proto”:"TCP", "alert™:{"action":"allowed","gid":1,"signature_id":1666008, "rev":8,"signature": "test1
- “(ategory J"severity™:3},"flow": {"pkts_toserver”:1,"pkts_ tocltent':a,“bytes_toserver":ﬁa,“bytes_tucltent":0r"start“:“2019-03-1}Tl4:2?:41.rr70?3+
6906"}," payluad"'"', payload_printable®:"","stream”:8,"packet": " oKsb3FXXANhhMTPSCABFAAAG+3ONAEAGS [HAQACZUBKR3sb2Abs IWaeAzFBY 1YAQAPHISWARAQEICnPNgd 4
PIN/h","packet info”:{"Llinktype”:1}}
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