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Abstract

Against advanced image-related crimes, a high level of digital forensic methods is required. However, feature-based
methods are difficult to respond to new device features by utilizing human-designed features, and deep learning-based
methods should improve accuracy. This paper proposes a deep learning model to identify camera models based on
DenseNet, the recent technology in the deep learning model field. To extract camera sensor features, a HPF feature
extraction filter was applied. For camera model identification, we modified the number of hierarchical iterations and
eliminated the Bottleneck layer and compression processing used to reduce computation. The proposed model was
analyzed using the Dresden database and achieved an accuracy of 99.65% for 14 camera models. We achieved higher
accuracy than previous studies and overcome their disadvantages with low accuracy for the same manufacturer.
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Table 1. Hyper parameters of proposed model Table 2. List of camera in dresden image database
Layer Output size| Modified DenseNet (k=32) Brand Model Device index | Total
Input 256x256 | 3 channel HPF conv DC-504 0 169
Convolution 128x128 | 7x7 conv, strides 2 DC-733s 0 281
Pooling 64x64 | 3x3 max pool, strides 2 Adfa DC-830i 0 363
Dense block (1) 64x64 | (3x3 cony, strides 1) x 4 Sensors05-x 0 172
- 64><64 1><1 conv Sen80r5308 O 372
Transition 32x32 | 2x2 avg pool, strides 2 Ixus55 0 224
Dense block ()| 32x32 | (3x3 conv, strides 1) x 4 Canon Ixus/0 012 56/
arsiion 2x32 | 1x1 conv | PowerShotAe40 0 188
16x16 | 2x2 avg pool, strides 2 Ejj?ll:im Eﬁéﬁ:;%o 0 (1) ? g 4 ggg
D lock 16x1 ' 1 4
ense block (3) 12;2 (13:130(;(;:/v, strides 1) x Kodak M1063 01234 701
Transition - CoolPixS710 01234 925
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X X
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Table 3. List of camera used in experiments

Brand Model Size Total | Label
DC-733s | 3072x2304 | 200 0
Agfa DC-830i 3264x2448 | 200 1
Sensorb30s | 2560x1920 | 200 2
Canon IXusb5 2592x1944 | 200 3
FujiFilm FinePixJ50 | 3264x2448 | 200 4
Kodak M1063 3664x2748 | 200 5
Nikon D200 3872x2592 | 200 6
Olympusmiju 1050SW 3648x2736 | 200 7
Panasonic DMC-FZ50 | 3648x2736 | 200 8
Praktica DCZ5.9 2560x1920 | 200 9
Samsun L74wide 3072x2304 | 200 10
9 I'wis 348273 | 200 | 11
Son DSC-H50 | 3456x2592 | 200 12
Y DSC-W170| 3648x2736 | 200 | 13
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Table 4. Accuracy per epoch of the proposed model

Epoch Accuracy(%) Epoch Accuracy(%)
1 79.04 7 97.98
2 7219 8 98.56
3 93.26 9 99.59
4 9297 10 99.65
5 96.44 11 99.63
6 96.41 12 99.52

¥ 5. Dresden ¥ats ALEsHs dd7tEnte| v
Table 5. Comparison with studies using dresden images

Model Camera Accuracy(%)
Baroffio12] 27 729
Tuamal13] 12 9

Rafi[15] 18 97.03
Kamal[16] 19 over 9

Proposed-14 14 99.65
Proposed-12 12 99.62
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Table 6. Error matrix for the test data set of the proposed model (14 cameras)

Confusion Prediction
matrix 0 1 2 3 4 5 6 7 8 9 10 | 11 12 | 13 | Accuracy(%)

0 [2740| O 4 5 0 2 3 0 0 0 9 0 0 0 99.17
1 0 3539 0 0 0 0 1 0 0 0 0 0 0 0 99.97
2 0 0 |4312| 0 0 0 171 0 0 0 0 0 0 0 99.61
3 0 0 0 |1961| O 0 3 0 0 0 0 0 0 0 99.85
4 0 1 0 0 |3494| 0 1 0 0 1 0 0 0 0 99.91
5 0 0 3 0 1 14319 40 | 3 0 0 0 2 0 0 93.88

Truth 6 0 0 1 0 0 0 |4071| O 0 0 0 0 1 0 99.95
7 0 0 2 0 0 0 5 |4231| 0O 0 0 1 0 0 99.81
8 0 0 0 0 0 0 0 0 |4363| O 0 1 0 4 99.89
9 0 0 0 0 0 1 4 1 0 |1947| O 7 0 0 0.4
10 | 1 0 0 1 0 0 7 2 0 1 |2728| 1 0 0 9953
1] 0 0 0 0 0 0 8 | 2|0 0 0 |4232| 0 0 99.30
21 0 0 0 0 0 0 3 0 0 0 0 0 (3581 O 9.9
3] 0 0 0 0 0 0 3 0 1 0 0 0 0 |4228 99.91




18 W& H DenseNet?} HPFE o|&3 Jivgt wd & &

s &8st ’“ o 7H"4Q°19LE} *Hi*v—
o] ]?——_}E\QE Hoith =2 A%s Aoy gi#
dTe Exd Bds O0E ARgse W
933 o mep A g2 A g5 Al

o] H9 = ot
2 =344 Adsie 2de 2] ARE A
Soh= DenseNet] /< ARSI 19 wet F
7}et AAHFS DenseNeto] AR-g-3h
o} b5 AMRSHA ¢ Layer ‘?l—. 3
e AAe o WHE 6”@;!—2; O‘V&%k
o

o Moo fg b

3 %9 Trade-OffS 2gith =3 we Askek
AYSHAE lossgte] WEA $H5E 24519
o}, Layer ¥HE 314 4o Fhveh} ZdE 7]7)
I Ha v
I

7129 05_?75?%9}5 %_“lf&t}. o9} 7
, 14709 Fheletel] il 99.65%°] %=
TE 455 2}0 & 4 YA

=EA Agte mEle &8s
‘%P_i AP ooz Aol A
mjgl mdo] £5 e Paijo| gtk &
71E AFERT ol dA mdo) Eﬂﬁéoﬂ s

]

oxl ot L HN

Moo doe fo rlr rlo nE
it
=

+
o
re
-

o r{r

References

[1] H. Y. Lee, "Imaging Device Identification using
Sensor Pattern Noise Based on Wiener Filtering",
The Transactions of the Korean Institute of
Electrical Engineers, Vol. 65, No. 12, pp. 2153-
2158, Sep. 2016.

[2] G. Huang, Z. Liu, L. van der Maaten, and K. Q.
Weinberger, "Densely Connected Convolutional
Networks", Proc. of IEEE Conf. on Computer
Vision and Pattern Recognition, Honolulu, HI,
USA, pp. 4700-4708, Jul. 2017.

[3] Dresden Image Database, http:/forensics.inf.tu-
dresden.de/ddimgdb/ [accessed: Jun. 26, 2019]

[4] S. Bayram, H. T. Sencar, and N. Memon, "Source
camera identification based on CFA interpolation”,
Proc. of IEEE Int. Conf. on Image Processing,
Genova, Italy, Vol. 3, pp. 69-72, Sep. 2005.

[5] K. S. Choi, E. Y. Lam, and K. K Y. Wong,
"Automatic source camera identification using the
intrinsic lens radial distortion", Optics Express,
Vol. 14, No. 24, pp. 11551-11565, Nov. 2006.

[6] Y. Tomioka and H. Kitazawa, "Digital camera
identification based on the clustered pattern noise

Proc. of IEEE Int. Conf. on
Multimedia and Expo, Barcelona, Spain, pp. 1-4,
Jul. 2011.

[7] J. Lukas, J. Fridrich, and M. Goljan, "Digital

camera identification from sensor pattern noise",

of image sensors",

IEEE Trans. on Information Forensics Security,
Vol. 1, No. 2, pp. 205-214, Jun. 2006.

[8] A. Jeyalakshmi and D. R. Chitra, "Source Camera
Identification using Image Features", International
Journal of Applied Engineering Research, Vol. 13,
No. 1, pp. 490-504, Jan. 2018.

[9] A. Krizhevsky, 1. Sutskever, and G. E. Hinton,
"Imagenet classification with deep convolutional
neural networks", Advances in neural information

processing systems, Vol. 25, No. 2, pp. 1097-

1105, Jan. 2012.



[10]

[11]

[12]

[13]

[15]

Journal of KIIT. Vol. 17, No. 8, pp. 11-19, Aug. 31, 2019. pISSN 1598-8619, eISSN 2093-7571 19

C. Szegedy, W. Liu, Y. Jia, P. Sermanet, S.
Reed, D. Anguelov, D. Erhan, and A.
Rabinovich, "Going deeper with convolutions",
Proc. of IEEE Conf. on Computer Vision and
Pattern Recognition, Boston, MA, USA, pp. 1-9,
Jun. 2015.

K He, X. Zhang, S. Ren, and J. Sun, "Deep
Residual Learning for Image Recognition", Proc.
of IEEE Conf. on Computer Vision and Pattern
Recognition, Las Vegas, USA, pp. 770-778, Jun.
2016.

L. Baroffio, L. Bondi,

Tubaro,

P. Bestagini, and S.

"Camera identification ~with  deep

convolutional networks", arXiv
arXiv:1603. 01068, Mar. 2016.
F. Comby, and M. Chaumont,

"Camera model identification with the use of

preprint
A. Tuama,
deep convolutional neural networks", Proc. of
IEEE Int. Workshop on Information Forensics
and Security, Abu Dhabi, United Arab Emirates,
pp. 1-6, Dec. 2016.

A. Kuzin, A. Fattakhov, I. Kibardin, V. L

Iglovikov, and R. Dautov, "Camera Model
Identification ~ Using  Convolutional ~ Neural
Networks", Proc. of IEEE Int. Conf. on Big

Data, Seattle, USA, pp. 3107-3110, Dec. 2018.
A. M. Rafi, T. . Tonmoy, R. Hoque, and M.
Hasan,
Network for Camera Model Identification",
preprint arXiv:1902.00694, Feb. 2019.

U. Kamal, A. M. Rafi, R. Hoque, S. Das, A.
Abrar, and M. Hasan, "Application of DenseNet
Model
Post-processing ~ Detection",
arXiv:1809.00576, Sep. 2018.

"RemNet: Remnant Convolutional Neural

arXiv

Identification and
arXiv

n Camera

preprint

[17] H. Yao, T. Qiao, M. Xu, and N. Zheng, "Robust

multi-classifier for camera model identification
based on convolution neural network", IEEE
Access, Vol. 6, pp. 24973-24982, May 2018.

[18] D. Freire-Obregon, F. Narducci, S. Barra, and M.

rillén-Santana, "Deep learning for source camera

identification on mobile devices", Pattern
Recognition Letters, Available online 9, Jan. 2018.

[19] M. Darvish Morshedi Hosseini, and M. Goljan,
"Camera Identification from HDR Images",
of ACM Workshop on Information Hiding and
Multimedia Security, pp. 69-76, Jul. 2019.

[20] C. Meij and Z. Geradts,

identification using  Photo

Proc.

"Source camera
Non-
Uniformity on WhatsApp", Digital Investigation,
Vol. 24, pp. 142-154, Mar. 2018.

Response

SN

0l == & (Soo—Hyeon Lee)

20181 2¢ : eF I
HAFEHAZEY A F8T (A

2018 2€ ~ &4 . 3
theta AZE9 o] gt}
A

A F-oF

Deep Learning

: Image Processing,

2 = & (Dong-Hyun Kim)
2016\d 29 3T HEgn
S B

EREE:

HA Rk

o>

ofm| A A, =4,

ol 3§ &4 (Hae-Yeoun Lee)
19973 : A
(3
19994 : F=sh7] & Aabetst

(F4Ah
2006\ : = AE)ed

AAA A} (%L*&l—ul-/\].)
2008 ~ @A) : FoFHEL
AFEAZES 38 ug

FHS R FY

al
B}

: Digital Forensics, Image Processing, IoT



	변형된 DenseNet과 HPF를 이용한 카메라 모델 판별 알고리즘
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. 카메라 모델 판별 알고리즘
	Ⅳ. 실험 환경 및 결과
	Ⅴ. 결론 및 향후 과제
	References


