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Abstract

With the development of imaging information communication technology in modern society, imaging acquisition
and mass production technology have developed rapidly. However, crime rates using these technology are increased
and forensic studies are conducted to prevent it. Identification techniques for image acquisition devices are studied a
lot, but the field is limited to images. In this paper, camera model identification technique for video, not image is
proposed. We analyzed video frames using the trained model with images. Through training and analysis by
considering the frame characteristics of video, we showed the superiority of the model using the P frame. Then, we
presented a video camera model identification system by applying a majority-based decision algorithm. In the
experiment using 5 video camera models, we obtained maximum 96.18% accuracy for each frame identification and
the proposed video camera model identification system achieved 100% identification rate for each camera model.
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ol-§3h= HolE gt EAlel| et trfstA WHEH
TEE] AT destA 4l 9F ASES
A %2 DNN(Fully Connected Deep Neural
Network), G437 &4 5o & H5S Hol= 7
EFHE ©o]-83F CNN(Convolution Neural Network),
&AL Holele] AR Aoz oy
RNN(Recurrent Neural Network) ¥%+ o}yl LSTM,
RBM, DBN, GAN, ResNet, DenseNet & ©] EAJg
TH6]-[9].
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Table 1. List of camera device

Model name Resolution Count
Canon 650D 5184x3456 114
Canon EOS_500D 4770x3178 114
Canon EOS_M 5208x3476 87
Canon IXUS_160 5152x3864 162
Nikon COOLPIX_S33 4160x3120 101

SN oox o

% k5ol 80%, ElZ2ES] 20%E Yo AE3)

32 Ml Lo
e
rot

on, Ad AFZ 925%] A5S BHlssith

o2 Aol diste g5d 7ve =d
Hd gd 2de 594 2 Ty Yol A&k
AYS FYstnh & 194 AHed 2dy} 53
Fhg} A= Y3 594 o] Lstgey 1 =
#de p ZP Yoz Refste] Yo ARgste] A
q4s ?636}013} Zg Yol wE %‘ﬁ AE ®2

2 ¥ Za md 2

Table 2. Video frame identification accuracy

Frame type Accuracy
| frame 12.9%
P frame 21.9%
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Table 3. Video frame identification accuracy
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Table 5. Identification accuracy with P frame training

Model name Resolution | | frame | P frame Epoch | frame P frame IP frame
Canon 650D 1920x1088 | 759 8057 0 0.195937 0.185460 0.186245
Canon EOS 500D | 19201088 | 820 7274 20 0.590684 0753469 0741275
Canon EOS M 1280720 | 1517 16585 40 0.710572 0.847321 0837078
Canon IXUS 160 | 1280x720 | 6666 7215 60 0.750735 0.887062 0876850
Nikon OOOLPIX_S33 | 19201080 | 309 8961 80 0.773456 0.908366 0898260
100 0.793972 0920704 0911210
40 B2 R w2 Zob 9 BA 120 0.804197 0931077 0921572
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Table 7. Training/prediction model accuracy average
Camera Training/prediction
I/l I/P I/IP P/l P/P P/IP 1P/ IP/P IPAP
Canon 650D 6943% | 54.46% | 55.72% | 85.01% | 93.03% | 9235% | 89.94% | B.75% | 95.26%
Canon EOS_500D 8870% | 2338% | 30.00% | 9384% | 9366% | 9368% | 9253% | 90.83% | 91.01%
Canon EOS_M 8431% | 6584% | 67.39% | 7717% | 97.82% | 96.09% | 80.82% | 9753% | 96.13%
Canon IXUS_160 79.03% | 51.39% | 5374% | 9373% | 96.69% | 96.44% | 97.39% | 96.35% | 96.44%
Nikon COOLPIX_S33 | 7005% | 94.77% | 939%4% | 7218% | 99.72% | 9880% | 86.18% | 99.88% | 99.43%
Average 7830% | 5797% | 60.16% | 84.39% | 96.18% | 95.47% | 89.37% | 96.07% | 95.65%
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Table 8. Result of video camera patch identification for each model

No Canon 650D Canon EOS_500D Canon EOS_M Canon IXUS_160 | Nikon COOLPIX_S33
’ True Al True Al True All True All True All
0 10891 11256 9578 10080 9382 9850 205 220 19484 19488
1 14133 15484 11571 11844 7072 7080 629 790 12163 12180
2 8537 10192 9978 10276 7578 7580 3831 4030 12073 12180
3 7902 10640 9576 9912 7913 8000 3533 3840 12112 12180
4 11232 12320 7592 9156 8090 8290 3530 3580 12065 12180
5 91H 10752 8558 9772 7135 7220 3431 3490 12117 12180
6 9315 11032 9630 10332 7338 7470 3436 3440 12114 12180
7 10141 12124 8538 10836 8838 8900 3433 3440 12067 12180
8 12257 13356 9597 10696 8052 8370 3559 3560 12113 12180
9 9490 10444 6505 9548 10396 11110 3484 3490 12119 12180
10 9698 9912 8426 8456 7041 7090 3495 3500 12128 12180
11 9857 10052 8552 8596 8711 8750 3546 3550 11364 11368
12 10644 10976 10050 10080 8993 9380 3719 3720 12173 12180
13 9861 10052 11037 11144 8270 8320 3408 3490 12173 12180
14 9927 10388 8578 8652 8526 8580 3456 3460 12170 12180
15 9992 10108 8948 9072 7392 7490 3424 3430 11361 11368
16 9798 9940 12469 12600 7352 7380 3384 3490 12175 12180
17 10839 11368 12631 13020 7355 7440 3297 3600 12170 12180
18 10090 10164 8697 8736 8732 8970 3300 3500 13786 13804
19 9270 9576 10719 10864 8192 8580 3182 3550 12174 12180
20 11021 11060 3203 3480
21 3117 3500
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