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Abstract

Industrial Internet-of-Things gateways increasingly need on-the-fly statistical anomaly detection across many sensor
channels before raw data is encrypted. Software running-variance computations suffer from floating-point drift and
operating-system scheduling jitter, while two-pass statistics demand prohibitive on-chip memory. This paper presents a
resource-optimized hardware implementation of Welford's online mean-and-variance algorithm, placed upstream of an
ASCON-128 authenticated-encryption pipeline on an Intel Cyclone V system-on-chip. Each channel uses a single-pass
fixed-point update and a square-root-free 30 rule evaluated by shift-and-add, with no divider or square-root unit in
the detection path. A 32-cycle iterative divider and one shared multiplier per channel let the ten-channel engine fit in
about 2,500 logic elements and 30 digital signal processing blocks, run above 70 MHz, and sustain 599,000 entries
per second with zero jitter, matching a software reference bit-exactly.
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