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Preprocessing Artifact-based Image Reconstruction Attack System
using Latent Diffusion Models in On-Device Al Environments
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Abstract

In the on-device Al environments, which is proliferating due to recent advancements in deep learning and
hardware, data preprocessing generates artifacts such as low-resolution images and Canny edges. Unlike the original
data, these artifacts are generally perceived to be of relatively low importance and are stored in plaintext, potentially
leading to security vulnerabilities. To highlight this vulnerability, this paper proposes an attack system that utilizes a
latent diffusion model to generate images highly similar to the original, relying solely on these artifacts. Evaluating
the restoration results of the proposed system using a deep learning classification model yielded Top-1 and Top-5
accuracies of 41.1% and 67.6%, respectively. When fine-tuned with a small dataset, the accuracies further improved
to 53.4% and 76.6%, respectively. Furthermore, we demonstrated that a label extraction attack utilizing a threshold
derived from the ROC curve can achieve an accuracy of §81.18%.
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Fig. 1. Architecture of the artifact-based image reconstruction attack system using Canny edge and degraded image
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Noise level Control Mean Mean Mean
OSC TV weight | SSIM (1) |PSNR (1)ILPIPS ()
04 0.0 0518 19.934 0.628
04 05 0.523 2013 0.609
04 1.0 053 20.311 0.584
04 15 0.537 20.467 0.563
04 20 0.543 20.585 0.548
05 0.0 0.501 18.888 0.634
05 05 0.511 19.285 0.602
05 1.0 0.525 19.679 0.558
05 15 0.538 19.948 0.533
05 20 0.548 20.065 0.523
0.6 0.0 0.473 17.279 0.645
0.6 05 0.489 17.947 0.603
0.6 1.0 0514 18.625 0542
0.6 15 0.535 18.966 0.52
0.6 20 0.542 18.854 0.515
0.7 0.0 0.437 15.351 0.661
0.7 0.5 0.455 16.142 0.612
0.7 1.0 0.491 17123 0.544
0.7 15 0512 17.333 0.522
0.7 20 0.511 16.935 0.521
0.8 0.0 0.395 13.349 0.683
0.8 0.5 0412 14.283 0.626
0.8 1.0 0.454 15.375 0.558
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0.9 0.0 0.34 11.311 0.712
0.9 05 0.365 12.439 0.648
0.9 1.0 0.416 13.697 0577
0.9 15 0.435 13.61 0.555
0.9 20 0.42 12.928 0.56
1 0.0 0.289 9.779 0.734
1 05 0.32 10.983 0.675
1 1.0 0.383 12.302 0.601
1 15 0.402 12.113 0.581
1 20 0.391 11.453 0.584
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Table 3. Reconstructed image performance(COCO)
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Table 5. Normalized performance metric results(COCO)

Noise level Control Mean Mean Mean Rank Noise level Control weight |Norm. mean
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O s e
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05 15 053% | 19744 | 0552 44 S 3 dAaFH L [ v|W
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i 00 0287 | 9648 | 0746 I 6 =8 7[HY 8ot 20
1 05 0.321 10942 0685 Table 6. Evaluation results by restoration method
1 15 0402 11.847 0585 Metrics | Dataset image Lanczos3 | Bicubic
1 2.0 0.394 11.269 0.590 Mean
SSIM( 1) ImageNet 0.548 0.522 0.523
* 4 M5 XE Ysk Z2HmageNet) Mean
Table 4. Normalized performance metric results(imageNet) PSNR( 1) ImageNet 20.065 20729 | 20523
Rank |  Noise level Control weight | Norm. mean Mean ImageNet 0523 066 | 0657
i 05 20 0971 LPIPS(J)
2 04 20 0943 Mean
COCO 0.548 0.522 0523
3 05 15 0.940 SSIM( 1)
: : : : Mean
: : : : COCO 20.065 20.729 | 20523
R 1 05 0.165 PSNR( 1)
A 09 0.0 0.146 Mean
%5 1 00 0.000 LPIPS( 1) COCO 0.523 0.66 0.657
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Table 9. Comparison of model accuracy(ImageNet)

Hed 24
A gl mAe dF AsstaA ek AR
gtgd Held RdS &8st 7 dolEleY &
ol wel Hrpetgieh. BY9E ImageNet-IKE o))

A 5 %1 ] ResNet-502 Top-1 & Top-5 A=
2 §7}893, COCO 2017 B4 ojmA&= A &

A zdd YOLOV72§ mAP@0.5% mAP@0.5:0.95
= H7Rskst1s][16]. dleleislel mE &l 3719
ATl Y8 golEAle 914 A% wuE T 73

8ol UeRfUT

¥ 7. ImageNet-1K =& o|o|x| HEt: I}

Table 7. Evaluation of Image Restoration on ImageNet-1K

Noise level |Control weight Top- 0075
accuracy accuracy
05 15 411 67.6
0.7 2.0 403 65.7
05 2.0 40.1 64.6
Ground truth 74.9 9R.7
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Table 8. Evaluation of image restoration on COCO 2017
. . mAP@
Noise level |Control weight| mAP@0.5 050,95
0.6 15 0.268 0.172
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Fig. 3. ROC curve of the fine-tuned model
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Fig. 4. PSNR-based image reconstruction results(imageNet)
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Fig. 8. SSIM-based image reconstruction results(COCO)
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Fig. 9. LPIPS-based image reconstruction results(COCO)
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