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Abstract

Cyber Threat Intelligence (CTI) reports are often written as unstructured long-form text, requiring substantial time
and cost for analysts to manually map them to MITRE ATT&CK-based Tactics, Techniques, and Procedures (TTPs).
In document-level multi-label settings, automatic extraction performance is degraded by long-context processing, sparse
label distributions, and data noise. This study proposes a hybrid TTP extraction framework that systematically
removes noise such as URLs and 10Cs from the TRAM2 and AnnoCTR datasets and combines Kanana-1.5 2.1B
with CySecBERT. The framework first uses an LLM to generate TTP candidates from input text and then applies
BERT for precise verification. Experimental results show that rule-based noise removal achieved the best performance
on TRAM2, while URL removal was most effective on AnnoCTR. The hybrid structure improved F1 scores on both
TRAM2 and AnnoCTR, with particularly notable improvements in precision-oriented performance.
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Raw CTI fragment

apt-report[.]com/update?id=1839

192.168.10.4 5f4dcc3b5aa765d61d8327deb882cf99
PowerShell downloads tool, writes registry key,
creates scheduled task for persistence.
http://malicious.site/dropper

I0C list: domain, hash, IP, file path
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Table 2. Key hyperparameters and reproducibility settings by model

Category Model Input unit Key settings Max length Trainingfinference conditions
Baseline CySecBERT Sentence =55 epooh=100, 512 Binary multi-label classification
early stopping
Generator Kanana-1.5 Sentence epoohfS, ﬁne—tuneq for 3072 Candidate generation
2.1B candidate generation
. LLM + Sentence + B LLM generates candidates,
Hybrid CySecBERT candidates threshold © = 05 NA then BERT validates
. Common _ ~ Pytorch 2.6.0+cu124, RTX
Reproducibility seliings seeds = {42, 43, 44} 6000 ada 48GB
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Table 3. Comparison of sentence-to-document aggregation functions

Aggregation method Description TRAM2 F1 | AnnoCTR F1 Advantages Considerations
sum podiing Sum of sentence-level 6% 63,08 Sensitive for long May introduce _
SCores documents document length bias
Mean pooling Average of 0 1 Reduces length bias May lead tq )
sentence-level scores conservative predictions
Max pooling Uses the maximum 7197 6193 Effective for.deteotlng Sensitive to noisy
sentence-level score strong signals sentences
Noisy-OR | Probabilistic combination | 5108 6047 Fasy theorefical | Requires
interpretation implementation/tuning

I 4 dlole "M A HMAZ 2 2M Zol Hat

Table 4. Removal volume and document length changes by data cleaning stage

Dataset Preprocessing Removed Remoyed token Avg. document Avg. document
step sentences ratio (%) length (Before) length (After)
TRAM2 RAW — 1 (URL) 49 0.08% 2423 24.21
TRAM2 RAW — 4 4 0.03% 24.23 24.25
(Rule-based)
AnnoCTR RAW — 1 (URL) % 0.45% 19.63 19.61
AnnoCTR RAW — 3 (I0C) 20 0.08% 19.63 19.63
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1 65.77 58.85 62.12 Fig. 3. Model performance comparison (TRAM?)
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Table 7. Hybrid candidate generation performance comparison
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Fig. 4. Model performance comparison (AnnoCTR)
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dataset

Hybrid 72.34 74.78 74.62

TRAM2 CySecBERT 66 74.78 70.11
RoBERTaLargel3] 77.59 68.39 70.55
Hybrid 82.64 51.74 63.64
AnnoCTR CySecBERT 65.77 58.85 62.12
CySecBERTI3] 60.75 67.86 62.75
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Setting TRAM?2 precision TRAMZ recall TRAMZ2 F1 AnnoCTR F1
CySecBERT only 63.1 81.86 71.27 61.23
LLM only 47.33 932 62.78 50.19
LLM candidates + rule filtering 44 46 9%.6 60.89 49
Full hybrid 72.3 7762 74.86 63.83
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