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Abstract

In modern warfare, drones have evolved beyond reconnaissance and surveillance platforms into key weapon systems

capable of low-altitude penetration, target identification, loitering attacks, and precision strikes.

Accordingly, the

establishment of counter-drone protection systems and the enhancement of survivability have become increasingly important.

However, most existing counter-drone research and system development have primarily focused on protecting national

critical infrastructure, military facilities, and major weapon systems, while studies addressing the survivability of individual

soldiers remain relatively limited. In particular, drones are increasingly employed on the battlefield as direct attack assets

against not only critical infrastructure and weapon systems but also individual personnel, based on their detection,

identification, and tracking capabilities that

exceed human cognitive and reaction speeds. Therefore, an individual-level early

warning and response system is required. From an information technology perspective, this study proposes a framework for

a personal counter-drone early warning

system and presents practical design measures, an engineering implementation

model, and quantitative verification methods to enhance individual survivability against drone threats.
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Table 1. Alert stages and behavior criteria based on threat
index

Threat index |Alert stage Criteria Behavior
Suspected Inoreased
77 <03 Caution . surveillance,
drone signals
ready to move
. Possible
03< T/<0.7 | Warning approach Move to cover
I Immediate
mminent evasion
T7>07 Danger close ’
cover, and
approach ; ;
dispersion
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Table 2. Performance evaluation criteria for the drone
early waming system

Evaluation -
Category metric Definition
. Ratio of successfully detected
Detection Detection rate drones in actual drone
performance .
approach scenarios
Reliabili False alarm |Ratio of alarms triggered when
y rate no drone is present
Real-time Time elapsed from sensor

Alarm latency

capability detection to user alert
Secured time from alarm
- | Alarm lead -
Survivability . occurrence until drone enters
time
the danger zone
Threat Ratio of cases where the user
Cognitive " correctly identifies approach
recognition | - ;
performance direction, distance, and threat
accuracy
level
Behavioral Response Ratio of appropriate actions
action o . .
performance performed within the time limit
success rate
Exposure Reduction ratio of time exposed
Effectiveness " to the danger zone before and

reduction rate

after applying the system

£ 2E EE AHEAZRY 45H7L 1EE
l 731% FJ_EPUr JJole%/\l s Z.&

N,
iR
of
ol
N

o — O
R
X
)
25
i >

TS ad - Tdanger - ];zlert (5)

2 3)elA 1., AR YERS, 7,5 &
2o| ggdd AYIMA G2z, T, A
A 'R T AR A A ARIE AFE 7172 A
B ZEElgjo] F4E e

5 5 HE 95 592

=)

r=

N

Mol A =& Azte] %u}ur f;A
2 Y E (82, g3} o] i&E 4 g};}
T =T
Rexpgsm,e — eXposwe,;\ exposure,system > 100 (6)
exposure, 0|

A0 R s FM=EAT T2,
Texpoem'e Q\‘— O-E]—Xﬂ ] U]X‘]% Zdoﬂ 1/] ‘?‘]}:’!.‘1%
MY, T ZEAA AL 2ddA 9

].

= exposure,system ‘—-

e EAe B, o Ant AR
w3 Ade A FEe ol AA=E A
o) JTeEE Yoh} ZENREAE e o
g

}Q—X} 7AE zﬂ*A dde| Az}
3l *E Az T2 4 Jd5S HAFHs). =g



266 7N AFD AEY BAS A% ARI)E T EE 2

AN ANGF B ABAF 4F AL 34
oF AFH=AZT AR ¥ BHo] Yok 7o
Y E 33 2o] AAsgn

F 3. Python 7|8k AlL2[2 Zo|AH AHxA
Table 3. Input conditions for Python-based scenario
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Variable Value Description
P Initial distance
Initial dist:
nia ]|?s ance, 300, 500, 800 m | between drone and
0 soldier
Approach Drone approach
speed, V. 10, 15, 20 mis speed
Danger radius, 0m Threshold radius for
Rynger direct threat
Number of Single or swarm
1,35
drones, N approach
, RF, acoustic, EO/IR
S detect ’ ' '
§posézbmfyecﬁ " 0.45-0.90 and radar detection
T probability
Sensor weight, Zw 1 Reliability weight of
w; : each sensor
Al i i
arm latency, 05-20 s Time from detection
L et to user alert
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Table 4. Results of Python-based scenario simulation

Scenario Virtual drone approach scenario
Detection rate 100.0%
False alarm rate 0.0%
Mean detection
probability 0.168
Mean time to danger 1286 s
Zone
Mean alarm lead time 826 s
Exposure reduction 64.999%
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