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Mechanism for Policy Compliance Verification
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Abstract

Ensuring the integrity of telemetry data is essential for automation and safety-critical decision making. However,
existing methods rely on application-level trust and centralized raw data storage, limiting privacy protection and
auditability. This paper proposes a Zero-Knowledge Proof based integrity mechanism that verifies policy compliance
without disclosing data values. By integrating commitment, proof generation, on-chain verification, and policy version
anchoring, the proposed model enables reproducible and privacy-preserving auditing. Anchoring policy updates and
results on blockchain ensures immutability and reproducibility, while batch verification reduces verification overhead,
thereby unifying data integrity, privacy, and auditability.
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