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Abstract

In smart contract security inspections, tools based on Large Language Model (LLM) suffer from high false

positive rates due to hallucination issues, limiting their practicality. This study proposes a method to detect and
correct hallucinations, thereby reducing false positive rates. It detects hallucinations using five verification elements:
entity mismatch, location errors, fabricated vulnerabilities, technical inaccuracies, and logical contradictions. It corrects
LLM responses through ROC based dynamic threshold optimization and Bayesian ensemble methods. Large scale
experiments on 47,891 smart contracts achieved an average 34.2% reduction in FPR compared to existing systems.
The proposed system can be integrated into existing systems as a plugin. This research enhances practicality by
reducing false positive rates in LLM based smart contract vulnerability detection.
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Table 1. Notation

Symbol Description
S) Hallucination detection threshold
Oi Threshold for the i-th verification
a ROC optimization weight (a=2.0)
B BMA normalization coefficient (3=0.7)
v Vector of 5 verification elements (V4 -Vs)
Vi i-th verification element (=1,2,3,4,5)
Wi Weight of the i-th verification element
TPR True positive rate
FPR False positive rate
H Occurrence of hallucination
PHIV) Prgpabi!ity of hallucination given
verification vector V
P(IV) Probability of hallucination for verification

glement i
P(MiV) Posterior probability of model Mi
Set of entities extracted from LLM

ER
response

EC Set of smart contract entities
LR Set of locations mentioned in response
LC Actual code location set

S Score of the i=th verification element

' (=12,345)

R LLM response text

C Smart contract source code

L© Loss function for threshold ©

E 2 CdE[E] =LA HS

Table 2. Entity mismatch verification

Input: LLM response R, Smart contract C
Output: Entity mismatch score s

11 E_R <« ExtractEntities(R) // Extract entities from the
response

2: E_C < ExtractEntities(C) // Extract entities from the
contract

3: E_missing <— E_R \ E_C // Entities not present
45, < |E_missingl / IE_RI // Calculate mismatch
ratio

5: retum (sy > 64 ) // Hallucination if threshold 6,

is exceeded
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Table 3. Secondary algorithms, extracting entities

Auxiliary algorithm: ExtractEntities
Input: Text T (LLM response or Smart contract code)
Output: Entity set E

TE«d
2: AST <« ParseSolidityAST(T) // Parse Solidity AST
3 for each node in AST do
4 if node.type = ‘FunctionDefinition’ then
: E < E U {node.name}
else if node.type = ‘VariableDeclaration’ then
E < E U {node.name}

E < E U {node.name}
else if node.type = ‘ModifierDefinition” then

5
6
7:
8 else if node.type = ‘EventDefinition” then
9
1
1
1

0:
1: E < E U {node.name}
2: retun E

I 4 flA 27 45

Table 4. Location error verification

Input: LLM response R, Smart contract C
Output: Location error score S,

1: LR < ExtractLineNumbers(R) // Extract line
numbers from the response

2 L_valid < {1, 2, ..., ICl} // Valid line range

3 Linvalid <= L_.R \ L_valid // Invalid line numbers
4's, <« |Linvalidl / IL_RI // Calculate error ratio
5 retum (s > 63 )
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Table 5. Fabricated vulnerability verification

Input: Claimed vulnerability V, Pattern database P
Output: Fabrication probability ss

1: max_score < 0

2: for each pattern p in P do

3 score < MatchPattemn(V, p)

4: max_score <— max(max_score, score)

5 8s <« 1 - max.score // Low match = high
fabrication probability

6: retun (ss > O3 )

6 78 7EY 43

Table 6. Technical inaccuracy verification

Input: LLM response R, Smart contract C
Output: Technical inaccuracy score S4

terrors < 0

- errors += CheckFunctionSignature(R, C)

. errors += CheckTypeSystem(R, C)

: errors += CheckGasCost(R, C)

. errors += CheckEVMCompatibility(R, C)

54 < emors / 4/ Average of 4 verification items
Sretumn (s4 > 64 )
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Table 7. Logical contradiction verification

Input: LLM response R
Output: Contradiction score Ss

1: S « SplitintoSentences(R)
2 contradictions < 0
3: for each pair (s_i, s_j) in S x S where i < j do

4 if SemanticPolarity(s_i) = —SemanncPolarlty(s )
then
5 contradictions += 1

6: s5 < contradictions / IS x S|

7: retum (ss > Os)

6 = argmax,( TPR(0) —a-FPR(0)) ()

714 a= FPRO g #H'AE AlgolH, Hlg W
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Table 8. Experimental dataset configuration
Dataset Number of Vulnerable Safe
contracts
SolidiF 350 245 105
SmartBugs 143 100 3
curated
SmarBugs | 470 B179 | 14219
wild
Total 47 891 33,524 14,367
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Table 11. Performance evaluation results of comparison

Operating system Ubuntu 22.04 LTS
Framework Python 3.10.12
PyTorch 2.0.1
Library Transformers 4.35.0
Scikit-learn 1.3.2
CPU Intel 17 13700
GPU NVIDIA RTX 4090
Memory 16GB

E 10 8D? 4F 2 48 7Y

Table 10. Comparison groups configuration and

experimental setup

Group Base system
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