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Abstract

This paper proposes a plan to build an integrated industrial security management system based on ISMS-P by
utilizing the latest artificial intelligence technologies, RAG and S-BERT, with the aim of enhancing the effectiveness
of the industrial security management system for protecting industrial technology. Recently, the risk of industrial
technology leakage has been increasing, and the need for an industrial security management system has increased
accordingly. However, the industrial security management system developed by the Ministry of Trade, Industry and
Energy in 2011 is no longer in use after receiving certification from some companies in 2015 due to limitations in
application and weakened practicality in the field. Therefore, this paper updated the existing industrial security
management system based on the Industrial Technology Protection Act as of 2025 and mapped it to the detailed
items of ISMS-P. In this process, RAG and S-BERT were utilized to objectively evaluate the inter-item correlation
and duplication/omission, and ultimately an integrated industrial technology protection management system consisting
of 4 areas, 26 fields, 111 items, and 363 sub-items was derived.
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Table 1. Existing industrial security management system

Detail

Area Field ltem | .
items

Operation and management of the
industrial security management 3 | 11
system
Document and records
management

Management responsibility
Asset management
Human asset management

Design and development related
security

Purchase information security

Security related to product
realization

Administrative
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Physical Physical security 16
Technical Access control 27
Technical security 37
Security Security incident management 11
incident Measurement, analysis, and 31
response continuous improvement
Business continuity management 15
Security Industrial security performance i 4
management
knowledge
Technology value assessment 1 5
management
Technology transfer and
, : 1 4
introduction contract management
Total 17 78 | 282
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Table 2. Major national industrial technology protection
management systems

country Industrial technology protection
name management system
The United States has established a
multi-layered legal and policy framework for
industrial technology protection, characterized
by strong federal support and regulation [14].
The U.S. industrial technology protection
system can be broadly categorized into legal
frameworks, government-led initiatives,
standards and frameworks, and
information-sharing mechanisms.

It takes a balanced approach, providing a
European | unified regulatory framework across member
Union states while allowing for flexible application
[171[18] tailored to each country’s unique
characteristics and industrial structure [15].

We are strengthening the prevention of
industrial technology leakage through laws
such as the unfair competition prevention act
and the economic security promotion act [16],
and are strengthening security capabilities
through public-private cooperation and
international cooperation [17].

Japan
[19]

A comprehensive legal system is being
established through the national security act,
cyber security act, etc., and technology
protection is being strengthened through
state-led initiatives [18], closely linking
national security and industrial technology
protection.

China
[20]

A E4o] g it E«ol IEC 624438 AHY]
A8t 9 A A 2E 8] Alo]H Ebol] E3lE A
EFOZA, A A2H H3} 5 Oedt A

o Beb aTAEl tald HelE s glow,

oTst 19 §HAQ SAA Bt A 4]

24e 931

3 AHA =HEZ[19-21]
Table 3. International standards for management systemsi21]

International

standard Management system

An international standard for Information
Security Management Systems (ISMS), it
ISO/IEC | covers the entire life cycle of establishing,
27001 operating, monitoring, and improving a

[22] management system to systematically
protect an organization’s information

assets.

This standard expands ISO/IEC 27001
to include requirements for a Personal
Information Management System (PIMS). It
provides a framework that meets global
privacy regulations like the GDPR while
also integrating with existing information
security management systems, making it
ideal for protecting personal
information-related industrial technologies.

This is an interational standard
specializing in cybersecurity for industrial
automation and control systems. It provides
IEC 62443 | specific guidelines for managing security

(23] risks in operational technology
environments across various industries,
including manufacturing, energy, chemicals,
and transportation.

ISO/IEC
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Table 4. Test

bed environment

Hardware

- Processor: Intel N100 (4 cores/4 threads,
base clock 0.8GHz, Turbo Boost up to
3.4GHz, 6MB L3 cache)

- Memory: 16GB DDR4 3200MHz (single
SODIMM slot)

- Storage: 512GB NVMe SSD

- Power Consumption: TDP 6W
(low-power, fanless design)

Virtualization
platform

- Host OS: Proxmox VE 8.3.0 Debian
GNU/Linux

- Kemel: Linux 6.8.12-4-pve (x86_64
architecture)

- Host node name: blugsxxx

- Virtualization technology: KVM/QEMU,
LXC container technology

Container
—based
service

environment

1. Running containers

1) langflow (VMID: 210)

- 2 CPU cores, 4 GB memory, 62.44
GB storage allocated

- Disk usage: 22.32 GB

- Al workflow management and
automation tool

2) milvus (VMID: 211)

- 2 CPU cores, 4 GB memory, 124.93
GB storage allocated

- Disk usage: 8.70 GB

- Vector database service
2. network configuration

1) Physical Network Interfaces
- 'enp3s0": Primary Ethernet Adapter (MAC:
€0:51:08:18:34:22)

2) Virtual Network Configuration
- vmbr0": Virtual Bridge (IP:
172.16.76.140/24)
- Per-Container Virtual Ethernet Interfaces
(veth210i0, veth211i0, veth212i0)

Testbed
performance

Processing performance: Intel N100 delivers
approximately 5,500 points in PassMark,
with single-thread performance up 40%
compared to the previous generation
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Table 8. Mapping types

Mapping S'”."'a.my Number| Definition and description
category criteria
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Maintain 0.7% or 49 identical and can be
more L
applied interchangeably
If the ranges of both
Improvement Less than 198 items only partiall
P 0570.7% y partialy
overlap
If there are no similar
Creation less than 3 ISMS-P items or items
0.5% that are different in
purpose and content
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Table 9. RAG system comparison

Aspect Traditional RAG Multi-agent RAG

Processing Single agent Multiple experts
g Ax §4 FEL 497, A FELS 198 Analysis Limited view Multi-perspective
A, AR 1§ 9T /\}30}(35711)— AAdo| =odt Structgre St.equent]al Parallgl processing
- 15,007 2H wx Sog ola Expertise Basic retrieval Domain knowledge
& stAt AP F7ed 24 FOE U3 Output | Simple Q-A model | Consensus synthesis
5 AAY FEHY zoldo] EEHIYoH, o] Hj Objectivity Bias potential Independent analysis
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A 4
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L N
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Implementation
Practical
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Discussion
Synthesis Prompt

\ 4
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Fig. 3. Multi-agent RAG system architecture
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Fig. 4. Implementation of Multi-Agent Collaborative RAG
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Table 11. Comparison of ISMS-P and integrated
management system details
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Division Qetalls Maintain Improve- Inherence | Creation
item ment
ISMS-P 328 49 198 81 -
Integrated
management| 363 49 198 - 35
system
12 25 HuE
Table 12. Final comparison table
Division Area | Field | Item Detalls
item
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Table 13. Comparison of the ISMS-P-based integrated management system

ISMS-P Industrial technology protection
Authentlication Certification criteria Detailed items Detailed items
reaim ltem | Common | Improve -
“ness Inherence | Total | Maintain “ment Creation
11 Establishment f8L r%ggggement system 6 17 ~18 0 7 % _
1. Establish .
and %tggﬁgti&eg} 1.2 Risk management 4 13 -19 32 5 27 -
S%%Q%Q?%%é) 1.3 Management system operation 3 6 1 5 1 4 -
Management system inspection and _ _
14 improvement 3 6 24 30 5 25
Policy, organization, and asset _
2.1 management 3 9 3 6 1 5
22 Human security 6 19 -1 20 1 19 -
2.3 Qutsider security 4 10 3 7 0 7 -
24 Physical security 7 17 -4 21 3 18 -
Authentication and authority _
| 25 management 6 15 7 8 4 4
2'mpeg)stﬁ(r:gge 26 Access control 7 25 7 18 6 12 -
re%i‘{/egg)ms 2.7 Apply encryption 2 4 3 1 0 1 -
Information system introduction and _
28 development security 6 17 12 5 0 5
29 Syslemand sevice operion | 7 |3 | 2 21| 5 | 16 | -
of0  System ggﬂasgeerr‘ﬂgﬁt security 9| 0 | 16| 5 "no| -
211 Accident prevention and response 5 15 -5 20 6 14 -
2.12 disaster recovery 2 5 3 2 0 2 -
Protective measures when collecting _
3.1 personal information 7 36 36 0 0 0
Protective measures taken when
3. Personal 3.2 retaining and using personal 5 20 20 0 0 0 -
mforman?n 1 information
requirements oy Protective measures when providing
proce{szs1|?9g1 )stage 3.3 - personal informr?tion l 4 16 16 0 0 0 -
rotective measures when persona _
34 information is destroyed 2 8 6 2 0 2
35 Protection of information subject rights | 3 11 11 0 0 0 -
subtotal 101 328 81 247 49 198 -
41 Industrial technology identification and | ! 1 _ _ !
) : classlfication
4. Slgglﬂjr?g'al 42 Prevention of technology leaks 3 13 13 - - 13
requirements | 4.3  Research and development security 3 16 16 - - 16
(1035 44 Intellectual property rights protection 1 2 2 - - 2
45  Industrial security incident response 2 3 3 - - 3
subtotal 10 35 35 - - 35
Total 111 363 35 49 198 35
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