'i) Check for updates

Journal of KIIT. Vol. 24, No. 5, pp. 201-214, May 31, 2026. pISSN 1598-8619, eISSN 2093-7571 201
http://dx.doi.org/10.14801/kiit.2026.24.5.201

El2g 7|5k gujoj4 vy 3l 3 Fal T3 A
zHIHL 7

2 s A S
AN xxx BFSIGwwnn ObHlwsssx O|CFRrkxxnn,

e,

FE 2 %%

ne

E‘lj}_*

=

ol
rok

) 3

—
(=]
T Ak kxx ok *

Implementation of a Multimodal Integrated Detection Framework
for Deepfake Videos and Exaggerated Advertisements
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Abstract

As generative Al advances, consumer harm from deepfake-based exaggerated advertising on online platforms has
increased. Conventional methods analyze video manipulation and textual exaggeration independently, limiting
comprehensive risk assessment. To address this issue, this paper proposes a multimodal detection system for deepfake
and exaggerated advertising. The system employs a MobileNetV3-LSTM hybrid model to capture spatiotemporal features
for deepfake detection and a KcELECTRA-based language model to identify exaggerated expressions in advertising text.
Their outputs are fused to classify advertising risk levels. Experimental results show detection accuracies of 0.8833 for
deepfakes and 0.9748 for exaggerated advertising. This study is expected to enhance consumer trust and provide
practical technical guidance against increasingly sophisticated online advertising threats.
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Fig. 1. Overall system architecture
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Fig. 2. Face detection and preprocessing results using
MTCNN
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Fig. 3. t=SNE and PCA visualization

of feature distributions with data augmentation
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Fig. 4. Experimental comparison between different models
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Fig. 5. Training and validation loss curves over training
steps

H 1. KCELECTRA-base~v2022 =& & mzjo|g
Table 1. KcELECTRA-base-v2022 model training parameters

Maximum length 256

Epoch size 10

Batch size 32

Leamning rate 5e-5

Weight decay 0.01
Early stopping (Patience) 3 (Accuracy)
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Table 2. Evaluation results of model performance

Trainable - F1-
layer Accuracy | Precision | Recall Score
Last 4
layer 09748 0.9559 099%4 | 09753

3 =3dY 21

Table 3. Results of confusion matrix

Hyperbolic (1) | Non-hyperbolic (0)
Hyperbolic (1) 217 1
Non-hyperbolic (0) 10 208

43 EHol|= £

2 7 Helola gx) mEle] HA F2E oA
3171 $18l, CNN #3E(ResNeXt-50[22], EfficientNet-B0
[23], MobileNetV3[24)Z AAIE  EE(LSTM,
Bi-LSTM, ConvLSTM)9] Thafdt =3Hs @AHo=
Hl 3T E Hla AF2 FA FUHE S8
58, NEL do] 5 F8 Sho|duErEE F
Ag oA XY= Ak

AR, F 404} 2o AAE BEE 7]E LSTM
o2 1A AejolA CNN HEE 458 Hlwaley
. AY A3 MobileNetV3E @202 ARgst md
o] T2 145 CNN E(ResNeXt, EfficientNet) Tl
Hl ti5atAY o 98 45 B3

kv

X 4 LSTM I¥ =
s dlw

Table 4. Deepfake detection performance by CNN
backbone(LSTM fixed)

oAl CNN =2 Elmjo|= BHX|

Spatial | Temporal Best
feature feature | Method | TP [FN| FP | TN | val
extraction |extraction acc.
ResNext Freeze |124| 26 | 41 | 109 |0.8333
Unfreeze| 105] 45| 13 | 137 |0.8333

) Freeze |140| 10| 36 | 114 |0.8660
MoblenetV3) LSTM 11y oezel 135] 15| 33 | 117 0,860
Efficientnet- Freeze |135| 15| 44 | 106 |0.8400
B0 Unfreeze| 134| 16 | 30 | 120 |0.8600

Best Model Accuracy (Train vs Validation vs Test)

1.00

0.95 1

Accuracy
o o
© ©
w o

4
©
o

0.751

0.70 -

e
pefat
Layer !

A pefet® ;\\\,“"“ed

mmm Train Accuracy
mmm Validation Accuracy
W Test Accuracy

of ul\t

a
Tun® g o
Jraye’- maver > avaye’-

Model Configuration

12 6. KCELECTRA 2 stE gt 3o w2 A3 ¥ 45 &4 H3t
Fig. 6. Changes in validation and validation loss according to the number of KCELECTRA model training iterations
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E3] ResNeXt-507} EfficientNet-BO= ¥ Z7io]
A| FP(False Positive) B=+= FN(False Negative) H|£-°]
7k A% ¥ 2ol W W, MobileNetV3
© A% TRYAE Tt d29 vAg =%
HE S H o2 x24T

EH), & 5949 o] MobileNetV3 WE-S 114
3 Aol AAE 2l Fxo] wE A 2oE

Hlustach Ad Ad, 3% 722 ConvLSTM
oJuf Bi-LSTMET} 7|& LSTM 27} £ 79
do|EMT} Alfs o] Z2AAM 7 = 4%
o} RFAS HYTh 7]E LSTMOl Hls| AEg=
7} ConvLSTMS  0.0293, 0.0476 7431510
BILSTM=2 0.016, 0.0393 7431t A2 2
AT] dolE Ee} AlEA do] HAME 7]
£ LSTM 727t A% 87 duksl SHdA
Mg AH AAE 2EE SRIE

ool wAA Ads FI E AFAs
MobileNetV3(Unfreeze) + LSTM 725 HF 2d&
AAsdtt. §38 WE JMEAE IASA ¥l
B A 7)E Unfreeze 0] Freeze 23 thH]
A5 AY=9} Flscore SHANA FEI3k o=z 3
A=Ak HA3 =7 OptunaEs F83le] =&
HF stold ety e & 63 2Tk

E 5. MobileNetV3 8 ZZ0IM A[HZE ZE
HHo|3 X 45 dll

Table 5. Deepfake detection performance by temporal
model (MobileNetV3 fixed)

Temporal Best
PO\ Method | TP | FN | FP | TN | va
model
acc.
Conv | Freeze | 128 22 27 123 108367
LSTM |Unfreeze| 128 22 33 117 108184
Bi- Freeze | 117 33 12 138 10.8500
LSTM |Unfreeze| 123 27 3b 125 10.8267

¥ 6. Optuna =& &E¢ sto|yofeioly FY =&
Table 6. Hyperparameter-tuning for optuna

243 sy HAHolA FTH 9 AF

EAL HHE 3 FTol weEt 28 7el|A e 2o

ZAnkA 4 2 nyoH g%

S ME A7 glo] 3 BAo] fAEE

gels 3+ MobileNetV3 -

LSTM 7&7} & A79 dolg 747 AAE 4
Z0lA aFHRl Gutsl s R

Train / Validation Loss

—— Train Loss
—— Val Loss

0.5 1

0.0

0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5
Epoch

' 7. 2Hol3 &g ¥ AT &4 HE
Fig. 7. Training and validation loss of the deepfake
detection model

A% doleAl U EFdEE 7)Y EF
TEEFE 9F TM3 Ad, g0l A(Positive)ot &
F(Negative) Fej2 ZFoA 77 33 thT xal‘—

il

x7 E3¥™ 2y

Table 7. Results for confusion matrix

Class Deepfake(1) Normal(0)
Deepfake(1) 132 18
Normal(0) 17 133

Fvoeroarametor Values ¥ 8 A3 OlolEof cist 27 Ms "It 23t

YRerD Table 8. Classification performance on the validation dataset

Epoch 50

Leamning rte 1e-3 . F1-

Baich Size 7 Class | Precision| Recall Score Accuracy | Support
Sequence_length 12 Deepfake(1)| 0.8859 | 0.8800 | 0.8829 - 150
Early stopping .

(Patience) 5 (Loss) Normal(0) | 0.8808 | 0.8867 |0.8837 150
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Fig. 8. Results of deepfake and exaggerated advertising

detection
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