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Abstract

As on-device Al and IoT services are increasingly deployed in industrial environments, edge devices are required
to process video and sensor data in real time while ensuring secure data transmission. However, limited CPU and
memory resources can lead to resource contention between deep-learning inference and secure communication
processing, resulting in system performance degradation. This paper provides a quantitative analysis of how various
combinations of secure communication protocols and TLS 1.3 cipher suites impact inference speed(FPS), network
latency(RTT), and CPU/memory utilization in on-device Al environments. Based on these empirical results, we
propose practical guidelines for selecting protocol and cryptographic configurations that balance real-time performance
with security requirements. These findings offer foundational insights for designing future lightweight secure
communication architectures for on-device Al
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Fig. 1. Experimental devices
(a) Raspberry Pi 5 device, (b) Jetson Orin Nano device
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Table 2. Specifications of experimental environment

Category |NVIDIA Jetson Orin Nano| Raspberry Pi 5
6-core ARM Quad-core ARM
Processor Cortex-A78AE V8.2 Cortex-A76
(1.5GH2) (24GHz)
GPU NVIDIA Ampere VideoCore VI
(1024 CUDA Cores) |(No CUDA Support)
Memory 8GB LPDDR5 8GB LPDDR4X
0s Ubuntu 20.04 LTS Debian GNU/Linux
(JetPack 6.0) 12(Bookworm)
YOLO11n YOLO11n
Al model (TensorRT Optimized) (TFLite/PyTorch)
Network Wi-Fi 5 (802.11ac) Wi-Fi 5 (802.11ac)
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Table 4. Performance measurement results by protocol and encryption algorithm on Raspberry Pi 5

Protocol Cipher Size Rate CPU(%) Mem(%) RTT(p95) RTT(p99)
aesgem 512 1 189.753 4532 43502 91.565

aesgem 2048 100 197.776 5.452 21.02 59.096

HTTPS aes256gcm 512 1 190.108 5677 47.73 98.052
aes256gcm 2048 100 199.653 5.87 18.558 54.038

chacha20 512 1 191.018 5935 45.869 123.636

chacha20 2048 100 200.43 6.162 18.722 55.248

aesgem 512 1 192.72 595 21.2% 37.107

aesgem 2048 100 192.822 6.272 13.247 13.299

DTLS aes256gcm 512 1 192.695 6.34 24.903 40.386
aes256gcm 2048 100 191.11 6.583 13482 13.598

chacha20 512 1 191.07 6.508 24.965 49.288

chacha20 2048 100 192.982 6.354 13.165 13.173

aesgem 512 1 191.337 6.479 40.607 148.114

aesgem 2048 100 195.972 6.376 225516 395.676

MQTT aes256gcm 512 1 191.067 6.272 33.153 69.767
aes256gcm 2048 100 196.103 6.576 109.641 313947

chacha20 512 1 190.857 6.615 33203 143.463

chacha20 2048 100 195.12 6.462 73.125 205.364

aesgcm 512 1 189.191 6.472 26.209 59.087

aesgem 2048 100 193.335 6.543 17.904 50.104

HTTP3 aes256gcm 512 1 190.861 6.502 34.25 61.503
aes256gcm 2048 100 195.21 6.636 61.223 93436

chacha20 512 1 190.968 6.623 36.308 87.811

chacha20 2048 100 194.125 6.569 13.541 31.485
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aesgcm 512 1 101.182 32.847 12.495 48.304 193.92
aesgem 2048 100 112.701 30.37 13026 29.088 70.985
HTTPS aes256gcm 512 1 102.34 32.854 13.137 103.009 140.676
aes256gcm 2048 100 11.238 30.418 13.282 31.88 74543
chacha20 512 1 103.106 32.205 13.351 105.663 192.446
chacha20 2048 100 11.46 31.402 13438 38575 97.448
aesgem 512 1 103473 29.937 1359 75.378 122911
aesgcm 2048 100 105.485 31.255 13.638 14513 14.565
DTLS aes256gcm 512 1 104.295 33.31 13.71 59.138 111.782
aes256gcm 2048 100 106.875 34.05 1384 10.065 10.074
chacha20 512 1 105.532 30.599 13.862 43.721 101.076
chacha20 2048 100 106.682 32.276 13.888 19.656 19.774
aesgem 512 1 103.879 30.659 13.888 26.757 101.495
aesgem 2048 100 66.011 18.246 8.39 23.067 45511
NQTT aes256gcm 512 1 92.224 31.036 12512 52.784 124.051
aes256gcm 2048 100 109.215 31.63 13.974 67.902 124.438
chacha20 512 1 82.38 25.366 11.195 20.422 88.646
chacha20 2048 100 109.7 32.442 14,006 130.08 234.665
aesgem 512 1 102.54 30.208 14.09 24.859 58.902
aesgem 2048 100 105.68 29.779 14.22 38.903 64.558
HTTPR3 aes256gcm 512 1 102.546 35.841 14.306 24.84 47.244
aes256gcm 2048 100 105.868 34131 14.367 58.809 83.602
chacha20 512 1 102.008 34.125 14.388 45902 109.75
chacha20 2048 100 107.051 29.87 14.401 589.836 742.354
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