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Abstract

The Flight Software (FSW) of a satellite is a core component responsible for real-time satellite control and mission
execution, for which high software reliability and stability are essentially required. However, the Defense System
Software Development and Management Manual limits software reliability test to C-family languages, making it difficult
to apply standardized software reliability verification process to software implemented in other programming languages.
In this paper, to address this limitation, we propose a software reliability assurance process for satellite FSW
implemented in a non-target programming language and perform static and dynamic analyses using commercial
off-the-shelf tool. The results showed that reliability assurance is achievable even for flight software implemented in the
non-target language. We believed that the proposed approach is expected to provide foundational material for the future
standardization of software reliability test in defense system software developed using non-target languages.
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Table 1. List of the applied standard coding rules

No.

Description

—_

Types shall be specified when declaring functions
and variables

Meaningless statements shall not be used

External functions shall be identified before use

The use of the goto statement shall be prohibited

Each function shall have a single exit point

Each line shall contain only one statement

An if - else if statement shall include a final else
clause

All variables shall be initialized before use

O |00 N OO0~

Names of functions or objects declared with
external linkage shall be unique

The data types of functions or objects defined with
external linkage shall match those specified in their
declarations.

Equality comparison operations shall not be
performed on floating—point types

Conditional statements whose results are always
TRUE or FALSE shall not be written as conditional
statements

Labels in switch case statements that cannot be
satisfied shall not be used

Unexecuted (dead) code shall not be implemented

When a variable is used as a divisor, a check
shall be performed to ensure that it is not zero
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E2 N8F M7 £& 3 78 28

Table 2. List of the applied newly derived coding rules

54 | Asynchronous transfer of control

55 |Task declared incorrectly

No. Description 56 |Relative delays

1 |Subprogram body exceeds limit of =+ semicolons 57 |Task entry usage

2 |Task name missing 58 |Protected declared incorrectly

3 |Number Declaration 59 |Protected entry with incorrect barrier

4 |Uncommented begin in package body 60 |Ada.Task Attributes withed

5 |More than one unit in source file 61 |Ada.nterrupts withed

6 Improper return statement 62 |Pointer to taSk/prOteCIed

7 |USE clause

8 _|Renames exception Aokd HANME CWE $2o gaid dAL
e ST, old TE CWE 3% g % Yol
11 |Overloaded operator symbol E7}sle] LDRAYIA BHE3 FHobd HA 86/ =
g bzzpoyg‘g#o‘te‘sftaa‘t‘g:neﬁund £ FSWe} mjgo] 7Hsst CWE &5 39718 A4
14 |Exit statement with no loop name shon o= & 33 2t

15 |Unnamed loops & HEY AAL EAAA 2ZEY] et
16 |Package name missing o 7] Rl 67k 2o tha] AH AT
17 |Subprogram name missing == . c 5T

18 |Task body name missing < JUE Agsle] A3E =&

19 |Subprogram name missing oleg} 7o IY & FHIAH AA, FE HEY
20 |Too many parameters. Max =+ - = -

21 |Default parameter Z1Ees 54 i z2adR dojz At
22 [Unconstrained array retumed A3 FSWE A& F43ta B4 E4& 738k
gi \,\/‘arri]ablte“sh?url]d be declared constant o} o2 E3) 9ul ALE 7AAZOZH FSWY
25 Only one fieral n enumeraton aEdol AA4E Fusigs Y, $408
26 |Equality check on floating point type o3k H aIKSide effect) $2 & = At
27 |Index constraint is nqt a type mark : % Zo AuHYAE AAH 7|2S Yuke 3
28 |Anonymous subtype in array declaration i L _

29 |The use of tasking should be avoided where possible. o deiMe FEY 2= B4S Tl A9
30 |Record field unconstrained array type AH-E AANEoZH AA BAS dEIHT

31 |Pointer to task/protected

32 |Use of non short circuit operator _ i o

33 |Exit statement in if with else/elsif E3 M8 Fud dE vgx

34 |Positional component in aggregate Table 3. List of the applied weakness check mapping table
35 |Others choice in case statement No. Description CWE
36 |Enumeration range used in case statement 1 |Divide by zero found 190
37 |Improper return statement -

38 |Block statement 2 _|Pointer not checkefd. for null bgfore use

39 |Generic unit definition in subprogram 3 |Attempt to use u.n|n|t|a||zed pointer 230
40 |Exception used as control flow 4 |UR anomaly, variable used before

41 |Raising external exception assignment

42 |Handler for predefined exception S5 |Unused procedure parameter o35
43 |Raise of a predefined exception 6 |Unused procedural parameter

44 |Handler for when others 7 |Raising external exception

45 |Address clause imposed on subprogram 8 |Raise of a predefined exception 248
46 _|Address clause imposed on package 9 |Task body when others handler missing

47_|Abort statement 10 |Potentially unused function retum value 252
48 Selept staterlnen? — 11 |Potentially unused function return value 273
49 |Multiple entries in protected definition 12 |Array component is not a type mark

50 |Ada.Dynamic_Priorities withed ——
51_|Ada.Asynchronous_Task_Control withed 13_|Index constraint is not & type mark 351
52 |Use of requeue 14 |Default Expression in record

53 |Calendar package withed 15 |Record component is not a type mark
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16 |Unprotected shared variable 362 61 |Raising external exception
17 |Divide by zero lfound . 369 & |Nonvisible exception -
18 [Null stlatement in exceplnon handler 390 63 Null statement in exception handler
19 |Potentially unused function return \(alge 391 64 |Others only choice in case statement
20 |Task body when chers hand!er missing 65 |Divide by zero found
21_|Handler for predefined exception 396 66 |Pointer not checked for null before use
2 Hapdler for when lothers , 67 |Attempt to use uninitialised pointer
23 |Raise of a predefined exception 297 UR anomaly, variable used before
24 |Non-visible exception 63 assignment 758
25 |Raising external exception 69 |Potential side effect problem in expression
26 |Non-visible exception 23 20 Potential side effect from repeated function
27 |Storage_Error handler missing call
28 |Task body when others handler missing 71 |Machine Code Insertion
29 |Attempt to use uninitialized pointer 72 |Expression has side effects. 763
%0 UR anomaly, variable used before 457 73 |Unchecked_Deallocation withed

assignment 74 | Allocator
31 |Raising external exception 75 |Catenation operator 770
32 |Index constraint is not a type mark 460 76 |Unconstrained array definition
33 [Null statement in exception handler 77 |Allocator
34 |Pointer not checked for null before use 476 78 |Unconstrained array definition 789
35 |Procedure not called in code analyzed 79 |Standard type used in unconstrained array
36 |Unreachable code found. 80 |Attempt to use uninitialized pointer
37 |Exit statement not last statement of an if 81 UR anomaly, variable used before 824
38 |Interfile recursion found. 561 assignment
39 |Procedure not called anywhere in system. 82 |Recursion in procedure calls found e
20 No procedures in this file called from other 83 |Loop without |tefat|on lelJUﬂd

files. 84 |Procedure contains infinite loop 83
41 |Variables were declared but never used 563 85 |Potentially infinite loop found.
42 |Unreachable code found. 570 g |UR anomaly, variable used before 908
43 |Unreachable code found. 571 assignment

Absolute addresses shall not be coded into
44 587

source code . 30 X HA

Procedure definition has no associated e =
45

prototype. 628
46 |Procedure call has no prototype declared. =z B4 dA A= A3 AZE syl 3
T o @ | MR ae B AFe cUst A%l
48 |Recursion in procedure calls found - 7o 4 9 B AWERA A 7)5E &8s}
49 |Interfile recursion found. o 8 75U 8 Ay AZE BAF9Y
50 Unchecked_Deallocation withed 676 O]H’H 3}5-%]101 }5] lz_)._oﬂ 7] H]_a‘ /g/\] 7]_}4 7_] _;_4_2_
51 [Use of GOTO statement 691 Foleh 2Ha TA HAo e -
52 |Exception used as control flow TRd v 8 wh= dAE Bl Bt
53 |Global used in procedure matches local dasity Mk A BREg) 7] 9 Aol Y
54 E?gizgjfé name re-used in several files ¥ WAERE Eor2dEngineering model) SH=
55 |ldentical name in scope | 694 N Xﬂz}s}ﬁﬁ}' EE A A B ATl A
55 |Declaration types do not match across a 3= A TS A AA 2 FEV]Y AZEY

system. of Rdg Bgaje] BAAFE TSRAD A
2; gg:;g;ogze?iz:a;itlcoegtgnvarlable. B STB(Software Test-Bed)S T3t &4 #4448 7
59 |Object address clause missing Volatile 73 ek
60 [Hardware object missing Volatile 2 BEXo AW E A 2AHL Y3 =AH ¢
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Table 4. Table of results for static analysis

Category | FSW V1 FSW V2 | FSW V3 |FSW V4
' 862 violations
Coding rule (19 rules) 0 0 0

Vulnerability|345 violations
0 0 0
assessment| (10 rules)
Code 39 25 25
metric violations | violations | violations
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Fig. 1. Graph of results for static analysis
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Table 5. Table of results for dynamic analysis(Execution rate)

Category| FSW V1 | FSW V2 | FSw v3 | Fsw va [Poeption
coverage
ACSC| 3% | 76% | 81% | 100% | 19%
BCSC| 3% | 70% | 81% | 100% | 19%
CCSC| 3% | 72% | 8% | 100% | 17%
DCSC| 5% | 97% | 9% | 100% | 3%
ECSC| 54% | 71% | 74% | 100% | 26%
FCSC| %% | 61% | 61% | 100% | 3%
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Fig. 2. Graph of results for dynamic analysis
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