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Abstract

Smart grid environments leverage Internet of Things (IoT)-based communication technologies to efficiently manage
energy, collecting operational data generated from the power system in real time and utilizing this data for energy
management and operational optimization. However, because smart grids operate over open networks, they are
vulnerable to unauthorized attacks. In particular, the MQTT protocol lacks basic security features, making it highly
susceptible to not only power data leaks but also user privacy breaches. To address these security vulnerabilities, this
paper proposes a secure communication method that applies the Piecewise Linear Chaotic Map (PWLCM) to enhance
security while preserving MQTT's lightweight characteristics. PWLCM offers advantages over existing chaotic
map-based methods, including robustness against statistical attacks due to its uniform distribution and suitability for
lightweight systems owing to its low computational cost.
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Fig. 1. Flow diagram of the smart grid
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Table 1. Correlation anslysis of the encrypted image

Direction of Original image Encrypted image
adjacent pixels Fig. 6(a) Fig. 6(c)
Horizontal 0.9680 0.0382
Vertical 0.9306 0.0112
Diagonal 0.8992 0.0008

94 WH3}-E(NPCR, Number of Pixel Change Rate)
& HE omA|e} 1 ofm|R| Y] g JAg HAA
AE 42 gssfstal, F on|A o I W3l
AEHoR sk AR 453 Y55
= WEAD Holth. At NPCR kol
99% o3 wf odHoE st Hlow B

gtk E7h Ajke b AgTz EEAY
NPCR #& 99.57%= BAH 34 U w2 7l
esl 93k St EAS Zeta @ 4 Atk
2 (el w3t mE oA 717, AE 2718 1}
BRI, D(i, j) = F ©l7AY 8, jE ZAo] A
2 2o 0, d2¥ 1& YRl ol

o

e ot
o 1 =

ol

T

o}
=4

8]
=

W H
NPCR = LZZD(@ ) < 100% ©)

i=1j=1

B ¥3} ZS(UACI Unified Average Changing
Intensity)= @<3hd F o|n|A] 3+ Az W3l
C2 e s AER NPCRF @ d53
£ ypofshe= tiEAQl AEolth UACIE &
ZAgko] FA vHo] 2 FA e 54
ZHAl H3 UACL gho] #rom ghito] F-Eato]
524l —r]—h“L 54E ﬂ] o oA #;e
< 33.67%° S8

r‘E‘o_,N_,rj"]

W oH .
1 ZZ lC(i ,1)2550(%1)|><100%
=1

®)

A QA i, ) G, e dss 9@ F
7o) ol A& ekt

V. 22 3 &= oA

B Ao AnteTEE ABIAEY 870
A 7 e AREEAL Sl MQTT ﬁiii«l T
27 1ok FoPYE nesp] A3 A EEA ]
T HQE FA S ARk MQTT— 3
AA A ZREZEA T 4 Afsithe %
AL 7R A, 71EAC] 453 2 o= )%
of A oletA TRt Al & °ﬂ =232 7}
40l ¥0n @ % ok o B

s AY AR w2
ZioH% =7k 7] A AdRke] kel A4

vl 4 Qe AH A9 22t Wk
°1-°Jr & “111249— sidshy] g8l & =

O
It o
o
l‘LLL,
b
ol
ol
.2
$
2 p
2o
rﬂ
o §
g
rlo
N
I
{o
ot
)
=2

J{m
oX
o
°
ful
=
0
o
=)
rO
it
=
-
o
o r
i_
0?~
J
O>~
-



HIE ZEA 7|6k hss)t whao] 7)&e #FE
= 42t AAe vud o o4 A HS
"ol A 7M. o o, A Ade A
dhe 2FEIFE ol S0 e 2434 B
e S BEAE F e E

okst
<A Pﬂ MQTT HOP Al =
IoT 3734 7 H4
g8 7144 "F 9}—% Aoz 7u=

References

[11 N. S. Nafi, K. Ahmed, M. A. Gregory, and M.
Datta, "A survey of smart grid architectures,
application, benefits and standardization", J. Netw.
Comput. Appl., Vol. 76, pp. 23-36, Dec. 2016.
https://doi.org/10.1016/j.jnca.2016.10.003.

[2] A. Bashir and A H. Mi,
Publish-Subscribe Services with Dynamic Security
Protocol in MQTT Enabled", Int. J. Secur. Appl.,
Vol. 11, No. 11, pp. 53-66, Nov. 2017.
https:/doi.org/10.14257/ijsia.2017.11.11.05.

[3] J. Roldan-Gomez, J. Carrillo-Mondejar, J. M. C.
Gomez, and S. Ruiz-Villafranca, "Security Analysis
of the MQTT-SN Protocol for the Internet of
Things", Applied Sciences, Vol. 12, No. 21, pp.
1-24, Oct. 2022. https://doi.org/10.3390/app122
110991.

[4] N. H Kim and C. S. Hong, "Lightweight
Cryptography ~ Algorithm base Secure MQTT
Protocol", Journal of KIISE, Vol. 16, No. 12, pp.
757-759, Dec. 2016. https:/doi.org/10.5626/JOK.20
16.16.12.757.

[5] N. H Kim and C. S. Hong, "Secure MQTT
Protocol based on Attributed-Based Encryption
Scheme", Journal of KIISE, Vol. 45, No. 3, pp.
159-199, Dec. 2018. https://doi.org/10.5626/JOK.20

"Securing

18.45.3.195.
[6] M. A. Hafeez, K. H. Shakib, and A. Munir, "A
Secure  and  Scalable  Authentication  and

Communication Protocol for Smart Grids", .
Cybersecurity and Privacy, Vol. 5, No. 11, pp.
1-20, Dec. 2024. https://doi.org/10.3390/jcp5020011.

[71 H. G. Schuster, "Deterministic Chaos: An
Introduction 2nd edition", Wiley-VCH, pp. 24-32,
Dec. 1997.

[8] E. Ott, "Chaos in Dynamics Systems 2nd edition",
Cambridge University Press, pp. 15-18, Sep. 2002.

[9] G.-S, Yim, "l[oT MQTT Security Protocol Design
Using Chaotic Signals", Journal of KIIECT, Vol.
11, No. 6, pp. 798-783, Oct. 2018. http://doi.org/
10.17661/jkiiect.2018.11.6.778.

[10] G-S, Yim, "Design of RFID Authentication
Protocol Using 2D Tent-map", Journal of KIIECT,
Vol. 13, No. 5, pp. 425431, Oct. 2020.
https:/doi.org/10.17661/jkiiect.2020.13.5.425.

[11] G-S, Yim, "loT Security Channel Design Using
a Chaotic System Synchronized by Key Value",
Journal of KIECS, Vol. 15, No. 5, pp. 981-986,
Oct.  2020. https:/doi.org/10.13067/JKIECS.2020.
15.5.981.

[12] G-S, Yim and H.-S. Kim, "Chaos-based Image
Encryption ~ Scheme  using  Noise-induced
Synchronization", Journal of KSCI, Vol. 13, No.
5, pp. 155-162, Sep. 2008.

KA27H

e

7 £ (Geo-Su Yim)
20043 2€ : ATt
E 2] 8} (o] 3habAf
20064 52 : EEZY ATa%
20081 3€ ~ &A : WA g
A7) AAE 8T ag
FAIEk : PLC A5A0],
AFAE, UALEH




Journal of KIIT. Vol. 24, No. 3, pp. 91-99, Mar. 31, 2026. pISSN 1598-8619, eISSN 2093-7571 99

4 & F (Chang-Hoo Song)
202613 2€ : WAt gt
7] AAE- 3T
AR} : PLC AFA 0, [oT
HelgAl




	구간별 선형 혼돈계를 이용한 스마트그리드 IoT 보안 통신 설계
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 혼돈계
	Ⅲ. 제안된 구간별 선형 혼돈계 모델
	Ⅳ. 스마트그리드 MQTT 보안 통신 설계
	Ⅴ. 결론 및 향후 과제
	References


