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Abstract

Recent advances in Artificial Intelligence (AI) and autonomous driving technologies have enabled mobile security
robots to perform autonomous patrols and real-time threat detection, complementing the limitations of existing
surveillance systems. However, existing systems rely on video transmission and simple object recognition, limiting
their ability to accurately assess threat situations. To address these issues, this paper proposes a context-aware
dangerous-person discrimination and digital twin security robot system that integrates pose estimation with object and
facial recognition information to discriminate weapon possession and visualize the results within a 3D digital twin
environment. Experimental results showed a weapon detection accuracy of 95.55% (mAP50) and a dangerous person
discrimination accuracy of 82.5% within a 1-2 meter range, demonstrating near real-time threat recognition on a
Jetson Orin NX - based on-device Al platform.
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Table 1. Feature comparison between existing systems
and the proposed system
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system for dangerous person discrimination with digital
twin integration
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Table 3. Accuracy of dangerous person discrimination by
distance

ol Ty Hac

Distance Discrimination accuracy
Within 1m Not recognized

im ™ 2m 0.825

2m ~ 3m 0.325

Over 3m 0.175

THHOE, ARk Al2EE ZAZ(1~2m) T7RE
< E%OL} 11-74\:/] }\}

FolMe & HAth wEhA
pica ﬂ%oﬂ 1% WIE G AE 71ed 84
daEFe As), 28a dolgAle] ke o
g e 53 A % AMZ HEHQ BA
7t bsEeE AAE Fart gk 3, Jetson
Orin NX°4] YOLOv8 711:& 7] 'A 2] Pt
2 &5 oF 133.26ms/frame(SF 7.5fps) 08 =4
Atk ols dubAel Hd AgdM LTHE
AANZA o= HAA] B3, 98

E 2 d ey e HoF 2H 889
23 28 7 FEYS AL oE
3] B A|2Hlo] AA o)A on-device Al 7]HF
of AT Y8YUE BA H Ude] e A

B =2dMe A 3% 9= A %S
FHAoE QAT Qe eI 7R 9384
E O 9 e EY AF5F P 28 A2H
< AAElr FESAY ASE A"
YOLOv8 7|4t A &x] &z U4, AAH FA,

5
g ARE AN R BAsta o] tAY EY
Aol 32 T FteE AAEto R A
b ERF A TR A4 HEH fsol Tt

o & W5 74 Unitree
AFER 3 ZE3 NVIDIA Jetson Orin NXZ ©]

3+ on-device Al 7oA FAFAT AHE 9F
4 A, B 87 750 AYHeRE F

Y
=

Feo] Axtoz FAsIQom, AA A 2
£33 to]E|Z Isaac Sim 7% OAE EY 34
50

AdsgoezH 3t 7Pl dEvt B8k

Moy & o

X Ay} A9k A 2ES Knife(Zh)oll A

50 7% 95.55%, Gun(ZE7])olA 91.60%2] H<

A AgEE 9%0111 1~2m ;me Vg oz
2l

%

O_u
jﬂ
2 v o
a

(15092 = *E l 1”“(30fps)°ﬂ‘” &l
A A Eoﬁl gF Hel —% & FEAMe A
ZF gge] 7hsd % -

B Od?oﬂﬁ B2 A2Hlo] 33t
A ZPA Q149 ob&*ﬂr 5 olal sEes 4
OF F NEE EOJ 2E Fx xﬂ*l ok%iﬁ} AW

Jz
x
=
N
o [
1
N
nm mlm

off
()
ok

o
dr e
)
‘_&’
>

> o
0
2
m&

7 ;\_
o%
Ho
o M

& o

o J

b

o >
L
2 X
10
tio
=°.‘=
QL

O

— 1

Hoyo o
U S

WUoShopst
fr

M,
oo
ole
ek
o rlr
)
=
o
=)
)
oL
¥R
o
© g K

i
>
o oyo E

o

offl
N
Sot,
of
ol
K
g
=
L of
A
>
NI
)
N
rJ
k)
10
b
O ox
T
o o

A9 FEH 7“‘1 Ho} “’W
ZA0) Q% S5 He B AA
HofF

= 7hdleh 8 T A
T 53 AAY 4 ALE P, dolgA o
3 9l ¢d gH, daelse] AFst 3 AR
2
Sl

e ek
N
(i
W a
2
of

W%ﬂﬂmlm%rﬂloo}mmﬁ_&ﬁ
o
o
Hum[m
>
il

z 2 N2

o2 do

ot i
Rl
g e
P
> 30
Ir rir
ki ﬁ\i
=o{=l

ﬁmb

N¢

59 Aol
FgEAge
@3 S149

oty
il
@ of
>
[
o
lo
[
ox
bt

(m
rO
=
fil
bt
L
1o
? oS i
E
oot

ot
£
[
b
m
>
o
o
i)
[
>
o

¢

w4
>
()
b
4
>
Of
ot
fitl
Bi)
o
a2
ofo
ot
2
o
o
k)

References

[1] S. Lee, "A study of legislation for Al patrol
robot", Yonsei Law Review, Vol. 40, pp. 277-306,
Oct. 2022. https://doi.org/10.33606/YLA.40.10.

[2] E. S. Woo, T. H. Kim, and D. H. Lee, "Design



(3]

[4]

(6]

(7]

(8]

(10]

Journal of KIIT. Vol. 24, No. 3, pp. 69-79, Mar. 31, 2026. pISSN 1598-8619, eISSN 2093-7571 79

of an Indoor Security Robot System based on
Autonomous Navigation and Object Detection”,
Journal of KIIT, Vol. 21, No. 8, pp. 19-25, Aug.
2023. https://doi.org/10.14801/jkiit.2023.21.8.19.

N. Basilico, "Recent Trends in Robotic Patrolling",
Current Robotics Reports, Vol. 3, pp. 65-76, May
2022. https://doi.org/10.1007/s43154-022-00078-5.

J. H. Chang, K. I. Na, and H. C. Shin, "Trend of
Technology for Outdoor Security Robots based on
Multimodal
Telecommunications Trends, Vol. 37, No. 1, pp.
1-9, Feb. 2022. https://doi.org/10.22648/ETRI.2022.
J.370101.

G. Xu, A S. Khan, A. J. Moshayedi, X. Zhang,
and Y. Shuxin, "The Object Detection, Perspective
and Obstacles In Robotic: A Review", EAI Endorsed
Transactions on Al and Robotics, Vol. 1, pp. 1-9,
Oct. 2022. https://doi.org/10.4108/airo.v1i1.2709.

H. Bavle, J. L. Sanchez-Lopez, C. Cimarelli, A.
and H. Voos, "From SLAM to
Situational Awareness: Challenges and Survey",
Sensors, Vol. 23, No. 10, pp. 1-34, May 2023.
https://doi.org/10.3390/s23104849.

H Wu P Ji H Ma, and L Xing, "A
Comprehensive Review of Digital Twin from the
of Total Data, Models,
Networks and Applications", Sensors, Vol. 23, No.
19, pp. 1-20, Oct. 2023. https://doi.org/10.3390/
$23198306.

Y. Mousavi, Z. Gharineiat, A. A. Karimi, K.
McDougall, A. Rossi, and S. G. Barsanti, "Digital
Twin Technology in Built Environment: A Review

Sensors", Electronics and

Tourani,

Perspective Process:

of Applications, Capabilities and Challenges",
Smart Cities, Vol. 7, No. 5, pp. 2594-2615, Sep.
2024. https://doi.org/10.3390/smartcities7050101.
S. Choi, J. Woo, J. Kim, and J. Y. Lee, "Digital
Twin-Based Integrated Monitoring System: Korean
Application Cases", Sensors, Vol. 22, No. 14, pp.
1-14, Jul. 2022. https://doi.org/10.3390/522145450.
M. El-Hajj,
Intrusion Detection Systems for Enhanced Security
in IoT-Based Smart City Infrastructures",

"Leveraging Digital Twins and

Electronics, Vol. 13, No. 19, pp. 1-24, Oct. 2024.
https://doi.org/10.3390/electronics 13193941.

K Rp2IN

0| & 4 (Dong-Sup Lee)

2025 24 : Fojtigta
2R AF33HF A

20259 3¢ ~ A : Tt
AFA 5 A

T4l E-oF : Autonomous Driving,
Digital Twin, Robotics

gt 3 2t (Joo-Hwan Park)

| 4R | 20243 29 Fouign
2R AT (T

20261 24 : Tt
AEA S eHE A

2026\ 39 ~ FA : oprpulgt
A7

Aok : Digital Twin,

M M = (Chae-Uk Jeon)
20243 29 : Foista
23 AFIHFHEIA
2026 29 : Foista
AFASIHF A
20261 3¢9 ~ A Tt
JEAS e A
T4l E-oF : Vision Language
Model, Robotics Control

£ £ S (Seung-Ho Ok)
2008'd 24 : 7
A S E e A
2014 2 : 74
A ST A
2014d 3¢9 ~ 2017'd 8¢ :
3R AddT4
2017'd 94 ~ FA : Fohsta
ZRAEE S FAF(AEA T2 TA 27)
A&k : On-Device Al, System-on-Chip, VLSI




	상황인식 기반 위험인물 판별 및 디지털 트윈 연동형 방범 로봇 시스템
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 본론
	Ⅲ. 실험
	Ⅳ. 실험 결과 및 성능 평가
	Ⅴ. 결론 및 향후 과제
	References


