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Abstract

In Industrial Intemmet of Things environments, ensuring real-time confidentiality and integrity of data collected from
multiple sensor channels is essential. This paper proposes an interleaved hardware architecture for multi-channel IoT
environments based on ASCON-128, which was selected as the NIST lightweight cryptography standard in 2024. The
proposed system employs time-division multiplexing to process 10 sensor channels using a single ASCON core. A hardware
scheduler selects channels in round-robin fashion, storing each channel's 320-bit state in BRAM to achieve zero-overhead
context switching within 1-2 clock cycles. Additionally, Per-Sample Nonce mode is introduced, combining channel ID and
sample counter to assign unique nonces to each sensor sample, thereby preventing replay attacks. Implementation on
DE1-SoC achieved 100% compliance with all 168 official NIST SP 800-232 KAT test vectors. The 10-channel configuration
utilizes 1,847 ALMs and 4 BRAM memory blocks, achieving 225 Mbps total throughput at 70.42 MHz operating frequency,
representing approximately 84% resource reduction compared to the dedicated-core-per-channel approach.
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F 1. NIST KAT HAE dHE 2M
Table 1. NIST KAT test vector configuration

# 3. ASCON st=#0f 738 d|ul.
Table 3. Comparison of hardware implementation of ASCON

ltem Range Test count
AD Length 0-32 bytes various combinations
PT Length 0-32 bytes various combintations
Encryption - 84
Decryption - 84

Total 168
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Table 2. FPGA resource utilization comparison

Imf);;nsnt Resource| Fmax | Throughput| Channdls |Resource/Ch
Diehil8] | 2,000 | 290 1,160 1 2,000
Sahal9] | 2847 | 185 740 1 2,847
Proposed | 1,847 | 7042 225 10 185
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Single channel 1,124 2 85.3 MHz
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