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Abstract

Systems operating based on advanced information and communication environments continue to generate security
vulnerabilities, and cyber-attacks are also on the rise. In order to cope with these threats, the transition to an active
response system using reinforcement learning, an artificial intelligence technique, is drawing attention. In this paper,
we propose a cyber battlefield simulation that mimics real attack procedures and evaluates DQN, PPO, and SAC for
training attack agents and validating defense measures. With a target of nine optimal attack sequences, DQN and
SAC met the target, while PPO averaged over 30 sequences. These results support quantitative benchmarking of RL
methods for cyber-attack pattern analysis and defense strategy validation.
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