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On-Device Text-based Voice Phishing Detection System
Exploiting Synthetic Data and XAI
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Abstract

Voice phishing scams are becoming more sophisticated, while data sparsity and black-box models hinder user trust
in automated detection. we propose an on-device, text-based detection system that combines LLM-based synthetic data
augmentation and explainable Al, where an LLM generates synthetic examples of new scam patterns, an
LSTM-Attention detector highlights salient tokens, and a lightweight LLM explainer produces rationales, and in
experiments LSTM-Attention and KoBERT achieved Fl-scores above 99.5% on calls longer than 30 seconds while
the Gemma 2 2B explainer reached BLEU-4 28.69 and ROUGE-1/2/L 62.3/44.41/54.76, highlighting trade-offs
between accuracy, latency, and model size for on-device deployment.
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Table 1. Data sets

Source Vishing Not vishing Total
FSS[17] 410 0 410
KorCCVi v2[18] 360 2232 2592
Synthetic data 2000 0 2000
Total 2770 2232 5002
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7 Common Prompt
Generate a voice phishing dialogue example according to the following
conditions.
Type: Personal Information Theft Voice Phishing

Goal: Naturally solicit the victim's resident registration number, account
number, carrier verification code, and credit card information

News on emerging
vishing tactics Constraints

scammer and the victim

Analysis of Emerging Vishing Tactic Types

moderate level of suspicion

Type Analysis Details Scammer / Receiver: Victim)
Security Upgrade Induces victims to enter personal priwmebdeing
Format:

= Do not make any direct demands for mone
- Construct the dialoguein the format of a phone call between the

- Structure the flow as: Building Trust > Requesting Information.

- Setthe scene with a plausible-sounding organizationor situation
- Set the victim s a general user aged between 10 and 60 with a

- Generate at least 10-15 lines of dialogue per example (Sender

- Ensure the total length of the dialogue does not exceed 2,000

~ ~ GPT-40 N

[Scammer]: Hello, this is [Name] from the Security Team at the Financial
Supervisory Service. We are currently conducting a security check on your
accounts and called to verify a few details.

[Victim]: Oh, | see. Is there some kind of problem?

[Scammer]: First, if you could provide the first six digits of your resident

registration number and the first two digits of the last seven, | will cross=

check them with our registered information.

[Victim]: (Wary) Hmm... I'm a bit uncomfortable providing my resident
registration number like that.

\

7 Data cleaning \

[Scammer]: Hello, this is [Name] hom the Security Team at the Financial

Delivery / Shopping | Prompts personalinformation entry while
Mall Impersonation posing as delivery/shopping services

Additional Constraints

- The scammer must steer the conversation to collect the victim's
personal information under the pretext of  security check

Missing Documents/ | Prompts personal information entry by [Scammer]
Supplement Prompt | impersonating public or financial institutions. [Victim)
\
Telecom Carrier/ App | Steals personalinformation by inducing —_—
Security Impersonation | dlicks on malicious links Prompt by Scenario Type

Scenario: Security Upgrade Impersonation Scenario

g asecurity check on your
accounts and are calling to verify a ot
[Victim}: Oh, I see. Is there some kind of problem?

First, if you could provide the first six dlgl(s of your resident registration
number and the first two digits of the last seven, | will cross-check them
with our registered i Hmm... 'm a bit out
my resident registration number like that.

\ J

% 3. 24 ool MM mbY mpo|=a2pel(ofAl)
Fig. 3. Process of synthetic data generation pipeline(Example)
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Detection Result and Key Token Extraction

LLM-Based Explanation Generation (Gemma 2, 2B)

System Prompt

Detection
result

Speech-to-Text(STT)
transcript

LSTM-Attention pe——p

Key tokens

#Role
Explain the voice phishing classifier's decision.

#Inputs
[Transcript], [Classification Detection Result], [Key Tokens]

# Task

Write a 1-3 sentence explanation that justifies the
[Classifier Detection Result] using the [Transcript] and | == Explanation
[Key Tokens].

# Constraints
Do not enumerate [Key Tokens], Respond in Korean only

User Prompt

T8 6. LLM 7|8 MY MY

[Transcript]: {STT transcript}
[Classification Detection Result]: {Detectionresult}

[Key Tokens]: {Key tokens}

gfo|Zajol(ele P4 2 BAY

Fig. 6. LLM-based explanation generation pipeline(lnputs and procedure)

» ERESR
2R RYS W57 93 7E
=N

= A%
=22 E
52 gused Ed AW

Aol AH&-E

PIE 99l
CatBoost[24], LGBM[25], $t=ro] ApAE<y Adojmd
KoBERT[26], 181 AJAIE 53} 2]l LSTMS

ARSI T AR 3R Zdol= EF Attention
LayerS F7Fl¥th.  CatBoost®t LGBMS] 7%
FastText YW Al@ o] A3 Attention 23 2§
gt 7t 24 WEHE 99 AHE ARgee
W} o g st TR Rdo] s v dPE 7
gt RdE9] AHE(Recall)? 7D =(Precision)
g 7IFoE HAY &7 BdS EEstaA gtk
Av Zde rblo]x 7S uHste A B
99l TinyLlama 1.1B Chat v1.0[27],
2B[28), Qwen2.5 1.5B Instruct[20] A&
1 e A A U ﬂﬂﬂﬁ% BLEU-4[30],
ROUGE-1/2 F1, ROUGE-L FI[31]& F&4o= 3
7¥ete] Ao A mdg HdAstazt i

Gemma 2
wdg A

42 2o|Auy BX| 2° It

22 249 Ae ke 3 5 wAAF
(stratified 5-fold) .2 S=33}3ie}. 2+ Z=o)M 1,001

NE HZEZ T3, oA 400170 35 3,20070
742 8017H§ H%L—g}oaq. 61./:.745.51]/\15 ;Ag%
Zouith g, B R S &S
FA8AT 2de] HF A5 4 EE HEE A
Fo| HHS AT ARE AT ¥ 2& Holx
94 gx 2dz X" LGBM, CatBoost, LSTM,
KoBERTS ZAF Zoof] mE de& FX|(Recall,
Precision, Fl-score)@ A|A|St). 19 72 L A
AelA 2 FAE AAgel, #d gle
ROC-AUC7}HA] A HojgEt,
nE UEﬂ_Ol 2 A5E UERAR, #Algd
U% A9l CatBooste} LGBMS &4 17t o] & &
TFHste Ade Btk mEA FHES
i‘r LH%O] soledets Adwol MAHA &
Yella 9ltk LSTM#} KoBERTE 30%9} 60%
7t 53 Ygoz gRE #F ERE 4 9
RojFal glom, ol F3} Azt ZA 4T
Hol~au e A HHS FEd] AT &

2 A

do 1 e 44 o ofm

3o n[o

¥ 3 7 £89] HAE AES $H Y XE
oA LSTM¥} KoBERTZS McNemar 774[32]S A&

9.o™ p-valuer % mid-p[33]E AL 30
Z 7 60 T3t UEOM KoBERT#®H ﬂ%‘ﬂ
%%(c)ﬂ LSTMEH ARl B$-(b)Heh Btor,
A5F 5%l Eﬁlx—. o8 s HAh o=
30‘6014 e E3} Zold| X% KoBERT7} LSTM
g A=A o G AAFS.



8 34 HolElo} XAIE 283 Lrjuox

YrE )k Ho|~3)

5=

2. HAF Zo(x)of w2 EfX] REY M5 dH|u
Table 2. Performance comparison of detection models by transcript duration (s)

gA Al 2H

Duration LGBM CatBoost LSTM KoBERT
Recall | Precision | F1 Recall | Precision | F1 Recall | Precision | F1 Recall | Precision | F1
10s 0.957 0971 0964 | 0.955 0975 | 0964 | 0983 0984 | 0984 | 0.9% 0997 | 0.9%
2 s 0973 | 0971 0972 | 097 0978 | 0974 | 0992 09% | 0994 | 0999 0999 | 099
30 s 0.976 0976 | 0976 | 0978 0977 | 0978 | 0.9% 09% | 0.9% 1.0 1.0 1.0
60 s 0984 | 0987 |098 | 0979 0.991 0985 | 0.999 0998 | 0998 | 0.999 1.0 1.0
120s | 0982 0986 | 0984 | 0982 0987 | 0985 | 0.998 1.0 0999 1.0 1.0 1.0
180 s | 0984 099 0987 | 0.986 0985 | 0986 | 0.998 0999 | 0.998 1.0 1.0 1.0

0.98

Effect of Transcript Duration on Recall

# 3 0= X 60X TZOIM LSTM - KoBERT McNemar
4y Zise EE, ¥Z midp)

Table 3. McNemar's test(paired, two-sided mid-p) for
LSTM vs. KoBERT at 30 s and 60 s

Model
—e— LSTM

LGBM

. Sample | LSTM-only |KoBERT-onl| McNemar
Duration ) ;
size | correct (b) |y correct (¢)| mid-p
30 s 5002 5 23 546x1074
60 s 5002 0 13 1.22x107*

—e— KoBERT

—e— CatBoost

0.98
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Effect of Transcript Duration on Precision
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7. Detection performance by transcript duration (s):

Recall (top), Precision (middle), and ROC-AUC (bottom)
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Table 4. Results of textual similarity evaluation for the
explanation model

ROUGE-1 | ROUGE-2 | ROUGE-L
Model | BLEU-4 F1 F1 F1
TinyLlama
1.1B Chat | 213 5355 40.12 48.37
v1.0
Ger;ga 2| 2860 | 623 | 4441 | 5476
Qwen2.5
1.5B 24.01 58.01 39.15 49.79
Instruct
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Table 5. Comparison of model scale and inference
workload of detection models at 30 s and 60 s

) : Model size Params
Duration| Model (variant) VB FLOPs M
CatBoost (NA)| 2116 [6.08 x 10* | 0.135
LGBM (N/A) 1416 580 x 10* | 0.016
LSTM (FP32) | 0362 ;
DS FlsTmNTe) | oq1g | U7X 107 ] 0004
KoBERT
(FP32) 31737 191 x 10" | 92.188
KoBERT (INT8)| 107.566
CatBoost (NA)| 2258 | 1.11 x 10° | 0.144
LGBM (N/A) 1.032 1.09 x 10° | 0018
LSTM (FP32) | 0362 ;
60s | LSTM (NT8) | o119 |20 X 107 ) 009
KoBERT
(FP32) 351737 358 x 10" [ 92.188
KoBERT (INT8)| 107.566
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Table 6. Comparison of model scale and inference
workload of explanation models
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(GGUF 512 X ”
Q4 K M) 2% 164 x 10
128 128 1.37 x 10"
Gemma 2 2B 499269 25%  |2.06 x 10”
(FP16) ’ 510 128 345 x 10"
25 416 x 10"
128 128 1.37 x 10%
Gemma 2 ZB 256 206 X 1012
(GGUF 1629.43 108 345 x 107
Q4K M) 512 o X
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wen25 18 128 7.9 x 10"
WenZ.. 12
158 Instruct | 2950.35 26 1.0 x 107
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(FP16) 512 12
256 242 x 10
Qwen25 18 128 7.9 x 10"
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Table 7. Misclassification examples of the LSTM-based detection model on 60 s transcripts
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