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A Study on the Limitations and Improvements of
Template-based Attack Tree Auto-Generation Tool
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Abstract

Automated attack tree generation approaches can be classified into model-driven, analysis-driven, and
vulnerability-driven methods. This study improves vulnerability-driven tools that rely on predefined attack patterns and
suffer from missing attack paths and duplicated branches. Existing tools fail to sufficiently reflect actual attack
feasibility, thereby reducing the clarity of the analysis process. To address these limitations, we enhance the
path-exploration algorithm and incorporate a branch-deduplication mechanism, then validate the improvements through
comparison with the baseline tool. As a result, the proposed method identifies 6.5 times more valid attack paths from
entry points to target assets and resolves approximately 84.6% of the potential threat omission issue, while effectively
removing redundant attack steps and significantly improving the readability of the generated attack trees.
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¥ 2. JWME DFS ¢12l&
Table 2. Improved DFS algorithm

Existing DFS algorithm[10]

Proposed DFS algorithm

Input: path, finals, model
Output: list of paths
e (J;
nexts « getNexts(path, model);
found « false;
foreach n in nezts do
foreach m in finals do
if n.name = m.name then
found + true;
pathl « path + [n];
r.append(pathl);
end if
end foreach
end foreach
if not found then
foreach n in nexts do

Input : path, finals, model
Output: list of paths
1 MAX_HOPS «+ 2;
2 1|
3 nexts « getNexts(path, model);
4 finalNames « {m.name | m € finals};
// 1. Check direct paths
5 foreach n € nexts do
¢ | if n.name € finalNames then
T pathl « path + [n];
8 r.append(pathl);
9 | end
10 end
// 2. Check indirect paths with hop limit
11 currentHops + length(path) - 1;
12 if currentHops < MAX_HOPS then

// User Configuration

cans + { ¢| ¢ € keys(model|0)), n € model(0|(c].children}; | 13 | foreach n € nexts do
if |cans| > 1 then 14 if n.name ¢ finalNames then
pathl « path + [n]; 15 pathl « path + [n};
r.extend(dfs(pathl, finals, model)); 16 r.extend(df s(pathl, finals, model));
end if 17 end
end foreach 18 | end
end if 19 end
return r; 20 return r;

E 3 34 42 2y v

Table 3. Comparison of aftack path completeness
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Table 4. Improving duplicated attack step occuring in getAT algorithm

Existing attack tree generation algorithm(10]

Proposed attack tree generation algorithm

Input: tree, model, library
while true do
leaves « tree.getLeaves();
expanded + false;
foreach leaf in leaves do
leaf.type + OR;
assignments + find Assignments(leaf, model);
if assignments = [] then
| assignments « [[]]
end if
foreach a in assignments do
(T, sub) + findTree(leaf.apply(a), library);
if 7'# None then
expanded + true;

end if
end foreach
end foreach

if not ezpanded then
| break
end if

end while

leaf.children.append(T.copy().apply(sub));

Input: tree, model, library
while true do

leaves + tree.getLeaves();
expanded + false;
foreach leaf in leaves do

assignments < find Assignments(leaf, model);
if assignments = [] then

| assignments « [[]]

end if

if |assignments| > 1 then

| leaf.type « OR
end if
foreach a in assignments do

(T, sub) « findTree(leaf.apply(a), library);
if 7'# None then

expanded + true;

newl’ « T.copy().apply(sub);

if |assignments| > 1 then

| leaf.children.append(newT);

end if

else

leaf.type «+ newT.type;
leaf.children.extend(new'l'.children);

end if
end if
end foreach
end foreach
if not ezpanded then

| break
end if
end while
X5 S ES Hlw
Table 5. Comparison of duplicate step representation
Existing tool[10] Proposed tool
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