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Abstract

Blockchain-based credential systems are being actively studied, with increasing interest in the secure storage and
verification of personal information. However, due to the transparent nature of blockchain, not only the stored data
but also the relationships between transacting parties can be exposed. While such structure ensures trust and integrity,
it raises privacy concerns by enabling the tracking and analysis of sensitive data. This paper proposes a personal data
protection system that combines ZK-Proof and transaction mixer. Users can register sensitive data on the blockchain
without disclosing its content while proving its validity, and the transaction path is also concealed. The proposed
system provides enhanced privacy protection compared to existing systems that use only zk-SNARK without a
transaction mixer.
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