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Design of an Ad-hoc Communication—-based Protection System in
CBRN Scenarios: A Gas Mask-Centered Response Strategy

Hwang HyunHo*, Lim DaiHwan**
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Abstract

Recent Chemical, Biological, Radiological, and Nuclear (CBRN) threats are evolving into asymmetric attacks
utilizing drones in densely populated urban areas. This study proposes a distributed gas mask-centered response
system based on an Ad-hoc communication network to overcome the limitations of centralized protection structures.
By integrating sensors and low-power Bluetooth (BLE) modules into gas masks, the system enables real-time
information sharing and alerts users via audio and vibration signals. Simulation results confirm enhanced response
speed and improved containment compared to conventional systems.
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CBRN, gas mask, ad-hoc network, BLE, protective system
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Table 1. Comparison of response time and containment
efficiency

[tem Existing system |Proposed system
Average detection
time
Information
tfransmission time

Containment rate 42% 78%
parameter Number of nodes:20units, Deployment
values area:100mx100m, Communication range:20m

15 sec 3 sec

30 sec 5 sec
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