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Abstract

Through the Russia-Ukraine war, drones have emerged as a tactically significant weapon system, posing a threat to
traditional defense systems with their low cost and diverse attack methods. In particular, drones are difficult to detect
by radar, making them a prominent means of terrorism against critical national facilities such as military bases,
nuclear power plants, and communication and energy infrastructure. As a result, the need to analyze drone threats and
establish effective countermeasures is growing. This study aims to propose response directions focused on building a
multi-layered defense model to counter drone threats.
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Table 1. Prioritize separation distance and interception

Distance A technical association
5Km ~ 3Km RF jamming, GPS / GNSS jamming
3Km ~ 1Km directional RF, directional laser
1Km ~ 0.3Km high-power laser, interception drone
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Fig. 2. Drone detection and mitigation technologies
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C2 connection of the detection system

Detected specifications and Information analysis
send the drone's location, speed elevation, etc.
In real time and integrated management
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Automatic command execution
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Fig. 3. Structural response through C4l system
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