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Real-Time GPS Spoofing Anomaly Detection System for
Autonomous Driving based on LSTM
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Abstract

This study addresses the security vulnerability that GPS signals, which autonomous vehicles rely on, can be
manipulated by external attacks, and proposes an anomaly detection system capable of real-time detection of GPS
spoofing attacks. The proposed system transmits GPS data collected via a smartphone's GPS receiver to a server and
utilizes an LSTM-based time series prediction model to learn the patterns of normal GPS data flow. By analyzing the
prediction errors between the model's forecast and the real-time GPS data, the system detects anomalies. For
improved reliability, the anomaly determination incorporates a multi-metric approach that combines MAE, MA, and
AS, along with a Dynamic Threshold that adapts to changing environmental conditions. Model performance was
evaluated in two phases: an initial assessment using static log data and a second evaluation based on real-time data.
The system achieved outstanding performance, with an accuracy of 98.69%.
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Table 1. Performance evaluation results based on static
log data

TP 15,593 Accuracy 0.9852
FN 162 Precision 0.9542
FP 749 Recall 0.9897
N 45227 F1-score 09716

FPR 0.0163

Performance evaluation results based
on static log data
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Fig. 2. Performance evaluation results based on static log
data
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