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Abstract

This paper proposes a method to enhance the security of Retrieval-Augmented Generation (RAG) systems used within
organizations by applying Access Control Lists (ACLs), and validates the model's stability through threat modeling. The
RAG system retrieves information from publicly available knowledge sources and combines it with a generation model
to provide users with the information they need. However, security issues can arise when handling sensitive data within
corporate environments. In this study, a security model was designed using ACLs to control access based on user
permissions. The proposed security model defines various threats and verifies the integrity, confidentiality, and
completeness of access control by defending against them. The RAG system with ACLs significantly enhances data
access security and effectively responds to security threats. This research presents an effective solution to address the
security issues of RAG systems handling sensitive information in corporate environments.
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