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Abstract

As the use of SSL VPN in a remote work environment increases, we tried to analyze the factors of technology
acceptance from a user's point of view. A survey was conducted on SSL VPN users to verify the causal relationship
between user convenience, perceived security, satisfaction, and acceptance intention. A research model and five hypotheses
were established, and factor analysis, reliability analysis, and regression analysis were performed using SPSS. As a result
of the analysis, it was found that user convenience and perceived security had a significant effect on user satisfaction
and acceptance intention. This study suggests that SSL VPN service providers should focus on security characteristics
such as integrity and authentication for user satisfaction and continuous use. It is expected to provide practical guidelines
for the organization's SSL VPN introduction strategy and security technology development. In future research, it is
necessary to verify the extended model considering various organizational environments and user characteristics.
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Table 1. Questlons of variables

Variable measurement items

1

Access |2
convenience |3
4
1
System |2
reliability |3
4
1
2
3
4
1
Customer |2
support |3
4
1
2
Integrity |3
4

Access method simplicity

Usage efficiency + Termination ease
Anywhere accessibility

Cost efficiency benefits to users
Functional reliability

Account security confidence

System environment reliability
Advanced security feature provision
Cross—device accessibility

Technical defects

Connection recovery performance
Network failover capability by 5G, LTE
Technical support quality

Problem recurrence risk

Vendor support problem resolution
Software update sustainability
Message transmission reliability
Unauthorized data alteration potential
System logging security

Malware detection and prevention
capability

Availability

1
2
3
4

Security risk alert responsiveness
Information leak prevention

Data encryption and secure transmission
Information leakage monitoring capability

Confidentiality

1
2

Multi-factor authentication provision

Access rights were verified and

privileges granted accordingly

Authentication |3) Extent of security policy implementation,
including identity verification.

4) Account lockout enabled upon

authentication failure

x2

Z&H{olo| X EH2G

Table 2. Questions of variables

Satisfaction

1) Willingness to recommend to others

2) Alignment with expected performance level

3) Overall expected level of the provided
functionalities

4) Degree of improvement in work efficiency

Behavioral
intention
to use

1) Active observation of market and
technology trends

2) Degree of improvement in security
awareness through user experience

3) Degree of interface intuitiveness and
user—friendliness

4) Degree of continued use intention
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Table 3. Analysis of the impact of SSL VPN user
convenience on satisfaction

Unstd. coeff. Co!g?:my

DVl IV B / Sia. .
B | SE Tol. | VIF

Constant| 483 | .168 - 2872 | 005+ | - -

Access.| .233 | .055 | .261 | 4.207 |.000%++|0.794|1.260

Saf.| Reliab. | .322 | .056 | .362 | 5.696 |.000%++|0.755|1.325
Avail. | .035 | .068 | .034 | .504 | .615 |0.688(1.454

CS. | 179 | 068 | .178 | 2.630 | 0.009 |0.663|1.507|

R = 400, Adjusted R’= .388, F=32.814, p-value=0.000,
Durbin-Watson : 2.046

) #p<0.05, #+p<0.01, *+p<0.001
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Table 4. Analysis of the impact of SSL VPN user
convenience on acceptance intention

Unstd. Coeff. Cogig?:rity

DV| IV B t | Sig. :
B | SE Tol. | VIF

Cons. |0.419] 0.179 | - ]2346|0.02| - | -

Access.| 0.19 | 0.059 | 0.204 | 3.231 | 0.001 |0.794| 1.26

Saf. | Reliab. [0.325] 0.06 | 0.35 |5.415] 0 |0.7551.325

Avail. |0.091| 0.073 | 0.085 | 1.256 | 0.211|0.688|1.454

Afs. | 0.19| 0.072 | 0.181 | 2.627 | 0.009 |0.663|1.507|

R %= 616, Adiusted R 2= 367, F30.140, p-value=0.000,
Durbin-Watson : 1.932

) #0<0.05, *+p<0.01, #+p<0.001
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Table 5. Validity and reliability analysis of perceived
| believe that information

security characteristics
Factor Variance| oy
loading Eigervalue ajnedli’ehabnny
transmitted through SSL

VPN access to the 727
corporate network is
accurately delivered.

| believe that information
used through SSL VPN
access is not arbitrarily | .650
created, modified, or
Integrity| deleted. 0.587 | 25431 | .834

| believe there is a
system that protects the
access log information 472
generated during SSL
VPN connegtion.

| believe that SSL VPN
provides malicious 756
software detection and :
prevention functions.

| believe that SSL VPN
will provide security

wamings and alerts 727
regarding security issues
or risks during connection.

| believe that information |
transmit through SSL 580
VPN connection will not | -
be leaked.

|l believe that SSL VPN
Coniide provides secre 0.643 | 19692 | 840
ntiality |transmission processing 299 | :
through encryption and :
other methods for
information exchange.

| believe that SSL VPN
equipment performs
inspections to prevent
information leakage or .654
eavesdropping of data
transmitted through SSL
VPN connection.

[tems Measurement Items

| believe that SSL VPN
usage includes various
authentication methods, 665
including knowledge— :
based authentication such
as passwords.

| believe that SSL VPN
usage Verifies user 807
access rights and grants | -

Authenti iaqi
cation (> POTISSIONS. 0712 | 19630 | 838
| believe that SSL VPN

performs identity verification
procedures acoording to 723
policy when accessing the
corporate network.

| believe that my account
will be locked if SSL
VPN user authentication | .511
falls more than a certain
number of times.

Total variance explained 64.762% KMO 0.835
Bartlett test x°= 1009.302(n=202, £=00.000)
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Table 6. Impact analysis between perceived security and
acceptance intention

Collinearity
Unstd. coeff.| B statistics
DV v t | Sig. -
olera
B SE | Beta nce VIF
Constant | .894 | .161 | - [5.550/.000 - -
User | 571 | 005 | 243 |2.853| 005 484 | 2.065
integrity | - ’ ’ ’ ’ ’ ’
Accept
a(ﬁg: User
Intenti | confidenti| .018 | .072 | .021 | .255 |.799 | .506 | 1.977
on ality
User
authentic | .366 | .073 | .365 |5.032|.000 | .669 | 1.496
ation

R? =304, Adiusted /7?2 = 293, 28806, p-value=0.000,
Durbin-Watson : 1.839

F) #p<0.05. #p<0.01, *+p<0.001
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Table 7. Summary of user convenience characteristics
validity and reliability results for SSL VPN

Factor Cronbach’s Eigenvalue Variance
alpha(Reliability)| =9 explained(%)
User
convenience
characteristics
of SSL VPN
Aocess 0866 0653 17.451
convenience
System 0834 0669 17.049
reliability
Availability 0.852 0.583 15.365
Custorer 0836 0623 11787
support
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Table 8. Descriptive statistics and correlation matrix

. Perceived
Perceived ease of use

Type seaunty | g | By,
Acc. [Reliab,Avail.| CS. |Conf.|Integ.|Auth.

Acc. | 1
Reliab

265+ 1

Avail.| 296301 1
CS. | 321455420+ 1

Conf.|.216+ |.534+4.390++ 446+ 1

Integ. | .065 |.578++.339«+.472++(682x+ 1
Auth. |.263+4.391%+4.301#+.481%+.542++.512¢+ 1
Saf. |.363++.531+|.287++|.452%.392+.366+4.446+ 1

Biu. |.356++.523++.330++ 453+ 455++| 374+ 5084646+ 1

Dependent Variable : DV
Independent Variable : IV
Unstandardized Coefficients : Unstd. Coeff.
Standardized Coefficients : 3
Satisfaction : Saf.

Constant : Cons.

Accessibility : Acc.

System Reliability : Reliab.

Availability = Avalil.

Customer support : CS.

Std. Error © SE

Beta : 3

Significance Level Sig.

Collinearity Statistics : Collinearity Stats.
Tolerance : Tol.

Behavioral Intention to Use : Biu
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