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Abstract

Autunomous driving in Unmanned Ground Vehicle (UGVs) relies on real-time data exchange between various
sensors and control modules, commonly supported vy the Robot Operating System (ROS). However, the open
architecture of ROs makes it vulnerable to attacks, which can compromise the stability and safety of the system. This
study develops rule-based detection methods for ROS 1 and ROS 2 environments, tested on real UGVs. The attacks
include creating malicious nodes or injectin signals into normal nodes to trigger abnormal pulibhsing or subscribing
of critical topics such as steering, sensor data, and system status. Experimental results demonstrate that the proposed
lightweight detection system effectively identifies abnormal behaviors in actual robotic environments. This paper
presents the necessity and research outcomes of lightweight anomaly detection techniques applicable to

resource-constrained ummaned systems, contributing to the development of safer unmanned platforms.
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