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Abstract

Gait patterns, inherently unique to individuals, have emerged as a promising modality for user authentication on 
smart devices. However, most previous studies were based on data collected in controlled environments, limiting their 
applicability in real environments. This study analyzed gait-based user authentication using the ETRI Lifelog dataset, 
which contains data collected by smartphone sensors in real-world everyday environments. We evaluated the 
authentication performance for both walking and running activities using a CNN-based gait authentication system, and 
four data augmentation techniques, including noise addition and spatiotemporal transformation, were applied to 
compensate for imbalance and performance degradation in running activities. As a result, the system achieved an 
authentication accuracy of approximately 93%, demonstrating improved robustness across heterogeneous activity contexts. 
These findings underscore the importance of real-world data and augmentation strategies in enhancing the generalization 
of gait-based authentication models.

요  약

개인의 고유한 특성을 반영하는 보행 패턴은 사용자 인증을 위한 유망한 생체 정보로 주목받고 있다. 그러나 

기존 연구는 대부분 통제된 환경에서 수집된 데이터를 기반으로 수행되어, 실제 환경에서의 적용 가능성에 한계

가 있었다. 본 연구는 현실 세계의 일상 환경에서 스마트폰으로 수집된 데이터를 포함하는 ETRI Lifelog 데이터

셋을 활용하여 보행 기반 사용자 인증을 분석하였다. 보행 및 달리기 활동에 대한 인증 성능은 CNN 기반 보행 

인증 시스템을 활용하여 평가하였으며, 달리기 활동에서의 불균형과 성능 저하를 보완하기 위해 노이즈 추가 및 

시공간 변환을 포함한 4가지 데이터 증강 기법을 적용하였다. 그 결과, 약 93%의 인증 정확도를 확보하였으며,
다양한 활동 상황에서도 모델의 강건성이 향상됨을 확인할 수 있었다. 본 연구는 현실 환경 기반 데이터와 데이

터 증강 전략이 보행 기반 인증 모델의 일반화 성능을 향상하는 데 중요한 역할을 할 수 있음을 보여준다.
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Ⅰ. Introduction

Human biometrics are widely used for security and 
authentication, offering unique features that distinguish 
individuals [1]. Among them, gait patterns have drawn 
attention due to their ease of acquisition via smart 
devices and the potential for continuous collection [2].

However, previous researches on gait authentication 
have primarily used data collected under constrained 
conditions—fixed sensor positions, flat surfaces, or 
only walking activities—limiting applicability to 
real-world settings where activity types, ground 
conditions, and sensor placements are constantly 
changing [3]. In particular, transitions from walking to 
running can significantly affect gait characteristics and 
degrade authentication accuracy.

This study investigates the robustness of gait-based 
authentication under uncontrolled, real-world conditions 
using the ETRI Lifelog dataset [4] to address these 
issues. The dataset includes gait data collected from 
daily life, including walking and running activities. A 
CNN-based authentication model was used to assess 
performance variations across activities. Experimental 
results show that authentication performance varies 
even for the same individual depending on the activity 
type. In order to reduce this variability, we apply data 
augmentation techniques such as noise injection and 
temporal-spatial transformations to enrich the dataset 
and improve the model’s generalization.

This study contributes to the advancement of 
gait-based authentication by analyzing performance 
under real-world conditions and demonstrating the 
efficacy of data augmentation in improving model 
robustness. Specifically, our contributions are threefold: 
(1) we utilize real-world gait data from the ETRI 
Lifelog dataset to enhance ecological validity, (2) we 
conduct an activity-specific analysis highlighting 
performance disparities between walking and running, 
and (3) we apply data augmentation to address class 
imbalance, achieving improved accuracy, particularly 
for underrepresented running activities.

The remainder of this paper is organized as 
follows. Chapter 2 reviews related work on gait 
authentication. Chapter 3 presents the dataset, 
preprocessing methods, model architecture, and training 
setup. Chapter 4 presents the authentication results, 
and Chapter 5 analyzes the effects of data 
augmentation. Finally, Chapter 6 summarizes our 
findings and discusses directions for future work.

Ⅱ. Related Works

With the advancement of smartphone sensor 
technology, there has been a surge in research related 
to gait-based identification. A notable trend in 
biometric authentication is the utilization of an 
individual's unique gait pattern as an authentication. 
This chapter provides an overview of the fundamental 
concepts of gait-based identification, recent research 
trends, existing challenges, and prospects. The 
uniqueness of gait patterns has been recognized as a 
potent tool in biometric authentication [5]-[9]. Initially, 
research centered around basic sensors such as 
accelerometers and gyroscopes. However, recent studies 
emphasize enhancing gait identification accuracy by 
using various sensors and sensor fusion techniques 
[10]-[12].

The emergence of deep learning has brought 
significant changes to the gait gait analysis field. Deep 
learning models utilizing RNN-based CNNs or LSTMs 
to analyze spatial and temporal patterns of sensor data, 
substantially improved gait identification accuracy 
[13][14]. Among these, CNNs have been widely 
employed for authentication or identification in 
numerous studies. In comparing models trained with 
feature maps extracted by CNNs to models trained 
with typical statistical features, CNNs outperformed 
other algorithms by more than 10% [15].

Evaluating performance in the real world is 
considerably more crucial than theoretical research. 
This is because various situations in the real world 
can significantly affect the performance of gait 
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gait-based identification [16][17]. However, many 
existing gait-related research datasets have been 
collected under limited environments. Notable datasets 
include public datasets like RecodGait [10], OU-ISIR 
[10][11][15], ZJU-GaitAcc [13], WISDM [9][12][14], 
and HMOG [12][18]. For instance, the OU-ISIR 
dataset was limited by collecting data on treadmills, 
and the WISDM dataset had fixed inertial sensor 
positions on the body. In addition, research using 
public datasets often had constraints, such as fixed 
sensor positions [16]-[20] or data collected under 
specific experimental conditions [21][22]. These 
limitations may not adequately reflect a variety of 
real-world environments, limiting the practical 
applicability of the authentication feature. This study 
was conducted to overcome these limitations and 
systematically evaluate gait gait-based authentication 
performance based on data closer to the real world. 
We aim to determine how an authentication model 
trained on an individual's gait data responds to 
different activity types (e.g., walking, running) and 
what variability exists in its performance. 

Ⅲ. Data and Model Configuration

We used a subset of the publicly available ETRI 
Lifelog dataset, which includes multi-modal sensor data 
collected from 72 participants between 2018 and 2020 
in uncontrolled, real-world settings. While the full 
dataset spans approximately 14,220 hours of activity 
logs from smartphones and wearable devices, including 
IMU, GPS, PPG, EDA, and thermal sensors, we 

focused exclusively on smartphone-based triaxial 
acceleration (m/s², 30 Hz) and gyroscope data (rad/s, 
degrees, 30 Hz) for gait authentication.

In order to ensure data quality and consistency, we 
applied standard preprocessing steps, including data 
cleaning, interpolation, noise filtering, and window 
segmentation. These addressed labeling errors, irregular 
sampling, and environmental noise, yielding 
fixed-length gait segments (1.8 seconds) for model 
training. Figure 1 shows acceleration data from the 
same individual: the left side highlights regular gait 
patterns (black boxes), while the right side shows 
irregular or missing segments caused by sensor noise, 
data loss, or non-gait activity, underscoring the need 
for robust preprocessing. After removing incomplete, 
mislabeled, or distorted segments, data from only 10 
participants were retained. The final dataset focused on 
walking and running activities across varied locations 
(e.g., home, workplace, outdoor), as defined in Table 
1 and summarized in Table 2. Preprocessing followed 
our prior methodology in [22].

Table 1. Conditions of dataset [4]

Option Condition
action Travel

actionOption Walking, Running
place home, workplace, outdoor, other_indoor

Our research employs a CNN for the authentication 
of individuals based on their gait patterns. Designed to 
process inertial time-series data, the model uses a 1D 
CNN architecture to effectively extract temporal 
features from windowed gait sequences. 

Fig. 1. Acceleration labeled as walking
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The overall structure comprises sequential 
convolution, pooling, and dropout layers, followed by 
a dense output layer with softmax activation for user 
classification. This configuration was chosen for its 
ability to capture essential gait characteristics while 
minimizing overfitting and ensuring stable learning. 
The final model outputs the probability that an input 
sequence belongs to a legitimate user. Table 2 
presents the detailed configuration of the model used 
in this study.

Table 2. Model configuration [22]

No. Layer (type)
1 conv1d (Conv1D)
2 max_pooling1d (MaxPooling1D)
3 dropout (Dropout)
4 conv1d_1 (Conv1D)
5 max_pooling1d_1 (MaxPooling1D)
6 conv1d_2 (Conv1D)
7 max_pooling1d_2 (MaxPooling1D)
8 dropout_1 (Dropout)
9 conv1d_3 (Conv1D)
10 max_pooling1d_3 (MaxPooling1D)
11 flatten (Flatten)
12 dense (Dense)

Data segmentation was performed using 
Scikit-learn's train_test_split() function, with 60% of 
the total data allocated for training and the remaining 
40% for testing. During this segmentation, the shuffle 
parameter was set to true to randomly mix the data, 
which minimizes bias and improves generalization. For 
training, we utilized Tensor-Flow's ModelCheckpoint() 
function to evaluate the model's performance at each 
epoch and save it only if it outperformed the previous 
one, thus preserving the optimal model. The model's 
training process and performance are visually 
represented in Figure 2.

The model achieved approximately 92% accuracy 
on the training dataset and maintained close to 91% 
accuracy on the validation dataset. These results 
demonstrate the model's stable accuracy and reliability 
in gait authentication performance.

Fig. 2. Loss and accuracy of training and validation

Ⅳ. Real-World Authentication Results

In this chapter, we evaluate the authentication 
performance of the CNN-based model developed in 
Chapter 3 by analyzing its ability to distinguish 
individuals based on walking and running patterns. We 
use four standard evaluation metrics—accuracy, 
precision, recall, and F1-score—defined based on true 
positives (TP), false negatives (FN), false positives 
(FP), and true negatives (TN).

Table 3 summarizes the performance results for 10 
users. The overall average accuracy across both activity 
types is 0.906. When broken down by activity, the 
model achieved 0.959 accuracy for walking and 0.861 
for running. A similar pattern is observed for the other 
metrics: the average recall, precision, and F1-score for 
walking are 0.948, 0.960, and 0.954, respectively, while 
for running, the values drop to 0.683, 0.712, and 0.697. 
Notably, the F1-score for running is substantially lower 
than for walking, indicating reduced performance in that 
activity. This performance gap may be attributed to two 
factors. First, the dataset contains significantly more 
walking samples than running samples, which may have 
biased the model toward walking patterns. Second, the 
model may have overfitted to walking data, which 
limits its ability to generalize to running activities, 
especially given the insufficient representation of 
running data in the training set.
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Table 3. Authentication result

PID
Accuracy Recall Precision F1-Score

Walk.
&Run.

Walk. Run. Walk. Run. Walk. Run. Walk. Run.

1 0.89 0.97 0.82 0.95 0.70 0.97 0.73 0.96 0.71
2 0.86 0.91 0.81 0.93 0.67 0.94 0.69 0.93 0.68
3 0.90 0.96 0.84 0.96 0.69 0.97 0.72 0.96 0.70
4 0.88 0.94 0.82 0.94 0.65 0.95 0.68 0.94 0.66
5 0.88 0.93 0.83 0.95 0.68 0.96 0.71 0.95 0.69
6 0.92 0.94 0.89 0.94 0.66 0.95 0.69 0.94 0.67
7 0.94 0.98 0.90 0.97 0.73 0.98 0.76 0.97 0.74
8 0.92 0.97 0.87 0.95 0.68 0.96 0.71 0.95 0.69
9 0.93 0.98 0.88 0.96 0.70 0.97 0.73 0.96 0.71
10 0.93 0.96 0.91 0.93 0.67 0.95 0.70 0.94 0.68

This limitation highlights the model’s difficulty in 
generalizing across different activity types in real-world 
scenarios and may lead to increased authentication 
errors, particularly when user motion deviates from 
typical walking patterns. Such shortcomings are critical 
in applications like security systems and healthcare, 
where consistent performance is essential. Addressing 
this issue requires enhancing the model’s robustness and 
ensuring a more balanced representation of diverse 
activity types within the dataset.

Ⅴ. Effect of Data Augmentation

Based on the findings in Chapter 4, we confirmed 
that authentication performance declines when 
transitioning between activity types, even for the same 
individual. This degradation is primarily attributed to 
data imbalance, as the quantity of running data is 
significantly lower than walking data, as shown in 
Table 2. Furthermore, since the ETRI Lifelog dataset is 
publicly available, it cannot be expanded through 
additional data collection. To address this, we applied 
data augmentation to increase the diversity of training 
samples and enhance model generalization.

5.1 Data augmentation

Data augmentation is a widely used technique for 
improving model robustness by artificially expanding 
the training dataset. In this study, we applied four 
augmentation strategies based on 1D signal processing: 

(1) additive noise, which perturbs the magnitude of 
gait signals to simulate real-world noise; (2) temporal 
shifts, which randomly displace signals to introduce 
phase variation; and (3) vertical and horizontal 
stretching, which rescale the signal in magnitude and 
time domains to mimic gait variations. These 
transformations were applied randomly with up to 
15% distortion, as illustrated in Figure 3.

Fig. 3. Gait data authentication methods

Table 4 presents the authentication results before and 
after augmentation. Notably, performance improvements 
were observed across most metrics, particularly for the 
running activity, which had previously shown reduced 
accuracy due to data imbalance.

5.2 Performance evaluation after augmentation

We evaluated the model trained with augmented 
data using the same metrics as in Chapter 4—
accuracy, precision, recall, and F1-score. As 
summarized in Table 4 and visualized in Figure 4, the 
overall average accuracy increased from 0.906 to 
0.928 after augmentation. Notably, accuracy for 
running activities improved from 0.861 to 0.904 
(+4.3%), while walking accuracy slightly decreased 
from 0.959 to 0.957 (-0.2%). Although the 
improvement in average accuracy may appear modest, 
gains for running activities ranged from 2% to 7%, 
demonstrating the effectiveness of the applied 
augmentation techniques in addressing class imbalance.
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Table 4. Authentication results before and after balancing data

PID
Accuracy Recall Precision F1-Score

Walk.&Run. Walk. Run. Walk. Run. Walk. Run. Walk. Run.
Bef. Aft. Bef. Aft. Bef. Aft. Bef. Aft. Bef. Aft. Bef. Aft. Bef. Aft. Bef. Aft. Bef. Aft.

1 0.89 0.90 0.97 0.96 0.82 0.85 0.95 0.93 0.70 0.83 0.97 0.94 0.73 0.85 0.96 0.93 0.71 0.84
2 0.86 0.88 0.91 0.92 0.81 0.84 0.93 0.90 0.67 0.82 0.94 0.91 0.69 0.84 0.93 0.90 0.68 0.82
3 0.90 0.92 0.96 0.97 0.84 0.87 0.96 0.92 0.69 0.81 0.97 0.93 0.72 0.84 0.96 0.92 0.70 0.82
4 0.88 0.91 0.94 0.93 0.82 0.89 0.94 0.88 0.65 0.79 0.95 0.90 0.68 0.81 0.94 0.89 0.66 0.80
5 0.88 0.93 0.93 0.94 0.83 0.92 0.95 0.91 0.68 0.84 0.96 0.92 0.71 0.86 0.95 0.91 0.69 0.85
6 0.92 0.94 0.94 0.95 0.89 0.92 0.94 0.89 0.66 0.79 0.95 0.91 0.69 0.82 0.94 0.90 0.67 0.81
7 0.94 0.95 0.98 0.97 0.90 0.93 0.97 0.94 0.73 0.86 0.98 0.95 0.76 0.89 0.97 0.95 0.74 0.87
8 0.92 0.94 0.97 0.98 0.87 0.90 0.95 0.91 0.68 0.80 0.96 0.92 0.71 0.84 0.95 0.95 0.69 0.82
9 0.93 0.94 0.98 0.97 0.88 0.91 0.96 0.93 0.70 0.84 0.97 0.94 0.73 0.87 0.96 0.95 0.71 0.85
10 0.93 0.94 0.96 0.95 0.91 0.94 0.93 0.90 0.67 0.81 0.95 0.92 0.70 0.83 0.94 0.91 0.68 0.82

Fig. 4. Comparison of accuracy

In terms of recall, precision, and F1-score, walking 
activities remained stable (0.946, 0.961, and 0.954, 
respectively), while running activities showed notable 
improvements, reaching 0.821, 0.847, and 0.834, 
respectively. Compared to pre-augmentation values, the 
F1-score for running increased by approximately 13% 
to 16%, indicating enhanced authentication under 
previously underrepresented activity conditions. These 
results suggest that data augmentation improved the 
model’s robustness by enriching data diversity, 
reducing overfitting, and enhancing generalization 
across heterogeneous activity contexts.

Ⅵ. Conclusion

This study examined authentication accuracy using 
gait data from real-world activities and demonstrated 

the effectiveness of data augmentation in improving 
model performance. Unlike previous research 
constrained to controlled environments, our approach 
leveraged naturalistic smartphone data to better reflect 
real-world variability. The model maintained high 
accuracy for walking activities but showed reduced 
performance during running, primarily due to data 
imbalance. By applying augmentation techniques, we 
improved the running authentication accuracy by up to 
7%, underscoring the value of synthetic data in 
addressing underrepresented activity types.

Despite these contributions, limitations remain. The 
relatively small sample size may constrain statistical 
validity and generalizability, and the data processing 
pipeline lacks full automation.  Future work may focus 
on expanding the dataset across broader real-world 
contexts and user profiles, as well as refining 
augmentation techniques to further enhance model 
robustness and scalability.
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