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Abstract

This paper proposes a deep learning-based methodology for detecting anomalous behavior in the on-chain
transaction data of USDT, one of the most widely used stablecoins. We collect and analyze ERC-20-based USDT
transaction data on the Ethereum and aggregate it into hourly data to extract six key features. Using this data, we
construct an Anomaly VAE-Transformer model, which learns the normal patterns through unsupervised training and
calculates anomaly scores based on reconstruction errors. The resulting scores are used to identify and analyze
abnormal periods, and we demonstrate effectiveness in detecting various anomalous patterns such as sudden issuance
or redemption spikes. This study provides a foundation for the early detection of abnormal activity in stablecoin

transactions and is expected to contribute to improving the stability and security of the DeFi ecosystem.
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Fig. 9. (Case 2) Time-series plot of important features
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