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Abstract

With the proliferation of social media, the leakage of personal information through publicly shared images has increased
significantly. Current anonymization techniques designed to prevent such leakage often involve artificially distorting visual
data containing personal information, which reduces data utility and compromises image naturalness. This study proposes a
system that effectively detects personal information objects in unstructured image data and seamlessly pseudonymizes the
corresponding regions. A Mask R-CNN-based object detection model was employed to identify personal information objects
such as identification cards and signboards, and SRNet was applied to replace the detected content with visually natural
pseudonymous text. Experimental results demonstrate that the ID card detection model achieved a mean Average Precision
(mAP) of 0.947, indicating high detection performance. Moreover, the SRNet-based pseudonymization technique preserved
the visual naturalness of images while enhancing personal information protection. The proposed system is expected to
contribute practically to the protection and secure utilization of personal information in unstructured data.
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Table 1. Optimal hyperparameter values for the mask
R-CNN model

Optimizer Stochastic gradient descent

Learning rate 0.02
Momentum 09

Weight decay 0.0001
Batch size 16
Epoch 24

train set ratio 79%
validation set ratio 14%
test set ratio 7%
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