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A Study on the Use of ISO 26262 to Enhance Functional Safety
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Abstract

This paper proposes an effective approach through comparative analysis of various international
standards for the purpose of reinforcing functional safety. The international standard ISO 26262 focuses
on automotive functional safety, while IEC 61508 specifies functional safety for electrical and electronic
systems in various industries covering a wider range. In addition, ISO 21448 specifies risks related to
failure to perform intended functions regardless of defects or malfunctions, and emphasizes considerations
during the development phase. Through the analysis of the characteristics of these various standards, the
purpose and types of FMEA were investigated to strengthen functional safety practices, and the existing
FTA implementation method and the improved FTA were compared and analyzed to enable effective risk
factor analysis in the improved FTA. In addition, reliability test methods and procedures of various test
methods were proposed as test methods for functional safety, and the advantages and disadvantages of
each test method according to the tester's experience were analyzed.
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Table 1. Reliability programs according to the life cycle

Product planning /
Research and development

Sale/Use

Etc

Top policy

* Clarify reliability requirements

* Set reliability goals

* Collect reliability information

design

* Reliability program

« Clarify design conditions
(Usage conditions, environmental
conditions, logistics conditions)

* Reliability test plan

* Maintainability plan

* Claim processing
(PLD/PLP)

* Reliability data
collection(reliability &
maintainability data)
* Fault repair data

» Before/After service
* Market status
reporting

* Maintenance

» Maintenance periodic

* Reliability evaluation plan
* Reliability prediction

Design Manufacturing

* Reliability detail
design » Manufacturing

* Reliability distribution | reliability

* Maintainability design | design

* Reliability prediction * Process FMEA
* Reliability design * Reliability
completion Testing/Evaluation
* Reliability test * Screening

* Test * Aging
analysis/evaluation * Failure analysis
* FMEA * Production start
*FTA * Shipping quality
*DR assessment

/Maintenance method

» Components

(product design, production
technology & information
management)

* Designers of the product
being reviewed, Reliability,
Quality, Manufacturing,
Service, Purchasing,
Materials,
Packaging/Shipping,

Sales Stakeholder
Negotiation

Reliability measures

Initial causes of failure

Accidental failure causes

Causes of wear failure

Reliability, MTBF, MTTFF,
Failure rate, Internal life
maintenance,

MTBHE, System validity,
MTBO, MTTF,

Safety of characteristics,
Defect rate

Malfunction rate

MTBM,

Criticality of components

* Failure due to design errors

* Use of substandard raw materials &
components

« Insufficient quality control

« Insufficient debugging

* Poor manufacturing & processing handling
technology

* Improper assembly during the process
+ Contamination

* Improper installation & startup

« Failure of components during storage &
transportation

* Improper packaging & transportation

» Failure during transportation & storage

* Low safety factor

* Stress (load) is higher than expected
and strength is lower than expected
* Assembly error

« User malfunction/error

* Failure not detected by the best
inspection method

+ Failure not found during debugging
« Failure due to failure that cannot
be prevented by the best
preventive maintenance

* Failure due to natural disaster

* Lack of overload and abnormal
condition detection method

* Failure during startup
* User error

* Failure due to abnormal usage conditions

+ Corrosion or
oxidation

* Wear or fatigue
* Aging &
deterioration

* Shrinkage &
cracking

* Use of short-life parts
* Insufficient
maintenance

* Improper
disassembly &
assembly

Application of reliability methods

Early failure countermeasures

Contingency plans

Wear and tear
countermeasures

FMEA, FMECA, FMPA, FAM, RFMA, FHA,
EMEA, EMECA, FTA, ETA

Reliability test plan

Determination of warranty life,
Determination of shape parameters,
Determination of reliability scale, Determination of

* Redundant design

+ (Redundancy derating)

* L.oad reduction

* Product simplification

* Use of high-reliability
components

* Reliability test automation

* Monitoring

* Prevention of user errors,
misuse & abuse

* Design considering
accurate stress information
* Robust design

* Preventive & predictive

* Preventive
maintenance through
predictive
maintenance

* Use of parts made
of strong materials

» Management of

number of samples, o * Process quality control, maintenance methods reliability &
Calculation of test time, Determination of early flow control * Improvement of maintainability
confidence level, Acceptance criteria, * Debugging manufacturing technology information
Analysis of test effectiveness, » Aging/ Bum-In * Automation of
Determination of accelerated life test method,  Manufacturing technology | manufacturing processes
Determination of test items, education & training,
Determination of major failure modes & test improvement
items, Investigation of global quality certification | « Writing and distribution of
standards(Reliability evaluation items) user manuals
I1l. 1ISO 2626201|A2] A2l =4 WA FA 14 BREE SRt 1 Gl oigt
FREE Wlelr 99¢ B Aotk gge
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-Production, Assembly, Chemical, Machining
-Maintenance,Configuration,centrol, Documentation
-Use Model, Human Interfaces, Over stress

System Design

-Sub System
-Functions

H/W S/W

-Electrical -SW Functions

-Mechanical -HW Interfaces
-Interfaces
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Fig. 2. FMEA application classification
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Performing risk factor analysis using
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based FTA implementation
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Table 2. Differences from existing FTA application

Differences from the application of existing FTAs

-Identify which function is associated with the failure information
-Cause of risk factor -> Failure at component level

-Impossible to perform safety design according to safety life cycle
-High possibility of missing risk factors

-Quick and easy identification of risk factors

Existing FTA

-Deriving events by utilizing the functional analysis results derived
during the design process

-Risk factors and causes -> identified at the functional level
-Design can proceed according to safety life cycle

-Low chance of missing risk factors

-Slower risk identification than before

Improved FTA

UM AAZE 75 7H FTAS 53 98 24,
A1, gaFo] V) FEAA B FYH, Ty
A2l 7% b d AR dAA kA 7]

E 3 FEF7of ciet deld Al Jled 2N

Table 3. Reliability tests and technical report over the life cycle
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Product planning/research and

* Safety testing
* Accelerated life testing
* HALT

* Warranty test
* Functional performance test
* Reliability acceptance test

development Design Manufacture (Mass production) Sale/use
* Development growth test o Erui . * Conformance test
« Bum-in (ESS) Environmental tesfing * ESS or PRAT

« Field experiment

* Reliability assurance test (RQT) « Orthopedic test

+ Reliability acceptance test (PRAT)
* Test analysis and corrective action

* HALT(Highly Accerlerated Life Test)

+ RGT(Reliability Growth)

* TAAT(Test Analyze And Fix)

* PRAT(Production Reliability Acception Test)
* ESS(Environment Stress Screening)

* ALT(Accerlerated Life Test)
* Burn-In
* RQT(Relibility Qualification Test)

Technical report and reliability management

+ OTTR(OT and Readiness Review)
= Evaluate operational test capability to verify RAM
requirements

TR * SRR * ASR * CDR * PRR * ISR
* SFR * PDR * OTTR * TRR * FCR/SVR * PCA DT & OT
« ITR(Initial Technological Review)
= Qutline RAM target value, RAM program plan * PRR(Production Readiness)
* SRR(System Requirement Review) = Verification of production * ISR
= Set system RAM target value/ Assign target value + CDR(Critical Design readiness to meet design (In-Service
considering requirements Review) RAM level Review)
* ASR(Alternative System Review) = Evaluate whether the + FCR/SVR(Functional = Evaluation of
= Check RAM requirement feasibility through comprehensive final RAM design Configuration/Audit/System RAM achievement
risk assessment, alternative study/technical proof satisfies user Verification) during field use
* SFR(System Functional Review) requirements = Satisfying RAM *DT and OT
= Check whether low-level RAM requirements are sufficiently | « TRR (Test Readiness requirements recorded in (Development
defined and whether they meet RAM requirements Review) SFR, PDR, CDR Test/Operation
* PDR(Preliminary Design Review) = Plan/prepare to * PCA(Physical Configuration -al Test)
= Evaluate whether component RAM design satisfies evaluate whether RAM Audit) = Development
user requirements requirements are met  |= Verification that RAM is test &

not degraded during the operation test

production process
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