'i) Check for updates

Journal of KIIT. Vol. 23, No. 6, pp. 131-141, Jun. 30, 2025. pISSN 1598-8619, eISSN 2093-7571 131
http://dx.doi.org/10.14801/kiit.2025.23.6.131

B2491 7]9ke] CCTV 94 AF7) F244 7AF A28 A4

N

5 o«

Design of Blockchain—-based CCTV Video Lifecycle Integrity
Verification System

Heeyoul Kim*

o =2 20280 A7 A7 2 ATEHE

CCTV ¥4l HA SAZ Z857] AdiMe 4o AF71o e F24do] BAg=ojof siAw, X9
A 7 72 AF VeSS4 AF76 diE 724 A art ST Aot #
zEdAMe ERAde &8e I8 AF7 FERAS ASde Az" AAE AL AL A"
CCIV 717194 &3 285= 24 volg 44 7le, WE EgE o8 284 g 94 d4<d *
A4 AT 71g, A Aolde o8 dsd I T Adx FEA AT Vlee At =3 HEY
zetoldl £5AYUS EYeE AR stolEE FH ESA A 75 e ANIG A¢ A2H
< 71E CCIV Qzeto] A& 7hest, T¢ded Azde EAE sidste g3dst 7w wihdde
Azstd, e AF7ll e FAAR FHA, I EE T FHe Adt

Abstract

For CCTV video as legal evidence, the integrity of the entire lifecycle of the video must be ensured. However,
recent blockchain-based integrity verification methods often lack pragmatic consideration of this integrity. This paper
proposes a system design that uses blockchain to verify the integrity throughout the entire lifecycle. The system
provides techniques compatible with standard of CCTV equipment for generating integrity data, efficient single video
file integrity verification using Merkle tree, and integrity verification of continuous video file sequences using hash
chaining. Furthermore, we introduce a hybrid scheme that connects public and private blockchains through rollups.
The design can be deployed on current CCTV infrastructure, eliminates the single point of failure of centralized
solutions, and provides high availability via decentralization while ensuring integrity, transparency, and reliability.
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