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Abstract

HTTP is a stateless protocol, and cookies and sessions are widely used to provide statefulness. Cookies have the
advantage of being stored in the browser and not placing a load on the server, but they are less secure, while sessions
are stored on the server, so they are more secure, but can place a load on the server. A secure cookie must satisfy four
conditions: confidentiality, integrity, authentication, and anti-replay attack. However, existing methods satisfy only some of
the conditions and have security vulnerabilities because they use fixed values. In this paper, we propose a Variable Cookie
(VC) that satisfies both the security of sessions and the performance of cookies. VC which is generated by the connected
IP address, User-Agent, and the cookie expiration time that is continuously updated, satisfies four security conditions. VC
is designed to strengthen security by continuously changing cookie values when moving pages, and authentication is
invalidated if cookies are manipulated. It was confirmed that the proposed VC can contribute to improving web security
and performance by comparing the safety and performance with existing secure cookies and session.
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Table 1. Difference between cookies and sessions

Category Cookie Session
Store location Client Server
. Limited by web Limited by web
Capacity ,
browser server's memory
. Secure than Not secure than
Security ) )
session Cookie
Expiration Following the When the

cookie setting browser closes
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VC1 = Hash(Username][P Address[User-Agent Cookie’s new Expiration|Secret Key)

(a) Without data to be encrypted

V(2 = Hash(Username|[P Address|User-Agent|Cookie’s new Expiration|Secret Key)|(Data[Secret Key)k
where k = Hash(Username IP Address|User-Agent/Cookie’s new Expiration|Secret Key)[Secret Key

(b) With data to be encrypted

*| is separator
8 4, 23535tE= Oo[Ee FFo| w2 JHHFT|
Fig. 4. Variable Cookie depending on whether data is

encrypted or not

* || is merging string
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