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Abstract

This paper quantitatively compares and analyzes the performance of various Container Network Interfaces (CNIs)
for Kubernetes networking based on different protocols. To achieve this, we design and implement a testbed to
evaluate four CNIs—Calico, Flannel, Cilium, and Antrea—by applying different tunneling methods, encrypted
communication, and network traffic management techniques, resulting in 14 unique combinations. Performance analysis
is conducted by measuring key metrics, including TCP and UDP throughput, TCP and UDP latency, HTTP latency,
data transfer volume, and network timeout occurrences. Based on these experimental results, We establish criteria for

selecting the most suitable CNI, considering workload characteristics and performance requirements.
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Fig. 1. Block diagram of communication between pods
running on different nodes
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Table 1. Comparison of tunneling methods
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Table 4. Custom parameters per performance
measurement tool

Measurement
No. 100l Parameter

Threads: 4 threads
Message size: 8800 bytes

1 iperf3 Transmission rate (UDP): 10 Gbps
Duration per measurement: 10min
Number of measurements: 3 times
Message size: 8800 bytes
2 sockperf Duration per measurement: 10 min

Number of measurements: 3 times
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Table 6. Additional operational pods per container network
interface

. . Placement
No.| CNI [Required pods |Quantity nodes
calico-kube-con ' Master node
1| Calico tlrollers

calico-node 3 1 Pod per node

calico-typha 1 Master node
2 | Flannel | kube-flannel-ds 3 1 Pod per node
cilium 3 1 Pod per node
3 | Cilium | cilium-envoy 3 1 Pod per node

cilium-operator 1 Master node
4 | Antrea | antrea—agent 3 1 Pod per node
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3418 79-9F FAFSHA Flannel ©] ©F 258114 70
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oA o2 CNIol Blsl oF Levl A Ao HA
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Table 7. Performance measurement result

Non-encrypted communication Encrypted communication
) . |Calico— .
No. Measurgment Callico | Calico el Flannel|Flannel| Cilium | Cilium | Anfrea | Antrea el eBPF Flannel C"'F‘"‘ Antrea
metrics (IPinlP)|(Vxlan) GER (IPinIP)| (Vxlan)| (Vxlan) |(Geneve)|(Geneve)| (VxIan) e (Wire (Wire | (Wire | (Wire
(Vxlan) guard) guard) |guard)| guard)
guard)
Pod to Pod (Measured for 10 Minutes per trial, average of 3 trials)
TCP throughput | 980 | 978 | 984 | 980 | 966 | 984 | 984 | 984 | 984 | 981 | 980 | 981 | 976 | 9.80
1 CPU usage 133 | 142 | 119 | 130 | 117 | 140 | 147 135 | 134 | 430 | 426 | 415 | 404 | 438
Memory usage 40 40 50 3.0 3.0 40 43 40 40 40 50 30 40
UDP throughput | 9.88 | 980 | 978 | 990 | 986 | 981 | 982 | 984 | 984 | 928 | 976 | 930 | 900 | 895
5 UDP packet loss | 0.06 | 005 | 004 | 283 | 127 | 004 | 003 | 004 | 004 | 103 | 028 | 1.37 | 016 | 14
CPU usage 137 | 144 | 127 | 123 | 124 | 200 | 200 190 | 191 | 391 | 406 | 396 | 403 | 39.1
Memory usage 40 40 50 3.0 3.0 40 43 40 40 40 50 30 40 40
Avg. TCP latency | 906 | 906 | 91.0 | 867 | 1004 | 103.1 | 1029 | 1031 | 1005 | 1382 | 1360 | 131.4 | 137.1 | 1366
3 CPU usage 3.1 3.1 238 2.7 2.6 3.1 30 32 33 50 52 49 | 52 | 52
Memory usage | 4.0 40 5.0 30 30 40 43 40 40 40 50 37 | 40 | 40
Avg. UDP atency | 941 | 966 | 893 | 952 | 872 | 892 | 973 | 915 | 98 | 1364 | 1359 | 1294 | 141.8| 134.8
4 CPU usage 32 3.1 3.1 2.7 2.8 34 33 34 33 52 52 48 | 56 | 53
Memory usage | 4.0 40 5.0 30 30 40 43 40 40 40 50 33 | 40 | 40
Pod to service (Measured for 10 minutes per trial, average of 3 trials)
TCP throughput | 981 | 977 | 984 | 980 | 963 | 984 | 984 | 984 | 984 | 981 | 980 | 981 | 976 | 9.80
5 CPU usage 133 | 143 | 118 13.1 12.2 14.0 14.1 12.9 132 | 430 | 425 | 415 | 401 | 439
Memory usage 40 40 50 3.0 3.0 43 40 40 40 40 50 33 40 40
UDP throughput | 951 | 979 | 969 | 990 | 986 | 982 | 982 | 984 | 984 | 926 | 976 | 922 | 923 | 877
6 UDP packet loss | 0.05 | 004 | 004 | 213 | 1.60 | 003 | 004 | 003 | 004 | 100 | 026 | 127 | 0.15| 1.33
CPU usage 134 | 142 | 125 | 119 | 124 | 199 | 197 19.1 189 | 389 | 406 | 395 | 407 | 382
Memory usage | 4.0 40 5.0 30 30 43 40 40 40 40 50 33 | 40 | 40
Avg. TCP latency | 101.1 | 898 | 863 | 862 | 101.8 | 101.5 | 101.5 | 1005 | 1019 | 1384 | 1364 | 1320 | 137.1 | 137.0
7 CPU usage 29 3.1 29 2.7 2.6 30 3.1 32 33 50 52 49 | 52 | 50
Memory usage | 4.0 40 5.0 30 30 43 40 40 40 40 50 33 | 40 | 40
Avg. UDP latency| 987 | 95 | 929 | 9387 | 28 | 895 | @5 | 874 | 878 | 1365 | 1375 | 130.1 | 1422 | 1355
8 CPU usage 3.1 3.1 3.1 28 2.7 35 34 34 35 5.1 50 47 55 53
Memory usage 40 40 50 3.0 3.0 43 40 40 40 40 50 33 40 40
AVQHTTP latency| 268 | 278 | 246 | 254 | 350 | 361 | 267 | 318 | 277 | 765 | 870 | 784 | 986 | %25
HTTP data transfer| 60.15 | 59.06 | 64.88 | 59.80 | 61.04 | 64.66 | 6236 | 61.72 | 59.24 | 4508 | 46.65 | 49.02 | 38.34 | 39.76
9 N“mﬁﬁzegiﬂgmp 000 | 000 | 000 | 000 | 7233 | 9100 | 033 | 1500 | 000 | 79800 |147567]1169.00 2126'3 265667
CPU usage 969 | 970 | 965 | 973 | 970 | 969 | 973 | 970 | 974 | 914 | 883 | 908 | 815 | 863
Memory usage | 4.0 40 5.0 30 30 43 40 40 40 40 50 33 | 40 | 40

* Throughput (Gbits/sec),

Pl
= 5989 frou]d Aol
AR, HTTP #d 34 A4 = Flannel(Vxlan),
Cililum(Vxlan), Antrea(Geneve)oll4] HTTP E}Jo}%
o] T CNI°ll Rmla] @o] TGt 718t 4
A%E ZF CNI'E Apol7h §le 2o Yehstt.

*353t FA A, 3 IHAE ALt A S
g Aol F AolE Kol FgtoH, HTTP B
ofg- WA ZAol|A CiliumZ} Antrea’} THE CNIH]

A, UDP He A AAZE &
HL7‘:]_61-

=

Packet loss (%). Usage (%), TCP / UDP latency (usec), Data transfer (GB), Timeouts (count), HTTP latency (ms)
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