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Abstract

Recently, with the development of network technology, data traffic has been rapidly increasing, and the scale of
cyber threats has also increased. In this paper, we propose an advanced network traffic anomaly detection technique
that applies oversampling techniques and boosting algorithms such as XGBoost, LightGBM, and CatBoost using
datasets collected from IDS/IPS. The proposed approach addresses the issue of data imbalance and builds a potent
prediction model by combining multiple weak classifiers to improve the accuracy and efficiency of anomaly detection.
The XGBoost and LightGBM models showed excellent performance improvements of 0.5~0.9%p compared to existing
detection techniques, and XGBoost was confirmed to be the most suitable in terms of real-time computation
performance. In addition, we proved that the oversampling method improved detection performance. This study aims
to help IDS/IPS systems detect anomalies efficiently in dynamic and complex network environments, strengthening the
reliability and stability of network security.
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Table 2. Comparison of quantitative evaluation results

M_ﬁgg Precision| Recall | F1Score | Accuracy

xggig)st 98% 99% 99% | 99.23%

with out ngg;st 97% 98% 97% | 98.34%
SMOTE Li%ﬁSM 98% | 9% | 9% | 99.05%
(E)é\él;l) 0% | 0% | 4% | 79.44%

x(cg%gg)s oo | w% | 9% | w9%

with Cﬁt.ggg)St P | B | W | B
SMOTE Liahtg(;?)l\/l 99% | 99% | 98% | 99.99%
(%l;l) 40% | 0% | 4% | 79.44%
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