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Abstract

The Air Defense Command System is a critical military system designed to defend national airspace and respond
to aerial threats. With the advancement of hypersonic missiles, Unmanned Aerial Vehicles(UAVs), and electronic
warfare systems, the complexity of aerial threats has increased, making rapid and precise responses essential.
However, current air defense command servers operate on physical hardware, which poses several limitations, such as
increasing costs for hardware replacement, system overload when detecting multiple targets, recovery delays during
failures, and vulnerabilities to cyber attacks. To address these issues, this study designs and implements an Air
Defense Command System with virtualization technology. By operating on Virtual Machines(VMs), resources can be
allocated more flexibly, and failover and automatic scaling features allow for faster recovery and optimized
performance. This paper reviews the overview of the air defense command system and existing studies, proposes an
implementation strategy for the virtualization-based system, compares its performance with physical server systems,
and evaluates the operational efficiency and resource utilization of the constructed air defense command servers.
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Table 4. Comparison of operational efficiency between
physical servers and virtualized servers

. Physical | Vitrualized Relative
Performance| unit performance
server server '
difference
CPU % | 3060 | 7090 | 30750
utilization
Memoy | o | up70 | 7595 | 2535
utilization
Server
consolidation| ea 1 3(VM) +300
effect
Load

balancing % 30745 60795 30750
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