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Simulation of Cyberattack Scenarios on Nuclear Facilities using
the Asherah Simulator and A Method for Anomaly Detection
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Abstract

A nuclear power plant, as a high-risk infrastructure combining physical processes and industrial control systems, is
vulnerable to Cyberattacks, making real-time anomaly detection crucial. This study simulates key processes using
Asherah Simulator, OPC-UA Simulation Server, and Wireshark, designing attack scenarios for the FW Pump and SG
Level. After preprocessing Normal and Attack Data, an Al-Based Anomaly Detection Model (TranAD, Bi-LSTM,
One-class SVM) was trained and tested. Among the models, TranAD showed the best performance, achieving an
F1-Score of 0.99 and FPR of 0.005 in the FW Pump SpeedCmd Attack, and an F1-Score of 0.99 and FPR of 0.000
in the SG Level Setpoint Attack.
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Fig. 14. SG level anomaly detection(TranAD)
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Table 1. Performance Metrics of FW Pump Anomaly
Detection
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