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Abstract

This study aims to enhance the reliability of C2C platforms and create a secure trading environment by
developing an image integrity detection system that combines a CNN-based Al model with image metadata analysis.
To achieve this, extracted metadata is analyzed to establish evaluation criteria, and the metadata of a given image is
compared and verified to assess its integrity and detect plagiarism. For image forgery detection, the system utilizes
images processed with the HLS channel in the preprocessing stage and employs ResNet-50, a custom CNN, and ViT
models. Experimental results show that the ResNet-50 and ViT models achieve high accuracy, successfully extracting
EXIF metadata to determine image sources and detect plagiarism.
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Fig. 2. Fake image data
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Fig. 3. Non-fake image data
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okt initialize_model():
model_id = "googlehit-basepatch16-224"
mooel =ViTForimageQlassification.from prefrained(model_id)
# Set the model dlassifier to a new dassffier.
model. dlassifier = torch.nn.Linear(model.config.hidden_size, 2)
feature_extractor = ViTFeatureBxtractor.from pretrained(mooel_id)
refum model, feature_extractor

mood!, feature_extractor = initiize_moodl()
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Fig. 6. VIiT model output layer modification code
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Train Loss=0.0000, Train Acc=1.0000, Val Loss=0.0001, Val Acc=1.0000
loss decreased (©.000148 --> ©.000114). Saving model ...

poch 12: 10e%| NI 255/268 [19:09<00:00, 4.29s/it]

: 100% | I ss/55 [oe:39<00:00, 1.47it/s]

Train Loss=0.0000@, Train Acc=1.0000Q, Val Loss=0.0002, Val Acc=1.0000
ing counter: 1 out of 3

poch 13: 100% | 265/268 [17:25<00:00, 3.90s/it]

: 1eex| NI s:/55 [ee:38<ee:ee, 1.50it/s)

Train Loss=0.0025, Train Acc=0.9993, Val Loss=0.0131, Val Acc=9.9951
2

ing counter: 2 out of 3
poch 14: 1cex|NIEIEEIN 265/2658 [17:08<00:00, 3.84s/it]
: 1eex| NI sc/sc [ee:39<0e:00, 1.46it/s)
Train Loss=0.0073, Train Acc=0.9978, Val Loss=2.0022, Val Acc=0.9995
O3 7. Resnet-502| =& Z}
Fig. 7. Resnet-50 result

;. 100% | NINEEIEN| 2:55/265 [ee:43<00:00, 6.16it/s]
I | -c/sc [o0:11<90:98, 5.21it/s]

pss=8.8112, Train Acc=0.5812, Val Loss=0.8387, Val Acc=8.4937
pnter: 1 out of 3

: 100% | INNINEEEEN| 2::/268 [@e:45<ee:00, 5.87it/s]
I -cc5c [00:07<00:00, 8.14it/s]

pss=0.8121, Train Acc=9.5812, Val Loss=8.8177, Val Acc=08.4937
pnter: 2 out of 3

: 100% | NINEEEEN| 2:5/265 [ee:41<00:00, 6.49it/s]

I | -:/sc [o0:07<9e:00, 7.73it/s]

pss5=08.8127, Train Acc=0.5812, Val Loss=0.8137, Val Acc=8.4937
T 8 CNN Z2of &2 21t
Fig. 8. CNN model result
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ch 1: 100% || 2c5/268 [37:12<00:00, B.33s/it]

100k || -3 /5 [e2:00<00:00, 2.07s/it]

in Loss=8.8867, Train Acc=0.9996, Val Loss=8.8554, Val Acc=0.9967
oss decreased (inf --> @.855354). Saving model ...

ch 2: 100% | NNNIIIM| 255 258 [47:15<@0:00, 18.58s/it]

10k | I s:z/5: [e3:27<@0:00, 3.59s/it]

in Loss=08.9842, Train Acc=1.8€81, Val Loss=9.8596, Val Acc=1.0080
g counter: 1 out of 2

ch 3: 100% | NI 2c5/268 [1:01:26<@0:00, 13.75s/it]

100% || /55 [03:28<00:00, 3.59s/it]

in Loss=8.1528, Train Acc=0.9994, Val Loss=9.1812, Val Acc=1.00e8
g counter: 2 out of 2

ng initiated. Training stopped.
a9 VT 22 = Znt
Fig. 9. ViT model result
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Table 1. Example table with metadata

Image
ImageWidth 4000
ImagelLength 3000
Make samsung
Model SM-A336N
Orientation Horizontal(normal)
XResolution 721
YResolution 721
ResolutionUnit inches
Software A336ENKSUSDWLT
Date Time 2024-01-23 3:29:57 PM
YCbCrPositioning Centered
Photo
ExposureTime 1/60 sec
FNumber 1.8
ExposureProgram Auto
ISOSpeedRatings 80
DateTimeCQriginal 2024-01-23 3:29:57 PM
DateTimeDigitized 2024-01-23 3:29:57 PM
ShutterSpeed s
Apreture 1.69
MeteringMode Center weighted average
FocalLength 4.65mm
SceneCaptureType Standard
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Fig. 10. Image metadata analysis
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Table 2. Example image without metadata

Title Content
FilePath C:\User\admin\Desktop\...
FileName channels4_profile.jog
Name channels4_profile
FileLocation C:\User\admin\Desktop\...
FileSize 39409
DataCreation 2024-03-23 3:54:23 PM

DatalastAccess 2024-03-23 3:54:23 PM
DatalastWrite 2024-03-23 3:54:23 PM
PixelWidth 600
PixelHeight 600
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Algorithm 2. Image transmission code

sendMessage() {
if (this.newMessage.trim() == "") {
const message = {
text: this.newMessage,
timestamp: Date.now(),
sender: this.userName,
type: "text
file: this.selectedFile ?
URL.createObjectURL (this.selectedFile) = null,
3
socket.emit("sendmessage”, message, (res) => {
console.log("Message sent!”, message);

this.channelMessageslthis.channel.id].push(message);
this.scrollToBottom();
this.newMessage =
this.selectedFile = null

n.

i
} else {
console.error("Text send failed:", res.error);

}

a8 11, o[o|X| M& ZE
Fig. 11. Image transfer code

Algorithm 3. Image metadata extraction code

extractimageMetadatafile) {
return new Promise((resolve, reject) => {
/| Extract EXIF data from the image file
EXIF.getData(file, function() {
/I If extracted data is available, call resolve
if (this.exifdata) {
resolve(this.exifdata);
} else {
rejectinew Error('Failed to extract
image metadata.));

a3 12 fEdoly £& 2=
Fig. 12. Metadata extraction code
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