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Abstract

As the importance of software-centric vehicles have increased in the automobile industry, strengthening the security
of mobile applications such as vehicle control and starting through software has emerged as a major task. In this
study, we analyzed the security mechanism of the application and identified potential vulnerabilities targeting H
Company's APK. Using analysis tools such as Jadx-gui, Frida, and rootAVD, we analyzed the application's entry
point, analyzed dynamic code loading techniques, analyzed application protectors, and confirmed the possibility of
bypassing rooting detection. Through App datdrifting experiments, we confirmed the implementation status and
limitations of mobile applications used for startup, and suggested practical improvement measures for strengthening the
security of Software-centric Vehicles(SDVs) in the future. The results of this paper are expected to be an important
study in the security design and implementation design of software-centric low-volume vehicle applications.
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Command Examples:
rootAvD.bat
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rootAVD.bat system-images\android-33\google apis playstore\x86_64\ramdisk.img
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Fig. 2. Execute rooting appropriate for emulator type and
API version
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