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Abstract

Software security vulnerabilities are weaknesses within a system that an attacker can exploit to cause a software
system intrusion. Most security vulnerabilities are caused by security weaknesses within the software source code.
Therefore, it is important to analyze the software that makes up the system before it is executed in order to find the
security weaknesses and vulnerabilities that exist within it; the analysis can help prevent many system intrusions
caused by the software vulnerabilities. Among the various techniques proposed for analyzing source code, the analysis
technique of the source code before the execution is called static analysis. In this paper, the recent trends of the
static analysis techniques are analyzed, and future research issues are discussed. The analysis in this paper is focused

on the areas of information flow and access control for the discovery of security vulnerabilities.
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Fig. 1. Scenario of role-based access control
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