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Abstract

As private companies' online activities increase, cyber attacks targeting vulnerabilities in websites and web
applications are increasing rapidly. In this study, we analyzed public vulnerabilities(CVEs) on the public websites of
10 domestic private companies using Criminal IP, an attack surface management solution. As a result, 394 CVEs
related to WEB/WAS, network communication, and encryption libraries for secure communication were identified. Of
the identified vulnerabilities, 137 CVEs(37.3%) were vulnerabilities with a severity level of High or higher that
requiring urgent action, and 40 CVEs were Critical level vulnerabilities. For the identified core vulnerabilities, we
presented potential risks that could arise from them, and suggested technical and policy-level countermeasures for risk
mitigation and safe operation of public homepages.
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Table 2. Results of vulnerability check for 10 companies

Vulnerability None Exist
CVE existence [D)] - 10
Use not valid SSL certificate [@)] 7 3
Use vulnerable ports [3)] 7 3
Allow remote access [@)] 8 2
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