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Abstract

The CAN communication protocol lacks built-in security mechanisms, making it vulnerable to cyber-attacks such as
data falsification and modification. In particular, as illustrated by the recent Bluetooth hacking incident with the Tesla
Model X, inadquate security can allow malicious actors to manipulate or steal vehicles. To safeguard systems from
such attacks and ensure data integrity, a predictive model capable for real-time anomaly detection within CAN
communication is essential. This study utilizes CAN data extracted directly from Hyundai's Pavis model to train a
prediction-based anomaly detection model. Performance evaluation is conducted by comparing the actual driving data
with the predicted values. Also the performance of univariate and multivariate predictive models is compared and
analyzed to present the accuracy of each predictive model.

Keywords
CAN communication, anomaly detection, vehicle security, predictive model, deep learning

* A5 AZEY0FE AT - Received: Nov. 12, 2024, Revised: Dec. 03, 2024, Accepted: Dec. 06, 2024
- ORCID": https://orcid.org/0009-0005-2841-8008 + Corresponding Author: Sunoh Choi
- ORCID? https://orcid.org/0009-0001-2643-6019 Dept. of Software Engineering Jeonbuk National University Korea

o AR AZEo]FeT} WA A Tel.: +82-63-270-4784, Email: suno7@jbnu.ac kr

- ORCID: https://orcid.org/0000-0002-0654-7109


https://crossmark.crossref.org/dialog/?doi=10.14801/jkiit.2024.22.12.257&domain=https://ki-it.com/&uri_scheme=http:&cm_version=v1.5

258 CAN dlolg] 7|9t o5 Rd3 &89 2 ol &4

. A

i

A Asa= A A A x}xﬂOVb‘(](ECU
Electronic Control UnityE2 A% o} Z Ao7]&
2471 v 7S H9etH Awake 4 "]/‘E*
AoAgt1]. dFEHOoE AxE Aofshk= A
Aolst= AZl Ao} AX(BCU, Engine Contorl
Unit), W&7]1E Alofsts W&7] Ao AA|(TC,
Transmission Control Unit), 7% B3 AJ2:El(ADAS,
Advanced Driver Assistance System) 5°] UTh 7}
o715 W21 BEsA tlolelE Fatol A}
F U gt ZAEY Aes Feh

AsaE Yol A F2 AHREHE B4 ZEEZE
CAN(Controller Area Network), LIN(Local Interconnect
Network), ~ MOST(Multimedia ~ Oriented ~ System
Transport) 5°] ATH2]. 53] CAN T4l 74 d
g AHEE ZeEIZEA AF YA F¢ A
Bl glo] 7B U}O]ﬂiﬁiiﬂg} A5l AA
A8k S AAH

KN
=
KN
=

CAN w22z HAZE Ao 58L& 2t F4l 7]
&2, A5 dA, Byolm, ¢k AX, HEn
Hol 717] & ohd B 5% &9 daA

oggs sty ISO 11898 ®FS F39lH, 1S
CAN(High-Speed CAN)3} #< CAN(low-Speed CAN)
O dtH4).

o]#3 CAN WAE AA A BHolRtE &
A g FAe TV Wi, 25d Uk
gk Aty FAd| FHeket 25 7HA AL UTHS).

A5 A T3S AFY] UES A
Hske 91919 73]0151 AAstAY 71E HlolE
% zArste] o] BAHRA 4s Walste )

=
o =
41 A A% A B8 ST 4+ Ak

AA
HEAQ dZ 2F &3 5 RPME 223l A}ef
9 éE% SYAY AP B o] gHE T
A¢ @ & o 53 A% Fa Al J5el o
#¢ vAE ECUES BT A% g5 o
o] A% 98-S 718 & gk,
CAN 5219 Heol =mo| Hobye A% u 9
A AsEE BEss Bok Axde] BeAS B
[e)
o

AAL Heled dLA 588
AEE Aoz A
o Hold 45g w ek ol B3 APl B
oA © 4
g0l Tl 94 % ﬂza% ¥ .
2 =EodAME 2% CAN HolHE 8319
Ge19 71 olye 2de N et
ehebe BHle LSTMS &8ato] A=k Uf B
]l HlolEE "AlGtL o5 & 2
A & 9= Hol Yo daf A&sta gapd o
2 U8 5 gl AzEe Tk A

.

4
30
R
s

o}‘_.
oX,
T 2

21 97 Zaglg olgst A W HEYD

H. Lee et al[10] 2 W CAN UEL I of
3t 219 8x AxEoZ OTIDS(On-board Time
Interval-based  Detection ~ System)E AT
OTIDSE 2 Y FAlolA st 94 29
o oW WEH 0H-SF WAA Al Az
Ag Bl Bok 919 e YA A 4
e 2t wouh 94F &7 oA W& Az
A

ri&ri

o rlr m



Journal of KIIT. Vol. 22, No. 12, pp. 257-265, Dec. 31, 2024. pISSN 1598-8619, eISSN 2093-7571 259

AA 710} Soul 2] OBD-II EEOA 433k
CAN EZY Ho]HAl& A83t OTIDSY &4
< AFdon dolHAMe A4 el 3 DoS
4, 34 34, 7P 34 59 Augert x3
o] Aok o] HloHAlE 7|Wte g AQket W e
TEAS AFstder w2 AYgE=E wE A

HA7F 7Fs e HAT

e

22 CNN2 AtEet ol &EX| 7™

Y. Li et al[l1]& A WE]IY Aol F
o3& sty <8 NN 78E Ay g4 A
H(IDS)E AlSFsIATE VGG16, VGG19, Inception
HA CNN EPS ARS8l PSO(Particle Swarm
Optimization) 7|'H-& 83l H5& HHg)s 2
3}, Car-Hacking & CICIDS2017 Hlo]EJAlolA 99.25%
o429l B-A&3} Fl-scores 7]E3}HTE ©]= CNN
o] A Y 5 S &8¢ Aol

HhE B Al A= CAN HlolE 9] AJZhA
e A ol HEes #A ] A8
LSTM(Long Short-Term Memory)= AF8-3+CE CNN©J

a9

A
2
=%

[¢]

2488  Jdoe AHo] Utk B AT oS
EXS 7Moo g [STMO] CAN Ho|EolA] Adst
1’ BAE 7hsstA &S St it

O

23 CAN H{& =21 &X|E 2[2t AlX] 2F
2 7| = oFHHE

A-R. Cho et al[5]& CAN $419] Rl HoFy S
A3ty Y BHet ZHAAIE At S
A e, 7] 28 2 YHOlE, CAN WAIA dF
IREFE FTAYT 4 ECUE IEXE o 1)

] =712 WA

A3k HHsHAl alste] AAd719 QL
ot 7HEEE ol AAE 34 BAR

TS AFRE A %= CAN Data & IHE &8
3l 59 HIEY HAA JF FTE EFSH
AES-CTRE 5H}O|E9] Hlo|E|E 95 3lete] ~UF
345 BAZ o] WAUESS AAA T B
o

=

'

. RFSAt O|ER| &
3.1 o8 =%

B dAFoAE CAN FAloA BAskeE Ad 2
HIA HolE1E Shsgetr] S1s) drh 2] 2(Hyundai
Pavis) 2FFS Tl o2 HolHE FHSFATHI2).

HelBE +45t7] 918l CAN HIEH A &4 &
T2 CANoeE AH8-3FS1TH13]. CANoe= VectorAHoll
AR B3 e B AR ETE A
W HEHT A2"9 A, H2E #4 3 Al
gojdel g o] =75 T3 CAN Hx= 4
o HAAE BEYE P 7] 55to] YEHAY &
A& BT 4 gtk CANoedl Al 33 e
AccelPedalPosl, EngSpeed, WheelBasedVehicleSpeed
Al 7S 2 Hlolel 9] o= vt 2

3.1.1 AccelPedalPosl

7 ST A YERlE Folth £1Ap) 74
APe deh g QA enis a9 gl £
52 744 sgo] o wel Bl AL ofnldiial

3.1.2 EngSpeed

HES gho15].

AFe T 7R F 2HoA FREIT A F
& 2hoMe I8 13 o] AEE AA AdEl(0kmvh)
oM EWsle Al 6kmh7HA] 7RESSIATE Al
60kmholl =23 & 387 54 FHE FA3ICH

T Tole AFe et AAY ojnf
A9 dolHe A HgAd F dEHS vy
st A% HolHE Aodt

i
m\l



e o EARAE FH e 1E7] 9 32 Hlolgl 7|2 24

o Comparison of Variables Over Time
& Asjaisid, -
Constant speed at 60 km/h for 3 minutes
60 | §.
MWNM
50
=
£ 404
- f=4 1 5 2
= § ! = » W 5o s %0
$ 3045 : Comparison of Varisbles Over Time
> 3 i - R r————
< ¢
20
10 )
i
0
0 1 2 3 "
Time (minutes) ) T T T T
= R SR S . I N I I B B
Fig. 1. Normal driving } [P —
A 74 2Ae 18 29} 2ol AL HA :
Rl (Okm/hyoll A EEsted Al 60km/m7bA] 7H5e
o A% ckmhol EPE F 1R 5% FAL e
FARBT 1 O, AT £EE A4 Okmh7HA : f“ﬂ
oA ZhEET A% okmhe] E2F F 187 5 —
& FhE FARH. FY Fole AFe Aot e ——
AR, ol #H HeolHE 4% = W3}
oF A F Hs st ol HolE ,
2 Aojg. -
Car Speed Over Time
90 km/h for 1 minute b - “
90 i - — Comparison of Variables Over Time
E o 60 km/h for 1 minute E ; //
3 “ /
- i /
= A W
30 %I “ .\/\_,./\_\__,“/
E .
° 0 1 2 - Comparison of Varisbles Over Time
Time (minutes) = Eraipeed
a8 2 H™AFY . Lw
Fig. 2. Abnormal driving ) \ '

f UL»\J\L

|
o] 4o FAS E3] CAN FAloA AAa} n) lfwﬁhwd
B de TEE & gl Holgg dus o) al o

7IREe 2 HIAAY e AAICE BAE 4 e
ZY 7]uk oAk Blz] mule =3yl 5 T2 3 370 Z=of Fahole 3 oA olE
Held 7k o] | e 7R S Fig. 3. Normal data and abnormal data in three fields

ES

T
N
o
kW
S
(o
ft




Journal of KIIT. Vol. 22, No. 12, pp. 257-265, Dec. 31, 2024. pISSN 1598-8619, eISSN 2093-7571 261

I% 3 B FHEBD)H o FHLER)
Azt W4 AccelPedalPosl,  EngSpeed,
WheelBasedVehicleSpeed 2] Al7F H3}o] w2 W3}
& Hlwg ) =zoln

A WA Y] T Z= AccelPedalPosl 2] H3SHE
HolZth A4 F3ol| A= AccelPedalPosl %O
AaA FAHL F ¥l gle s Bl
ol F3Y Aole F == Fro| 43| A
st digo] Yehdth 543 A dE o)A
of sk FE2 Ak 7]o] W&o E <laf ¢
o Zlo=E odHnh

T WA o JgEe
5}“ HoEt A4 TR S571 HEH e

FAEAG, o) T Adle 54 AFAM &

H
= 97
A o] WAL o]l L gloz {4
Fd

e = 01> rEE e

WheelBasedVehicleSpeed ]

:'
o
"ﬂ HA 3o TjZ= EngSpeed®]
Zth. 8% F8AME EngSpeed’t 24
A A EE vnA kAl HES Bolth Hhd
o] F3oll A= EngSpeed’t 543] A3ttt WA

FS WEaE BOYH HES nAT ol 7
A F7H0E dldte] Floph wHlo] A AS)
WE o2 #3590

2t B TG o]} F "H
FHATE Uehd Zlolth A4 F3
Al AccelPedalPos1 ¥ WheelBasedVehicleSpeed= 0.99
9] Lo AAASFE Bo T WS4 7o 73 A

HAE Ko=) ¥HH EngSpeedi= AccelPedalPos1 ¥}
WheelBasedVehlcleSppedS’JrJ FEAI 4
-0.023, -0.0560.2 ol A F3 AgoA = ;_q
Q EAS Uehith

ol F3 Aol AccelPedalPosl T
WheelBasedVehicleSpeed 7S] AT+ 09622
A3 2 FES FAS L Ut EngSpeedS’Jr o}
ZY7+ 043, 0.62 F7}3)

Gk ol Aol A% FA F 1k FHOE 7}

S3e APOT A3} BE WS JBiol
SOl &S ojnla

%

§ 1 -0.023 0.99

g

% -0.023 1 -0.056

% 0.99 -0.056 1

s

J8 4, FAOo[EoA 2] TEZE A2t
Fig. 4. Correlation between fields in normal data

0.43 0.96

AccelPedalPos1
[y

0.43 1 0.6

EngSpeed

0.96 0.6 1

WheelBasedVehicleSpeed

O 5. O|A|o[E{of Mol =7t Aty
Fig. 5. Correlation between fields in abnormal data

33 29 Bt
B AToE A% 28 HolHE BEsi
# a2 zae Ba
39 mde 47 2 W AEe andos g
&% 5 9k LsTMY 84 F2E AolE vAY
FO£, bl Al AT AR kA ¥
g A @

=
=
|
1,
o
N
=
[o
r {

l

¢
rr ﬂllo

rulru



262 CAN dHlolg] 7|9t o5 Rd3 &89 2 ol &4

olgd E4L AF &3 vlojE9} 2o 4
ALl 23 HolEA o) FFe FASH:

2 Shs3 mHo St oA AAH
A7y A dtt wEbA, See B2 A&
AR A7t ARG & A odEY
HAel o7 gekst & 9l
4y o= mde Ak 4
WheelBasedVehicleSpeed H-E 98 Tlo|EHE AME
gk, g A-AA Y £EE 4=
dojt}, o] Hdl2 &5 Wl thdk AlA

Sigs3te)

1}
7}
o]

zdo AccelPedalPosl,
WheelBasedVehicleSpeed, EngSpeed & 3712 W&
QAo sl Wae e A #e A%
3 LSTM Edoltt. o] mdle g AAE b

B4 Agstel, ol AMe Holeg 7w
ne AF g2 dERE% mue Sesgd
(7). o gHe 4 HeledH 25 =79 9
AN7EA St HolElst of

|
2 23 g8 A= Wog AAY dole
_1/_,:
(o

o
|
oy
_);[_1‘
1
(o
oz
o
offt

A4 4L 4AsRA aadoE Aue o

=S Pl =9 L7)e 102
ARkl @ Wl 10719 d%d AAE HolH

Z shte] 9Y NA2E ALESH, AAE 9 RE
AA ¢ 7HA Y HlolEE YEoE AMgeta, o] ¢
ol o]ofAE Al t+1 9 #FHS 4= BX go=
AAgit), olget Wle &8s s 9 ohH
LSTM Ed= SgAzlen, ol &3l HAes
HE S SA3tA} gt

AR H3l A4S 7183 dolEd 60kmh
9} 90km/he] F37+ Q1 75km/hol S o T
oty Sy S S

{o

of

w
~
el
If>
1IN
i)

L
rE

2d9] 749 anomaly score= ZE O]
A S5 3He| AlolE VMO E A
a8 6048 Zo] &5 qEes T3] ¢
} threshold= F1 score’} 7H8 =2 AHoz A
tRem, 71 A3 Fl score: 1.0, precision: 1.0, recall:

1 o
b

£
>

=2
e

ol

ofr

L0028 BE A 2 o} HelEHE Ags] +ET
4 AT Threshold= 0.252 o2 AAF it

Anomaly Score with Optimal Threshold (F1-Score Based)

101 — Anomaly Score
==~ optimal Threshold

o o
o o

Anomaly Score (MSE)
o
<

o
[~

/

T T T T T T T T T
0 200 400 600 800 1000 1200 1400 1600
Sample

a7l 6. SHE o 29 2

Fig. 6. Univariate prediction model results

=3
5

Ui OhHE o) RdoA = AccelPedalPosl,
WheelBasedVehicleSpeed, EngSpeed Al 7} 42
o Zgkat AAg 7] o] L anomaly scoreZ
AAstt. £F FEE Tob] AT threshold=
SY8HA FI score?} 718 2 AFCRE HASAC
™, 71 A3} Fl score: 0.936, precision: 0.882, recall:
0.997¢] A%< YERATE Thresholdw 022102 A
= At

O o=

wds} e o wd
23}, ki ol

R
ARt thiE oS 2dlo] ¢



Journal of KIIT. Vol. 22, No. 12, pp. 257-265, Dec. 31, 2024. pISSN 1598-8619, eISSN 2093-7571 263

=

S A5 BHeom uwE P2 Fl score
precision, recall &5 1.0= 7|53}t
ol t¥F dF 24 7§ AX RPM
sheol AEEED, S5 2712 W Flo] Mol
I

oJ3l RPM gro] 238 7+As)

rlo

]

Anomaly Detection with Optimal Threshold

10 —— Anomaly Score
--- Optimal Threshold

Anomaly S
°
=
{
\
V
V

) MWJ'J

0.0

[ 200 400 600 800 1000 1200 1400 1600
sample

O 7 CiHE ol E =Y AL

Fig. 7. Multivariate prediction model results

1,
lo
oX,
N, ol
[o
N
=
o
of
ol
N
o o
ol
L N

-

e

12}

fo

N

X0

o

o

rir

o
2 1% rE o o

rE
¥
i
e
ng

By P
o o
¥ re 9
-
2,
>
rr
e
4z
(g il
o
r\j
)
>
ofo
glg
&
fo ng

oy

glg

K7)

N

N,

lo
; o

- »
ox 2 flo

o,
v
g

kv)
g
ol

p

o
-4
Hy
ot
o m
b
X

o
3

o

o

o rlr

N

3

H1 b

o
K yo o

w rlr
>

' oS 1z,
N e

2
re
i)

Rl S oot of o Lo
N
o2
: N
Y
=2
>
oX,
r
[o
Ho
N
N m?l_:

B ATIAE CAN B4 HolHE F83e] A

(1]

References

V. Siddhartha V, S. Yaji and N. Kalappa,
"Comparison of CAN, LIN, FLEX RAY and
MOST in-vehicle bus protocols", Journal of
Emerging Technologies and Innovative Research
(JETIR), Vol. 6, No. 4, pp. 160-165, Apr. 2019.
D. K. Nilsson, U. E. Larson, and E. Jonsson,
"Efficient In-Vehicle Delayed Data Authentication
Based on Compound Message Authentication
Codes", 2008 IEEE 68th Vehicular Technology
Conference, Calgary, AB, Canada, pp. 1-5, Sep.
2008. https://doi.org/10.1109/VETECF.2008.259.
Y.-K. Kim, K.-R. Ryu, and C.-W. Hur, "A Study
on Transmission Protocol for Controller Area
Network", Proc. of the Korean Institute of
Information and Commucation Sciences
Conference, pp. 836-838, May 2010.

D. Y. Choi, Y. H Yoon, J. H Oh, and S. E.
Lee, "High-Speed CAN-FD Controller for
In-Vehicle Network", Journal of the Institute of
Electronics and Information Engineers, Vol. 56,
No. 12, pp. 109-116, Dec. 2019.
https://doi.org/10.5573/ieie.2019.56.12.109.

A-R. Cho, H-J. Jo, S. Woo, Y.-D. Son, and
D.-H. Lee, "A Message Authentication and Key



264 CAN dlolg] 7|9t o5 Rd3 &89 2 ol &4

Distribution Mechanism Secure Against CAN Bus
Attack", Journal of the Korea Institute of
Information Security & Cryptology, Vol. 22, No.
5, pp. 1057-1068, Oct. 2012. https://doi.org/10.
13089/JKIISC.2012.22.5.1057.

[6] OCSLab, "CAN intrusion dataset”, Hacking &

Research  Lab,  https://ocslab.
hksecurity.net/Dataset/CAN-intrusion-dataset
[accessed: Nov. 30, 2024]

[7] S. Hong, "Research on Countermeasures of
Controller Area Network Vulnerability", Journal of
Convergence for Information Technology, Vol. 8,
No. 5, pp. 115-120, Oct. 2018. https://doi.org/
10.22156/CS4SMB.2018.8.5.115.

[8] S. Lee and W. Choi, "Periodic-and-on-Event

Message-Aware  Automotive Intrusion Detection

Countermeasure

System", Journal of the Korea Institute of
Information Security & Cryptology, Vol. 31, No.
3, pp. 373-385, Jun. 2021. https://doi.org/
10.13089/JKIISC.2021.31.3.373.

[9] 1. Sucholutsky, A. Narayan, M. Schonlau, and S.
Fischmeister, "Deep Learning for System Trace
Restoration", 2019 International Joint Conference on
Neural Networks (IJCNN), Budapest, Hungary, Jul.
2019. https://doi.org/10.1109/IJCNN.2019.8852116.

[10] H. Lee, S. H. Jeong, and H. K. Kim, "OTIDS:
A Novel Intrusion Detection System for in-vehicle
Network by using Remote Frame", 2017 15th
Annual Conference on Privacy, Security and Trust
(PST), Calgary, AB, Canada, Aug. 2017.
https://doi.org/10.1109/PST.2017.00017.

[11] Li Yang, Abdallah Shami , "A Transfer Learning
and Optimized CNN Based Intrusion Detection

of  Vehicles", IEEE
International ~ Conference on  Communications
(ICC), 2022. 10.1109/1CC45855.2022.9838780

[12] Hyundai Motor Company, "Pavise - Exterior

System  for Internet

Gallery", Hyundai Motor Company,
https://www.hyundai.convkr/ko/c/products/truck/pavis

e/gallery-detail/exterior [accessed: Nov. 11, 2024]

[13] Vector Informatk GmbH, "CANoe Product
Information",  https://www.vector.com/kr/ko/products/
products-a-z/software/canoe/  [accessed: Nov. 11,
2024]

[14] B. Park, B. Joo, K. Jung, and J. Park, "A Case
Study on the Application of SEooC to Evaluate
Hardware Element for the Accel Pedal Sensor",
Vol. 29, No. 7, pp. 609-620, Mar. 2020.
http://dx.doi.org/10.7467/KSAE.2021.29.7.609.

[15] C. K. Song, M. Uchanski and J. K. Hedrick.,
"Vehicle Speed Estimation Using Accelerometer
and Wheel Speed Measurements”", SAE Technical
Paper, pp. 1-10, Jul. 2002. https://doi.org/10.4271/
2002-01-2229.

[16] Jeong, J. (2021). A study on occupancy detection
method using indoor temperature, relative
humidity, CO, , and illuminance values. Journal
of the Korean Institute of Information Technology
(JKIIT), 19(6), 81-88. 10.14801/kiit.2021.19.6.81

[17] C. Zhao, H. Dang, Y. Wang, J. Wei, and K.
Honda., "Individual Variation of Morphological
and Acoustic Effects of the Nasal Tract", 2013
IEEE China Summit and International Conference
on Signal and Information Processing, Beijing,
China, Jul. 2013. https://doi.org/10.1109/ChinaSIP.
2013.6625356.

SN

0| 8 % (Yongjoon Lee)

2019 3¢ ~ A . Audista
AZEg o) Fst} Aty

20239 7€ ~ @A . AEUR
ATPEAATE A7

W DRl AR AFA B

<L HOlHEA, A3AT




Journal of KIIT. Vol. 22, No. 12, pp. 257-265, Dec. 31, 2024. pISSN 1598-8619, eISSN 2093-7571 265

2 M 2 (Seongkwang Kim)

20004 39 ~ B4 AR
AZEg ) Fst} At

204 1€ ~ A . AEYsw
ATPEAATE A7

2o} © A5PH, AFa B

gz AR Yo Y

z M 2 (Sunoh Choi)

‘ 2005 2¢¥ - 1HUIgw AFE T
I (e18Ah

20143 59 : Purdue Univ. ZFE
T (A

20143 8€¥ ~2019d 2¢¥ : ETRI A
RHZRE AddTd

2219 3¢9 ~ @A AEUIW

Edol gt Fa

HALOF : AFAES, A EL, AT Rt

Ear)



	CAN 데이터 기반 예측 모델을 활용한 차량 이상 탐지
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. 자동차 이상탐지 방법
	Ⅳ. 결론
	References


