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A Complexity-Enhanced Self-Reconfiguring Random Number
Generator using Big/Little Endian Concept
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Abstract

In this paper, we analyze the de facto standard NEC infrared communication protocol and modify it to use a
16-bit address space, thereby allowing the target system to accommodate up to 216 sensor nodes. We have designed
a simple yet effective self-reconfiguring pseudorandom address generator to increase cryptographic complexity. This
generator repeatedly supplies the previous outcomes of two S-boxes, which act as a random seed and self-reconfigure
their values each time address encryption is performed. The proposed self-reconfiguring pseudorandom address
generator only requires two 16-bit 256-entry S-box tables and a pair of 8-bit XOR logic operations, making its
structure straightforward. The results from the proposed address generator exhibit better statistical features than those
supported by the commercial library function. The rag e3 version displays only 23 redundant values out of 2000
samples, showing a 24.5% reduction compared to the randomness of the commercial software.
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