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Design of an Integrated Data Architecture for Safe Operation of
AC/DC Hybrid Distribution Network using Cyber Physical System

Jong-hyeok Park*, Yeong-Su Park**
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Abstract

As the generation of renewable energy and the demand for DC power increases, the importance of DC power
source is becoming more important. Therefore, for long-term improvements in power efficiency, the integration of
existing AC power grids with DC power grids is essential. This integration can minimize capital costs and enhance
operational efficiency. However, the difference between AC and DC systems results in varying types of safety issues
and different responses. To address these issues and ensure the safe operation of AC/DC hybrid distribution networks,
risk prediction through real-time data collection, analysis, and simulation using Cyber-Physical System(CPS) can be
introduced. This study analyzes the requirements for adopting CPS in AC/DC hybrid distribution networks and defines
entities such as real-time simulation, event simulation, and safe operation-fault disaster scenario simulation, which need
to be performed by the CPS module and data modeling was conducted. Based on the AC/DC hybrid distribution
network test-bed, the proposed data structure and call mechanism require approximately 0.07 Mbps of bandwidth,
which is sufficient to support multiple concurrent users, making it suitable for real-time simulation data structures.
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Table 1. Requirements for CPS in AC/DC Hybrid distribution networks

Real-time and scenario data integration

Category Requirements Detailed requirements
CPS analysis data integration Visualization through Integration of 3D models and CPS simulation
CPS simulation of Human and material accident scenarios in
Safety disaster scenario simulation  |Startup / Shutdown / Normal operation / Mode change / Abnormal
operation conditions
. ) ) The CPS module performs simulations using electrical, thermal, and
. Test-bed equipment data simulation . .
Functional multi-physics models.
requirement Integrate sensor data and simulation

- Integration of cyber physical simulation data for safe operation &
fault disaster scenario
- Real-time integration of equipment sensor data

Event data integration

The event data recorded in the operation system is integrated and
retrieved to implement CPS simulation

CPS simulation visualization system

requirement

Data Periodically infer equipment sensor data through the CPS module
and visualize the predicted values
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No. Entity — Entity

Relationship

1 |CPS module - Test-bed sensor data | . .
simulation.

Test-bed sensor data is integrated with the CPS module in real-time for

2 |Test-bed sensor data - Event data

Event data When an anomaly occurs in the sensor data status, it is
recorded as an event case. The sensor data can be retrieved using the
timestamp and equipment ID stored in the recorded event data.

3 |CPS module - Event data

Event simulation is performed by defining the event data ID.

4 |CPS module - Test-bed sensor data |.

The test-bed sensor data retrieved using the defined event ID is input
into the CPS module for simulation

disaster Scenario

CPS module - Safe operation & Fault|The safe operation & fault disaster scenario data is used as input to
perform a simulation of the scenario
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Table name Testbed_Sensor
Key Column name Type
PK Time DATETIME
PK Equip_ID VARCHAR(20)
Equip_type VARCHAR(20)
State_initial VARCHAR(20)
Temperature INT
Phase_current FLOAT
Current FLOAT
Voltage FLOAT
Apparent_power FLOAT
Active_power FLOAT
Reactive_power FLOAT
Power_factor FLOAT
State VARCHAR(20)
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AC grid DC grid
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AC DC
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lines lines
DC

- distribution 9
board

webA Bt Fak Aol sk & 33} 3 49
el dold B tolH FRF FE HEoE
HEYT B2 A&Esty 1 2342 nigog

EQA Fo} o FE Adsth

FE 30 A" wlolE HolEe wt2H AA T
o|Hl= 1702 DATETIME, 47§2] VARCHAR(20), 1
NSl INT, 7719] FLOAT E}Y] Hlo|HZ FA=
olE dloJHE 3708l VARCHAR(20), 17]<]
DATETIME E}S] EloJE|2 FAHET A4 HolH
T 12 992 71551, ol B £ A
MY 5 1Esty YEYI HaE AESY
o UESA Fahke 189 HEAE A4 HelE
HAE $Aalse ﬁéL Hal Aol el Ar=st
Ak B H3le A (DI Zo] AkelaeH, 4
(1)9] Data type size byteS] THE Aol we}
21 (2)9] Alxt HANAHE byteE bitZ TSI T

L (Datatypesize X numberofdatatype) (1)
x Equipment Count = DataTraffic

{((5x1)+(20x4)+(4x1)+(4x7))} )
X 8 X 75 = 70200 @

S

| 2014 AE8 Axjel o
Z4zF oF 0.07 Mbite] E
A59 Heold +5 7]
3 Bax A 007 MbpsE zte=t) o)
k2191 100Mbps LﬂE 3 S7AA HTH 1400
AEAE FE3ke As BAY ok

o
i é =
rulo
e
o=
>
)
ui

ol
—_‘_"-'4 r-|—’ Oﬁ; d
(m o=
Ho

e
=

¢

£ rr o {7 Lo

of
Lo

s HEHZ $
BAME EA AHEAE T3 zliﬂ T 7] o
& b AEHOIAS g ol ?LZE L
AAZE ANEGO)AS YIS dHolH Fx

OS2 ACDC & v &A1 UH

R
R
A% ARl B & Yk ol 7129 AC AF
AeEgs) g2 4L 2= DC A% AgY £
olAe] b4 ol 2 dFe vA 5 Ao
v. 2 &

%} &?*}%% el EAAG, BT
Mg Bd S e AAE) 9w
Vg BE Azl AN AE, oMIE AE
o4, Qe D LAAG Al ABEolae

ol
T
==

4
)
b
L
e
o
o
1
fz
re
2 41 L
©
L
oz

o
VST

ot o&x@%@ 23 H Akl Ageol
2 5o 0% 2 A% HRIHS s AL A
Aol NBAOIH T & Y A2EE FE3He] W)
A% A eYE G & G B, olef
BUY Hold 2 23 A3t AD oyl 3

HEAQL Aol A oF 0.07 Mbps«] feEs ast
o, 100Mbps WEHZ 712, Hoh 14009 A
AEAE R & glomz AN HolE £

Aol felste.



226 AC/DC Hybrid #d7 d £9< A% 7 22 A2" §9F vloly oA A

AEHOZ, AC/DC Hybrid WA AAZE 7}
A B AAHS £ oA £98
S¢F dolH opdA7L a3 J&E s, o
o WA A S
2 4 ek
5ol 3D Bdo] AAE Eﬁﬂ 7P &Y
A EY oA} M| Holele AlZtgl
ataL k. ol& B3l wiHT AlaE &P B3
gk AR HEHE B B oE AHE ol

>

24¢ UY & =2 @ gl AYH 53
dlole] o7elH

HHE Tl Ase AST dAolH, o] Higo
2 AAA] AL 7HsAE =Y Aot
References

[11 M. Y. Yang and J. S. Park, "The economic
impact analysis of the 10th Master Plan for
long-term-electricity", KEER, Vol. 22, No. 1, pp.
135-158, 2023. https://doi.org/10.22794/keer.2023.
22.1.006.

[2] S. Y. Kim, S. H. Lee, and J. O. Kim, "The
Economic of Renewable
Penetration Based on Grid Parity According to the
Ratio of DC Power Supply", Journal of JEET,
Vol. 61, No. 1, pp. 1621, Jan. 2012.
https://doi.org/10.5370/KIEE.2012.61.1.016.

[3] Y. Liu, Y. Peng, B. Wang, S. Yao, and Z. Liu,

IEEE/CAA
Journal of Automatica Sinica, Vol. 4, No. 1, pp.
27-40, Jan. 2017. https:/doi.org/10.1109/JAS.2017.
7510349.

[4] K.-J. Park, R. Zheng, and X. Liu, "Cyber-physical
systems: Milestones and research challenges",
Comput. Commun., Vol. 36, No. 1, pp. 1-7, Dec.
2012. http://dx.doi.org/10.1016/j.comcom.2012.09.006.

[5] A. Berezovskyi, J. El-khoury, and E. Fersman,
"Linked Data Architecture for Plan Execution in
Distributed CPS", IEEE International Conference
on Industrial Technology (ICIT), Melbourne, VIC,

Evaluation Energy

"Review on Cyber-physical Systems",

Australia,  pp. 1393-1399,  Feb. 2019.
https://doi.org/10.1109/ICIT.2019.8755245.

[6] R. Baheti and H. Gill, "Cyber-physical systems",
The Impact of Control Technology, Vol. 12, No.
1, pp. 161-166, Mar. 2011.

[7] H. Taherdoost, "A systematic review of big data
innovations in  smart grids", Results in
Engineering, Vol. 22, pp. 102132, Jun. 2024.
https://doi.org/10.1016/j.rineng.2024.102132.

[8] S. H. Kang and B. S. P, "Establishment and

+35kV. - MVDC
Demonstration System", The Korean Institute of
Power Electronics (KIPE) Magazine, Vol. 27, No.
5, pp. 44-49, Oct. 2022.

[9] K. S. Kim, B. M. Im, S. S. Choi, S. Y. Chi, and
K. H Yoo, "Design and Implementation of
Web-based Virtual Twin Model for
Synchronization between Physical and Cyber Space
in Manufacture Industry”, Journal of KIIT, Vol.
14, No. 2, pp. 115124, Feb. 2016,
https://dx.doi.org/10.14801/jkiit.2016.14.2.115.

Demonstration  Plan  for

XMAL2IH

gk £ & (Jong—hyeok Park)

2024 29 : Seshn
3}3h3-3t k(33 Ah

2022 11¥ ~ 2049 11€ .
157)ed7Y A+

202493 12€ ~ dA
NIYAAAATE A7

HA]Rol . FA a4, A ®A},

4 AA

8k o4 2= (Yeong-Su Park)

20034 2¢ : Addiskn
73t FeH AN

0119 124€ - (¥Y)&78edhea

- A
_ 0124 1€ ~ A a5T|E
A7

Bk TAY A%



	AC/DC Hybrid 배전망 안전 운영을 위한 가상 물리 시스템 통합형 데이터 아키텍처 설계
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 가상 물리 시스템 기반 데이터 아키텍처 설계
	Ⅲ. 데이터 모델링 및 설계 환경 테스트
	Ⅳ. 결론
	References


