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MQTT-based IDS Evasion Method using GPT
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Abstract

The Internet of Things(IoT) supports seamless communication between devices through the lightweight protocol
Message Queuing Telemetry Transport(MQTT), which is widely applied across various fields due to its advantages in
efficiency and scalability. However, the rapid expansion of IoT has raised significant network security concerns. In
particular, the lightweight and non-standardized characteristics of MQTT traffic, coupled with the continuous evolution of
attack techniques, have exposed the limitations of existing Intrusion Detection Systems(IDS) in effectively detecting such
traffic. This study proposes a method for generating MQTT data capable of evading IDS detection by leveraging
Generative Al, specifically Generative Pre-trained Transformers(GPT), to enhance IDS detection performance. By training
a GPT model on preprocessed normal MQTT data, malicious MQTT data were merged and synthesized to create datasets
capable of bypassing IDS detection. The generated data are expected to facilitate the analysis of IDS vulnerabilities and
contribute to improving detection performance through the enhancement of training data and model design.
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