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Abstract

Recently, big data analysis technology has garnered significant attention. When personal identities are exposed
during the handling of big data, it can lead to social issues. However, existing de-identification methods focus solely
on preventing individual identification and cannot prevent the analysis of group characteristics. This paper analyzes
the limitations of existing de-identification methods, particularly pointing out issues related to group characteristic
analysis. It proposes a new de-identification technique based on dimensionality reduction to overcome these problems.
The proposed method can only extract de-identified data for authorized individuals, and unauthorized individuals
cannot extract de-identified data, which can block group characteristic analysis. Additionally, it is safe from data

inference attacks and re-identification attacks, allowing for secure data sharing through cloud environments.
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Table 1. Plaintext and de-identified data

Original data De-identified data

Height | Weight | Age Height | Weight Age

188 68 23 | 184.950 | 680433 | 19.7982

178 80 19 | 181.901 | 79.9445 | 23.0958

164 84 49 | 160.578 | 84.0486 | 45.4075

157 68 45 | 158906 | 67.9728 | 47.0011

170 a7 38 | 168670 | 47.0189 | 36.6037

188 66 18 | 187.328 | 66.0095 | 17.2949

168 46 29 | 171.959 | 459436 | 33.1572
172 68 43 | 167.380 | 68.0656 | 38.1503
160 88 39 | 163.365 | 87.9521 | 42,5330

160 74 46 | 150.959 | 740005 | 45.9578
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Weight 68.9 68.89994
Age 34.9 34.89995

et %B‘JH% Afeta Qe A S

4 5 AAE st H)

B3l wlolH F2o] skt ® 1904 Yehd

A3 2o AMGE Afrghd A7 A

T e v 2o WA, A8 dolHd %
35 YT 2 dolH BB zZe offg 2

o] ¥ 4 9lck

=
=

[ 1.6518 —0.0679 —1.0726]

0.7079 0.8374 —1.4331
—0.6135 1.1392 1.2709
—1.2742 —0.0679 0.9104

7= 170.0472 —1.6522 0.2794

1.6518 —0.2188 —1.5233
—0.2360 —1.7277 —0.5318

0.1416 —0.0679 0.7301

—0.9911 1.4410 0.3695

1—0.9911  0.3848 1.0005 ]
2T 4P 7= ALY 299 9P 7
B Fael IR BB Cake ARG 5 Ak

1 L1111 —0.2029 —0.9316
c= jZTZ =]-22029 11111  0.2130
" —0.9316 02130  1.1111

o TR AW CEIE ANE La
FUEE e o

A= (2127757, 0.179497, 1.02608)

0.67853  0.70619 —0.20221

—0.27791 —0.00803 —0.96057

—0.67997 0.70798  0.19081
A AN LR dolHe $AHE e
o &, afgkel 255 Ay HelHE 7%* é}

ARETa 2 9o afEe] A7E VE
e e mRgE TREEz} ﬁwo%q
A wAgk LHEEE v EHogE FHY,

A7bE gl she] sfEofof At

A = 2127757 , A, = 1.02608

0.67853 —0.20221
v, =|—027791] , v, = |—0.96057

—0.67997 0.19081

of HE& AR FHoT FGTh o] HIN
IR ﬂ]o]a‘— zz\gy‘f zd| W} ATAEY, =

E 3. PCAZ Atdl =2 Ho|g
Table 3. Data dimensionally reduced using PCA

PC1 PC2
1.868972 -047344
1.222085 -1.22101
-1.59705 -0.72774
-1.46474 0.496586
0.237153 1.649947
2217347 -0.41449
0.681626 1.605804
-0.3815 0.175901
-1.32421 -1.11326
-1.45969 0.021708




124 A4 Z4&

€ o434 ey wEst 71y

% 3¢ peAZ A9 F28 HoHE e,

AT Holge 2= AW, FEHolH,

APIGOoZE
o]ﬁu}oi

o} 3 g olojEwtez E
oWt Puel WE 54 BAE 4

(e}
N2 4 oy, A Y F4E b
= Y& dolHE Bds)7t v

A Rde]

Pt 4 ol

e HolEs T8 4 Uk
B Ao Ao A dolHE 1Y 73 2
o] ZeheT 993t A=Y Feo|dE AgHTt

N

s N (e )
. Ay = 2127757, Ay = 1.02608 or l
[ () Wy
[ ) 067853 —0.20221
=|-027790| , 0, = |~ 096057
‘0 U ogiesl L oaooso 1_322;72 02%4
<= 122208 -1201
4 — -159705 072774
R PCA- B
Data Analysis 16450 reduced 0267153 1649947
o Lot 2017341 041449
- ,?,, 520 Oxia 0631625 1605304
8 ldentlﬁed 03815 0175901
[ Dt 13421 -1.11%6
— -1.459%9 0021708
Trusted Client Cloud Server

J \ _

J& 7. 2 dloleel ME HY

Fig. 7. Storage area for each data

-5 Myl PCAR A =48 dolH7}

A7 o

gom, g JHE QE APl 5O2 A

%%71] 87} JsE gy ARE g aut
T LHHEE AT QO EE, Q17HE Ao

3]— oﬂ /\1 Z]—

9 FZo|

=49 tolE|ZHE] BlAES Holg
7Fesith ol¥et g WAls F3ke] H

A8} vols AP IR FuF 5 Ytk

413 H39) A9 5 2%

PCA Ao HZo A 8 A= A2

golEe 2938 AR &3 o}~l:ﬂ ZQ93 g
o 29 22 AN vt Ae] FR &40

e,

A8 Sadjel sl $o9

% 27e)

(Scree plot)S
= AXJ ,]

dlole £4¢ a84d<= ﬁs}oq 24le
1

s 2

Z
NANE A 58 BRI 9d 2ae EF
o

=
ARt ARE B Hles V)E

A9 AR HE AP

oZ:
S
-
=
o
o
o L
) l"
rir ruT
e

HolHE HEsha

= A3 peast
510 2~
Fe) Ago Hashe o] AP ¢ % Ut
A - L B R a oo
- °
. =
< -4
Im °
g \A‘/// §
[7] /(\\ £
s [ s
Z \ X
i s
= 02
o B e S SRR

Number of Dimensions
a8 8 At $ ZMS 9% 238 B

Fig. 8. Scree plot for dimensionality determmanon

ok 2 ERo A o FhHE An
e HolE] R BE A 2 AT U
F4o] o olg. QB dolHe 54¢ AR
S MAEsE Yol TRt nAYEE O
2 QE AHE A BT FEo] Tl
Az oleig MlAs HolEE 338 4 At



Journal of KIIT. Vol. 22, No. 10, pp. 115-127, Oct. 31, 2024. pISSN 1598-8619, eISSN 2093-7571 125

422 A FA (Re-identification attack)
7FEske il AEARE tiAshs W oE )
AH3LE s, Y tolE o] dudS 1A
st o] A ThsAo]l Stk &g dloE
na7)s A8 AS, eAEHA ¥ F

A3 AR h2E FF ANEo] 458 F Uk

[l

r—{n:
(o
u

0] e F429] AFIE HOlEE H17194 3
o Al B a2 Fus] F4A7 HolHY
Ko

sefas] whs- of A ek

431 AR &2 HA43}

Agkele WA 4 deolHe T3 54
FAZ BN e Faeta B Hge
Az A& dHeolHe HH &4 Aot
954 3 B Al L& dlolE el thh v
A9l EAo] wAstE g WAt HolHE 9

Holg2 HEe7le wff oHde &
S AlEslHA, w3 nAEs} 3 3ol A
AL AR Sty DAYATIER Hlo]E 3
SAA Aoy Ade] 54 B4 & a8FeR

FR 5 ek el Itk

k)

e 12

N,

432 HlolH sjHe 4

Aokt e
A& Uz 7R3
A

A o

A BAgolt LEE o324 ke Aol Ao
w oleid 540 wheh Hlele) B4, wAled 2
9 5ol o] 7Fssich

433 AA] 2 Blgloly Ead &8

A WA DAMES DG b A

gtk olelgh S wEs) H]O]Eioﬂ rﬁd A
Aole] g7HA] Wete g 288 & gtk

s Xﬂ?}i Hhale A glolElz} ofd 4
oERtE B5eir ol gk w2Es} do]E
=2 *M% T 3 04]24_144 2= Mupe] v
dlolEi7F Boid A9, 578 7%l we 97 A4E
S FE5to] Hl*‘mi‘r—% T ALEE A
&l 7Fssith

44 7|E gA{De] vl =9

o
WAk 282015, mhebd WlAusE ol
MARE AGH AuE R =
o o Aoz PaSeE
& Bl Fas

—Ho e 2
o
ol
N

%%J %ﬁi}—a— 63 o}
L

=
=
r o
1>
e
oxl
.

.ﬁ
>

Mot oo bOoJfm
>

oz
N
e
N
N
2
>
rir
ol
Mo
.
o
o,
N
N
olr
P,L
o
b
]
o,
1-()1(

R
= 1o
> = rlo
e >
R
o,
ol
o
o
e
r'E
o

B

N oo g
o
=

=3
bl
ftl
)
o
flo ra
Ku)
fr
o
o,
>
fo H
ol
[
N
Mo
)
g
Kl



126 A9 28 ol8% 3 Hole wAus} 7Y

o
2
>
o
3
1>
rlo
N
o,
18
i)
o
ofr
o,
rlr
Mk
o
N
bl

i

X Ho (o

E B
o
il
>
)
QL
£
J
rio
o
¥
o
ol
v
K
‘_
iny
_E
e

[0 o
Hy
[
o
o,
=2
x

FI i3
AN
N
18
M)
<O,
2
=
).
>
o
)
=
o=

il
o8
e

N

N,
rr
%?i

o nusgs B4 P YA

w =wiM AL A2 H

2y

o

N

N

%0

:l .

Agslolol ajbl, 253 5

RO PO (G s S U

e
to,
rr to
ok
S
(o
Hﬂ

W2l A KoM
< O otk F2l 4947} Tk 71 Bl
2 £ dgos easpA At

=E3A 43 bdsHAl FH7t
(e}

Hdole] £4 71ee o] el oS 7HA
< T 9;101 Zge Zlgelt. 22y ol#g v
ol T4 HAHM HH =& P2 WAk
3k, %3] MAFRY FAE HdsiA Heshs
Holg] Hl4¥sh= Bpoleta & ¢ Qo

AB7HA B2 HAEE} daiglFe] Ao 9
ou, A iz T AAEse] Ads Ad
g B4l mE AH =etelAl sl it Ad
o] sttt wWetd & w=welAe o3 24
€ SEstaL HyolHE A HAEE &
AZE wlolE s 7)Es Akt

AL WL PCA 7R AFAF29; RS o]

&3to] HlAdskE HolHE 44T & 9o, vl
Adste el T, B soA Aridle §
14 A7} 7hssithe Aol o

T3 F/EE HolHE Aol F4F Holgd

_11m

>.3
e 2y

)

@stel Fhapel, Y doleE a}%z A, 2
E AP, FFUOIE S A8 AA} b5t
o e 3FA7} ol tﬂOlEii SRS
A2 U2E 5 AN AES T 5 gk
@ 243 % 2492 i 25 Tl 3

HE ox) Rapd wAEs) oy
[e3]

rfe
rO
-
rlr
oo,
fol
ot
N
o
re
R:)
>
e
>, fot,
o
1>
=2
Ay
QL

i e awmw} O@M i 2

3, 2o HASE Z HolHE &%
A4Y 2945 =35, A 2 a84s B4
AT B =RolA AR BAL U] e
AAPE e b - F HlEo]E &4
AAE FH3ted &8 s o= 7|
o BF AAZ 44 dolrd H9HA @ e
gk Fefo] dlolEl s} HAEs HEo] Thedt
WA @psng g

References
[1] D. Sanchezz M. Batet, and A. Vigjo,

"Utility-preserving privacy protection of textual
healthcare documents", Journal of Biomedical
Informatics, Vol. 52, pp. 189-198, Dec. 2014.
https://doi.org/10.1016/].jb1.2014.06.008.

[2] J. Oh and K. Lee, "Data De-identification
Framework", Computers, Materials & Continua,
Vol. 74, No. 2, pp. 3579-3606, Oct. 2022.
https://doi.org/10.32604/cmc.2023.031491.

[3] A. Kovacevi¢, B. Basaragin, N. Milosavljevic, and
G. Nenadi¢, "De-identification of clinical free text
using natural language processing: A systematic
review of current approaches", Artificial Intelligence
in Medicine, Vol. 151, pp. 102845, May 2024.
https://doi.org/10.1016/j.artmed.2024.102845.

[4] Y. Xiao, S. Lim, T. J. Pollard, and M. Ghassemi,
"In the name of faimess: assessing the bias in
clinical record de-identification", Proceedings of
the 2023 ACM Conference on
Accountability, and Transparency, Chicago IL
USA, pp. 123-137, Jun. 2023.
https://doi.org/10.1145/3593013.3593982.

Fairness,



Journal of KIIT. Vol. 22, No. 10, pp. 115-127, Oct. 31, 2024. pISSN 1598-8619, eISSN 2093-7571 127

[5] C. C. Aggarwal and P. S. Yu, "A condensation ‘ AT

approach to privacy preserving data mining",
International Conference on Extending Database
Technology, Heraklion, Crete, Greece, Vol. 2992,
pp. 183-199, Mar. 2004. https://doi.org/10.1007/
978-3-540-24741-8 12.

[6] T. S. Gal, T. C. Tucker, A. Gangopadhyay, and
Z. Chen, "A data recipient centered

ol = & (Donghyeok Lee)

de-identification method to retain  statistical
attributes", Journal of Biomedical Informatics, Vol.
50, pp. 32-45, Aug. 2014. https://doi.org/10.1016/
jjbi.2014.01.001.

[71 L. Radhakrishnan, et al, "A certified

A
o . 2021 39 ~ @A - TSt WS w
de-identification 'systern. for all | clinical text AR} . lo]e] ZabolwA] Ba, e~ wok
documents for information extraction at scale", A3 AR [oT Hob AIGSiS

© O H

JAMIA Open, Vol. 6, No. 3, Oct. 2023.
https://doi.org/10.1093/jamiaopen/ooad045.

[8] K. Lee, M. Kayaalp, S. Henry, and O. Uzuner "A
Context-Enhanced De-identification System", ACM
Transactions on Computing for Healthcare
(HEALTH), Vol. 3, No. 1, pp. 1-14, Oct. 2021.
https://doi.org/10.1145/3470980.

[9] S. H. Chae, K. C. Kwak, and S. B. Pan, "A
enhancement of the fingerprint verification using
PCA", Journal of Korean Institute of Information
Technology, Vol. 10, No. 5, pp. 81-89, May
2012.

[10] J-W. Kim, "Face Recognition System using
HWT-PCA", The Journal of Korean Institute of
Information Technology, Vol. 10, No. 11, pp.
201-207, Nov. 2012.

[11] B. M. Wise and N. B. Gallagher, "The process
chemometrics approach to process monitoring and
fault detection", Journal of Process Control, Vol.
6, No. 6, pp 329348  Dec. 1996.
https://doi.org/10.1016/0959-1524(96)00009-1.



	차원축소를 이용한 수치 데이터 비식별화 기법
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. 제안 방식
	Ⅳ. 제안 방식 분석
	Ⅴ. 결론
	References


