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Transformer-based Intrusion Detection Model with Packet
Payload Analysis and Oversampling
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Abstract

Most intrusion detection models based on artificial intelligence use meta-data, which is synthetic data generated
through packet analysis. Therefore, it is limited to detect intrusion using packets occurring in real networks. In
addition, failure to solve the data imbalance problem in the learning process can significantly degrade detection
performance for specific classes with a small number of data in multi-class classifications. To address these problems,
we propose an intrusion detection model that analyzes packet payloads without preprocessing through a
transformer-based natural language processing model and improves detection performance for rare classes through
oversampling. We used UNSW-NBIS5 dataset for performance evaluation, and the RoBERTa model was used as the
training model. As a result of the experiment, 87.15% of accuracy was achieved in multi-class classifications when
oversampled with ADASYN.
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Table 1. Experimental dataset configuration

Class Label | Train data Test data
Analysis 0 538 134
Backdoor 1 620 155
DoS 2 2,210 552
Exploits 3 9,79 2449
Fuzzers 4 8476 2,119
Generic 5 9457 2,364
Normal 6 9,849 2463
Reconnaissance 7 5,644 1,411
Shellcode 8 680 170
Worms 9 66 17
Total ~ 47,334 11,834
59,168
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Table 2. Configuration of training data after oversampling
Before After oversampling Agkele AAEA Zdo| 4Bt A= % 3
Class oversampling - L ol a o e slq] oLo
# % # % |Sampling 0“7\1 He H}Q’]' qui —-—H']}‘u’e‘ao]’a‘ 43 O}X] BT
Normal 9,849 | 20.81 | 9,849 | 17.63 wdlo] Bz AT 86.88%=2 YERITE 1Ea
Exploit 9,794 | 2069 | 9,794 | 1753 - s < = =
Goneric | 0457 | 108 | 0467 | 1695 | SHASIS AR HHHES Bed 2ds
Fuzzers | 8476 | 1791 | 8476 | 1547 | - ADASYNS #&3 wdo] 87.15%% 7} =& 4

Reconnaissance| 5644 | 11.92 | 5644 | 10.1

S =2 BTl

DDoS 2210 | 467 | 3315 | 593 | x 15
Shellcode 680 | 144 | 2720 | 487 x4 _ .
Backdoor | 620 | 1.31 | 2480 | 444 | x4 E 3 OE2F 2o
Analysis 538 | 114 | 2152 | 385 x 4 Table 3. Results of multi-class classification

Worms 66 | 0.14 | 1980 | 354 | x 30

Total  |47334] - | 56867 | - - Rand'zrrﬁ]posed

RoBERTa sampling SMOTE | ADASYN
Accuracy 86.88 87.08 87.15 87.03
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