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Abstract

As the response to the climate crisis becomes important, the active introduction of eco-friendly energy policies
such as carbon neutrality is required. Accordingly, an intelligent power infrastructure that provides real-time
information exchange between electricity providers and consumers by grafting a smart grid is being introduced in
order to efficiently distribute power. Information exchange between electricity providers and consumers in a smart
grid contributes to efficient use of power, but at the same time, there are various problems that arise in the process
of information exchange. In particular, when a consumer is specified, it can lead to personal information infringement
by analyzing the consumer's life pattern based on the measured information of a specific household. Therefore, this
paper proposes a blockchain-based de-identified metadata transmission mechanism that transmits de-identified metadata
in the information exchange process using a blockchain.
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Send Power transaction transaction
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Fig. 1. Flowchart of proposed mechanism
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| Client | | Block network |

PK; : ec, N (RSA algorithm)
(SK¢ = d¢, where ec*d; mod N¢ = 1)

DID = hash(IDy, Dy, IDgy) + €,

DID hash(IDU, DK. IDsm) + ec
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Fig. 3. Registration process of client-block network DID
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