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Study on a Convolutional Neural Network Model for Attack Type
Classification in the Field of Network Intrusion Detection

SeungSae Joo*!, SungHyuk Lee*’, Jaehak Yu**!, Daesung Moon***, and Ji-Hoon Bae***
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Abstract

Damage from cyber attacks on networks is increasing every year. Previously, research has mainly focused on
supervised learning-based deep learning models for detecting known attack types and unsupervised learning-based
models for detecting anomalies. However, these approaches have limitations in accurately detecting new types of
attacks and responding appropriately. In this paper, we propose a transfer learning-based deep learning model for
detecting new types of attacks. It consists of two stages of training. In Stage 1, various features are extracted from
the Bot-loT source domain dataset, and based on this, Stage 2 performs retraining on the UNSW-NBI5 target domain
dataset. For various attack types, the proposed model showed approximately 94.21% classification accuracy, which
experimentally observed to be about 1.84% higher than that of existing convolutional neural network-based models.
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network intrusion detection, transfer learning, attack type classification, UNSW-NBI15
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Table 1. Comparison of attack category classification
accuracy

No. Model Accurucy(%)
#1 Logistic regression 7763
# SVM 80.97
#3 1D CNN-based method 92.37
#4 Transfer learing-based method 94.21
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