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Abstract

With advancements in identity technology, mobile driver's licenses based on decentralized identity(DID) have
recently been introduced. This study proposes a system for issuing mobile driver's licenses utilizing Ethereum-based
smart contracts. To examine appropriate implementation and operational methods for smart contracts during the mobile
driver's license issuance process, the study first designs various models of smart contracts using the Solidity
programming language to store identity attributes such as names and birthdates on the blockchain. Subsequently, it
measures gas consumption and execution times within the Ethereum testnet and deployment environments to compare
and analyze the performance of the proposed models. By suggesting improvements for the efficiency of the mobile

driver's license issuance system and enhancing privacy, this research contributes to the field of digital identity.

Keywords
decentralized identifier, DID, Ethereum, self-sovereign decentralized Identity, SSI, smart contract, mobile driver's license

* gAY A Y * Received: Apr. 03, 2024, Revised: Jun. 13, 2024, Accepted: Jun. 16, 2024
- ORCID: http://orcid.org/0009-0009-1704-613X + Corresponding Author: Jaeyoung Park

o QAgsty HRUEY oS Finance Research Institute, Nonghyup Financial Group, Korea
- ORCID: http://orcid.org/0000-0003-4821-8271 Tel.: +82-2-3782-7384, Email: inyourface33@gmail.com

o Y FGAT FEATA AYDTA@AAR
- ORCID: http://orcid.org/0000-0002-1608-6641


https://crossmark.crossref.org/dialog/?doi=10.14801/jkiit.2024.22.6.121&domain=https://ki-it.com/&uri_scheme=http:&cm_version=v1.5

._.
)
)
Sl
ja
=)
ne
Ho
[
re
o)
o|x
M
zly
o
Ao
o,
N
d
=)
m
NS
o)
11k
X

AEA AY Pe mAAE HY 247
B3 2o 39 434 s8] AR AR, B
2, A%< 999 o mde Fd EAt Hol
el ek} Ajelgnel egoltt & oleid wdl

Aol eolgel td AHHe A
g o] A Fav, s} oA AelEEAe
o} Aee & JEAdl o3 AnE F85 714

A 3,

AAe) Lakel Aulze dubao
W ooz e AEAT & AeAe
she Al 2nit M) ojoldel MUMEE A4
sfok ahul, A2 olg A s Aulze] B
ojtjs BUW B E Ao M, ol ol
AT olEF WAL e ALETHE AN
o 47} Z7kael wet ojolriet WM E el

g S AT ?12—1 =AE }Xb_ 3

oA
o

olgld BAIE WAL T S WAoE Ar|F
A A1LSH(SSI, Self-Sovereign decentralized Identity)
ol A QEHIN2). A7NFH ARFRE 22
2 ARS 4 AYS T F FY J1BolY
ZoAel e ek AHEATE AAle) a0z
A9 HolEE Bt FHEY & Y PHS A

FU ANFY AUFBL Y
o2 S, ALSAGA $AT B T, B4, 2
23l AH2E Al Foiste] Holy #AE Tt
SHAl ok AR EFAIIY] 3 719 92"
A4 YAE 21 (Digital identity)S AJAdstal He
¢ % glom, ol B3l % 134 T4 Qo
S s A A% 2L ERAY AGS ¥

o4& 4 9l
AL SH(DID, Decentralized Identity)S &5

< 7oz o Ar|Fd AdEH AAE, &
AollA ARgst Sle dEles 7He=

F4 A% & A7 7
h=h ;doﬂg]. paXeR _r]‘oﬂ KN

U
(

@6@ EL /\1630}71 &

s

il

rlr

o
(2

ofN rlr ret ot ofo
r2

_,_
.
2 e

o
of

—_

N

I N

RCA AU
oo .
[0 rz

Y
fu

0

o)
o el (M
1%

=

X

yo lo o (&
ox

gj‘
>~
-

}s}

¢}

of\ Ho L2
o = —Ll
to B =2 %4

2

[y Mo

=]
-

rir
oL off



Journal of KIIT. Vol. 22, No. 6, pp. 121-131, Jun. 30, 2024. pISSN 1598-8619, eISSN 2093-7571 123

< A A A A
RE A4 #gsty $AT + e "gAE Ad
e A3 ot A2EY &lo] 2016
ol Akt o Ade 71EY FYsE "A™
Azl dAE SEsA . Ve REe
Aul 2 AlgAY F9
SHA o &stH, o= <l
e AAFE F=2 %@01] =28 5 drk
w3l AREALY] 1Y ]
o] FolAA ¥e A .
¥ e bAE A 229 FsE T
M9(Centralized Identity), A3 Al (Federated
Identity), AH&-AF A A1 9(User-Centric Identity), 1
g A7]FE 21 Y(Self-Sovereign Identity) & Y
7HA dAR RS
npA e GARl A Al
tAY Aol gt

AgA7L Al
F43) B AL 943 7}

HoEH, FY Bl AR 2 glol AU
BT FHY 5 Yojob Bk A4S 2 g
o & g FAe Axslel AU T2E HA
sl BEE AT gk o Ade UAd Ag

D)9} 29 Hopol FRF 4B v, BEA

3 2094 /1%t ARE B4 TR AT,
ESAY 7 AFd AdSHY FAHLLAE
DID(Decentralized ~ Identifier), ~ DID  Document,

VC(Verifiable Credential), VP(Verifiable Presentation)
otk VCE AFbsd A4FHE e, v
A }%fa AF D HolE Aotk A Fd Al
458 B2 Fa Fojx= E<(Issuer), AHE-
X}(Holder) %9 (Verifier), DID ¥ ARE A%
e Alg] BARAAAQL B2t}

DID % DID Document= 2'EA} 9 Q15 FHO
2 AR, Tddlo] dshs Ve U8 IDE
AT VOe AHATE 7|2 R E E;_LT;LHEL
/\]_131_;_;. &ﬁZuﬂ/q A) A ) &) Znﬂ/ﬁ A Y-E

A T e AdFHe gt *P%X}
C "Hoﬂ/‘i A3 AR RTE 323 Fo vp

e rjs rlo

2 7FgslA Anlz AZANA AFIT VPE
§ IDE AT, AL VCE BFLL
W= A3 23R AT 4E

‘3} VPE FAlgH é%‘ﬂ%

3l SutE AHEARRE
90, VPl 3 VC £4E 7R Abol 5
/\}37(}7} =215 VColl WAIE Subject DIDE &
3l & 4 Aok T3 Vel ZFHE VC F43ko] o
kil ‘?—-_}3371%01]7\1 WY =A='y r]Ee DID
g 5l & F Ao HEEE VP EAlste
VC9 Subject DID7} %1% ARAFS] ZRIA|= DID
Auths T3 & 4 3, VP & veol x3HE At
A 2% DID DocumentE %

% F‘O

e

&

>

3o

(I

N

S oy

ot <y M o rlo ot

0{4
ey
o|N
ok
4
%0,
fui

DID Resolver® DID
Registry©|T}. DID Resolver= A58 Al95H =
o)A ARG DIDE diAsta, sid DIDA <
A" ARE HMsh= HHV\E HakE Al e
A 2Bl A ARRARe] Alds ERlste H Fad
Adgs YA 5 DID Resolver= DID #4119

(o]

a2
I 21 AT A S A9 AR g
AY 5 YA Bt

2.2 SSIBAC

[71& A7 AL 7]uke] HZA ofQl SSIBAC
(Self-Sovereign Identity Based Access Control)S A<t
At ALFAE 2k Qe Sl 7]Rkste] A
ZAE g £ 7N HIA o(Attribute
based access control)©]U AYFA L] o 7]Hls}
of HIZAE FHs= d4Z 7|5 FHIZA o)(Role
based access control)S AR ‘B‘HE ol 71E 71
A HZANE st IubAl et &4
gk 7€ FRAAAE Z]jlzﬂoié Tt 7]Ho]

AFA ] ARE BF 220 Elﬁi ol A
HIZAE Fdske TYHES
7HAAL, [T °olAE s As}] HEH ﬂ
Ao Fzxo 2A7|FANEES A3t ALFA Y
A7) FEAE BAstaat stk

o ok
>,
> e
Lo
—Ll
Y\
=2
S

o



SSIBACE 72202 ZHF
TZE IH=E AHEstY, 7&%‘1}7} HEe
Al AH(Access control engine)e FO A
83 SHES F2F FH HAAAE
AHEAF A g Fosta ]E}—
T} X3 SSIBACE 7]#-3
HZAAY 9 7|9 H2
HEAAE A3 AAAHEE
Aol ope} B4kl AS7bsd AdA A
2~E&](Verifiable credential registry)oll &]&3 = H
o] 2t

SSIBACE Aol
ABHT} AREE A ¥

_Q %—Bﬁ]— z—l:.;q]o]%
TYIHE AAst A 1—r1ﬂ7}

HestA FoEN, 71 «]Zé
&3} A AF 7 AAF
3 A71FA8 S st
SHAEE, SSIBACE dAME 71 Aot A5
ALY 10712 dFAE HE, AYAEE FdA
(Portable)S 7FAoksla, W3CY #HF 7Fsd A4%
Wz met AAFHLS ERIAA AFse Aol

}o

1

174 o}l’ ks

0‘4 g’o’é‘

2
15

ofl ofy ﬂllﬂl

Fhsslor Atk ER BRI A4E AAZHole)
FAeE A9FAe] A7 sl s, A4%

we] Sgolis WEA AUFAL Fol7t Qojopit
gtk SSIBACE oleld 2¢ BEA7IA R

ANFEHE AR e HAZ AL
Axel A9 4Bt g AN BT 4
Slolof @k, w3, Holelel o5 B8 thE §
A B Fag arolh e #4 W
NE 8] AAZHD A2 AFE B ¥
A5 Blo) w 2vhE AEGEo],

2.3 ADIE ZHEEE

srlE AEREE AT 5 e 349 7)Y
glol AT % gl PAR ko] Aok F7, A
8 Ael) Slal BEAe oA AREE A
o seolth WEA Aok} uwsel 2vE A
EdEL FYrlHel 25 glo] AHE A

>
-
ofo
2
N
-
L
_[O

.
svlE BEAEE AA

A M=
1 s
A7} He Ed)
ﬂEaJE‘— o] 1
%Oﬂ/\i e A= &‘E}.
Z2IT Ao, A%k F= 4
sl 2nlE AEIYE H
Tse AT olHg#
< A% FHx9 £5A
Al Solidity= AUFE
g AHEE, At Z=e oy
(EVM, Ethereum Virtual Machine) H}O]E
gdeo] AL ffef EZA L HEEJE}. ot g
o @A 2nE HEHEES 943
e + sfioln, o = ]J of| &

2t ol ZE A o] d(DApp) S AAlISH= Hl A

Zz20
ST

S

N g o 2

l> M rlo .lHU o mu |
B o™ S5
oS

ﬁ

o 1% M

ol fN e

1)

=

il

ol

3
=

=
=

it

ool A mrlY A3
A=}t 2023 7¥€ 7FECE

B A eSS

olN
s
[\o]
S
N
rL
~
nr\g
=2
b

e



Journal of KIIT. Vol. 22, No. 6, pp. 121-131, Jun. 30, 2024. pISSN 1598-8619, elSSN 2093-7571 125

NS 717 Bge SAREHS/A E3e} s, o]E H& WgAe= A}Q—ZH +7H7l
M oF 1519 44 A ity MA W F 4F AR muld AW E IF 84 T QOJ%P T
A9 16.6% F7=0]t}. AT,

7178 AldEy 2dS &85 2hf

7 4otk AH&AHHolder)= Hl
H%— ?1101’9_% Abgske] ARl Al
AstAl AR of7]o A AFARs 71E
Bzl Ay &4 A2

X}

_4

W

m-l-t r,_‘o L_l
N o 1
“ k.
i I‘_O% [‘10
[e] OIN

off 1o ot X o
o
i
l-'O
o
r_>.i
rd
Qi
lN

- H
i
a
>~
W

z:g_]__
A%3e A4 A9 APEAHDID)S)
Z3H3le] zm(ani Sol, AHg

s
(i

of

1-2. DID Resolver= AH&#Le] DID AHE A
3tal, DID Registrys= s DID BEE A3,

23, HEAe ARG A Fe] & mald &
A SS AAst ARG TAE ARt A
s}, Enld 4 WSS VC FEll(subject, issuer,
claims, signature®] 74 {4)Z WFEHH ALEA=
A" A7+ 53l ol& HHsHA Bagith

2-4. DID Resolvere= AMHAFS] DID ARE A%
&t3L DID Registry:= 319 DID ARE AZstAY
Ao Eqtrk.

3-1. ARgAE EEEke mnld AW E(VP) S
A5 A (Verifier, A& €91, % AZ)NA AAZH
o o]& Hsf AH8AE HAYE AZFS AHESt] B
v A (VP ASA A AXNE 5 T

2-1. AHEA7Y t&lx}(lssuer) % EEUFIH  dE 80, QRIES HolE F o
A Brld $AHs S uS 8 daae 32. 254+ DID Resolvers &all AREALY
AR8Ae] AldE S]l8}] HoH A% 9 219 Rl DD HE(E S0, AHEALY i7Hf’l ASA 5)

491]*(01]2 9], EQRIFE st
22, WFAE AMEARY AW ARE ERls] 2
3] DID ResolverE E3l AF&-#t2] DID AXRE 4

& Ho

JO

Holder

L
S
ot
H
2
f
ft
n}i
ol
_>,4_
l

AgAe] wrel

=
=
unsEel RENE BT 5 Aok

Enter and save profiles

. 2-3. Forward identification results

Digital Wallet

3-1. Show identification results

b4
a0

Verifier

3-2. Validation . ?

2-1. Request for issuing a mobile
driver's license and identification

1-1. Send the DID information -
of the holder ¥, KoROAD

. Wc2uszo
2-2. Check the DID information Issuer
of the holder

$‘$’g 1-2. Store the DID information

DID Resolver

of the holder

v

? t 2-4. Save and update the DID
s information
DID Registry

U SHUHZ LT Y oA

=

Fig. 1. Example of the process of issuing a mobile driver's license
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Table 1. Implementation environment

Feature Specification
CPU Intel Core i7 2.80Ghz
RAM 10GB
Ethereum blockchain Ganache
Testnet Sepolia
Ethgreum development Truffle, Hardhet
environment
Programming language Solidity, JavaScript
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Table 2. Smart contract models for issuing mobile driver's
license

Model Content

Model 1 Store driver’s license information and

(base) licensing events

Model 2 Model 1 + DID

Model 3 Model 1 + Limit data storage to one
year

Model 4 Model 1+ St.ore data in array of bytes
instead of string
Model 1 + DID + Limit data storage to

Model 5 one year + Store data in array of bytes
instead of string
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Table 3. Smart contracts

pragma solidity 0. 5. 16;
pragma experimental ABIEncoderV2;
contract DrivingLicense {
struct License {
string name;
string birthdate;
string location;
string licenseType;
string licenseNumber;
string issueDate;
string validUntil;
}
mapping(address => License) public licenses;
function issueLicense(
string memory name,
string memory birthdate,
string memory locationinfo,
string memory licenseType,
string memory licenseNumber,
string memory issueDate,
string memory validUntil
)
public {
require(
bytes(licenses[msg.sender].licenseNumber)
Jength == 0, “License already issued”);
licensesImsg.sender] = License({
name : name,
birthdate: birthdate,
location: locationinfo,
licenseType: licenseType,
licenseNumber: licenseNumber,
issueDate: issueDate,
validuntil: validUntil
M
}
function getLicense() public view returns
(License memory) {
return licensesimsg.sender);

}
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Table 4. Solidity code for enhanced smart contracts

function storeDIDData(
string memory resolverData, string memory
registryData) public {didDatalmsg.sender] =
DIDData({resolverData:
resolverData,
registryData:
registryData});
!

function isBefore(uint _datel, uint _date?) public pure
returns (bool) {if (_datel < _date2) retum false;
return true;

}

function bytesToString(bytes memory data) public pure
returns (string memory) {
return string(data);

}
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Table 5. Driver's license information entry

const name = “John Dog”;

const birthdate = “2000 01€ 01"

const location = “Seoul Seodaemungu Yonseiro 17;
const licenseType = “M ®™3|"

const licenseNumber = “1234567890”

const issueDate = “2023 01€ 01"

const validUntil = “20324 128 31
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